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Preface 

Thomas Mathiesen 


I am 77 years old. I remember very well indeed a world without the Inter- 
net. I remember the late 1930s in Norway, a humble close-knit society (with 
some wealthy shipowners on top), where people in fishing villages, rural 
areas, and towns lived as they always had lived. I remember how the world 
changed when Norway was occupied by German forces during World War 
II, I remember vividly our meeting with American soldiers who had come 
to Northern Europe in 1945 via the disastrous struggles and terrible man- 
slaughter during the Italian campaign, “the soft belly” of German Europe, 
which turned out not to be soft at all, but which changed my life through- 
out. I remember how I went to the US with my mother, an American, by 
steamship in 1946, and came back for school also by steamship in the fall 
with a new worldview and a large Hershey chocolate bar for each of my 
classmates. I remember the ’50s with more school, partly in the US, and 
the abolition of restrictions on buying the countless new things that capi- 
talism now had to offer — such as a brand new car, which my father sud- 
denly bought. I remember the ’60s, ’70s, and ’80s, with several marriages 
in a row whereas the older generation had managed with one, I remember 
homosexuals coming out of the closet, their sexual secrets being decrimi- 
nalized, I remember several trips — now by large jet planes — to and back 
from the US, I remember the oil coming up from the North Sea making 
us affluent, I remember the struggles I took part in, such as the prisoners’ 
struggles, and the terrifying wars that took place, such as in Vietnam. And 
all of the instant media came along, such as television. I remember poverty 
and wealth.There were fast electronic typewriters and equally rapid stencil 
machines that allowed proofreading and correction with red wax before 
the duplication process. 

I remember all of this and more, tremendous changes in ordinary peo- 
ples’ lives over say six or seven decades. All of this and more happened 
without the Internet — although the Internet was in the making. 

This makes me wonder: We often hear the saying that with the Inter- 
net, the world is entering something brand new, a new societal formation. 
The world is now leaving the age of the “the industrial society”, on the 
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verge of and in fact entering the age of “an information society”. Although 
unskilled and skilled labourers are still around and in demand, production 
of all the things we need (or think that we need), is increasingly dependent 
on information. 

One of the first to try out the concept of an “information society” was 
the sociologist Daniel Bell (1973/1976) in his book The Coming of Post- 
Industrial Society from 1973. Bell tried to characterize the shift from what 
he called the industrial society to “the post-industrial society”. According 
to Bell, the post-industrial society contained two dimensions — a far greater 
emphasis than before on theoretical knowledge and information, and a tre- 
mendous growth in service activities (transport, trade, insurance, bank- 
ing, public administration, medical, legal, and other types of individual 
service, travel and so on). The first major change — the far greater emphasis 
on theoretical knowledge and information — has made us more dependent 
on science, with the increased role of scientifically based industries. The 
second change — the increased role of service-oriented trades — has created 
a strong relative decline of the industrially productive workforce. But Bell 
also emphasized that the postindustrial society does not replace the indus- 
trial society. It rather finds its place integrated in that society, erasing some 
of the features of the industrial society. 

Many modern works have gone further. One of them is William H. 
Davidow and Michael S. Malone’s fascinating but problematic book The 
Virtual Corporation from 1992, which contains illustrations from Silicon 
Valley, Northern Italy, and Japan. According to Davidow and Malone 
(1992), an industry is “virtual” when it produces material objects very 
quickly, in principle in no time. A perfectly “virtual industry” does not 
exist, but an industry may approach production and operation in no time. 
They construct a complex theory of information containing four levels, 
where information is instantaneously converted to complex actions. Neural 
networks inspired by networks in the brain are referred to. 

This is of course just a brief sketch of the main argument. What are we 
to make of it? Two points: 

First, I for one do not think we are approaching a situation of virtual 

production. 

The industrial workforce has declined, and significantly so, in our part 
of the world. This is partly due to forces such as those pointed to by 
Davidow and Malone. Information has become an important productive 
force. But there are also other forces, notably the outsourcing to parts of 
the world where labour is cheap and the moving of large-scale industries 
also to places where labour is cheap (and taxes low). Furthermore, there 
are limits both of a sociological and a technical nature — strong labour 
unions in many places, the culture of the workplace, and limits as to 
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how much labour may be mechanized. All of this prevents the transfer 
of our mode of production from industry to information. It may be too 
old-fashioned a view, but this is so far where my thinking has gone. If I 
am right, the significance of this should not be underestimated. It means, 
essentially, that a basic shift of the mode of production is not occur- 
ring, or is occurring only to a limited extent. Unlike the shift from feudal 
production to industrial capitalism, where whole generations of people 
originally tied to the land in serfdom were uprooted, fleeing to the cities 
looking for work in the large new buildings called factories, in which 
labour was organized in an entirely different way. Industrial capitalism 
is still with us, albeit with a smaller (un)skilled labour force and to some 
extent with a shift to service trades and technical expertise. The Inter- 
net has made invasions in industrial capitalism, but the Internet basically 
promotes industrial capitalism; it is much more effective as a vehicle of 
an advanced industrial society. It is not an end point of a mode of produc- 
tion, but an advancement of it. 

Second, however, our social relations in our daily lives may be chang- 
ing more significantly. 

Think of it. Students of all grades and classes are now using the Internet, 
for planning courses, finding out where the courses are given and which 
courses not to take, receiving exam questions, and a whole string of related 
things. If they ask a secretary for information, the answer is “look it up 
on the Net”. Approximately 500 million people on a world basis are now 
daily users of Facebook (information from Wikipedia). In a class (on media 
and communication) I taught this fall with 70 students, 100% were on 
Facebook. I was the only person present who was not on Facebook. The 
prime minister of Norway is an ardent user of Twitter. Research has shown 
that US politicians increasingly adjust their media appearances on televi- 
sion according to how the messages are received on the Net. Groups on 
YouTube are able to influence US election campaigns very significantly. 
Radicals and liberals are ousted or received with warmth. In 1997, 50% of 
the Norwegian population had access to a computer at home. In 2009 the 
percentage was 92. In 1997, 13% had access to the Internet. In 2009 the 
percentage was 91. The same developments can be observed in many coun- 
tries. The Internet is used for a wide variety of activities. The coffee shop 
is here for good, and all over the place you see cellphones, which people 
use as comforters or for calling. Many young people bring their laptops to 
do their homework. People like to be in places, where they both are alone 
and with other people. Women tend to not go to bars alone, but they can 
and do go to coffee shops (as a recent doctoral dissertation showed, Dokk 
Holm 2010). I recently read a research report that showed that Muslim 
women used the Net for information about dress codes, sexual practice and 
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malpractice, and a variety of other delicate matters (they received fativas in 
return, which were quite pragmatic and rather women-friendly, see Sardar 
Ah 2011). Internet use is a worldwide phenomenon. In a streamlined fash- 
ion the other modern information media follow suit. 

In short, though there are changes in production, I doubt that a new 
mode of production is coming up. But perhaps there is a new social forma- 
tion over and above production? Or is there a new way of life? Possibly. The 
changes are great. 

It is not only that. Most of the other changes since 1940 have actually 
been gradual, relatively speaking. You can trace the development from the 
combustion engine through various stages to the extremely rapid trains 
crossing all of Europe in a few hours. You can trace the development from 
the Spitfire to the jumbo jet. The Internet, and what has followed in its 
wake, has come more as a break, with whole generations involved within a 
short span of time. This is, mind you, in open public space, and in spite of 
the fact that the Internet also has developed and expanded gradually, but 
more “behind the scenes”. 

But I have to confess: Though this is a possible interpretation, I am uncer- 
tain even here. I wish I could live longer to see how it goes. If you compare 
1990 with 2010, the difference in how people behave and act is great. But 
if you compare 2010 with earlier times, for example with the late 1930s, I 
am not so sure. This is why I started this little preface with a historical note. 
The 70 years that have passed since 1940 have been a period of enormous, 
dramatic social change in the Western world — from modesty to capitalist 
frenzy, from steamships to large and extremely quick airplanes propelled 
(or rather, not visibly propelled) by huge jet engines, to social relationships 
and family principles of a kind completely different from earlier times. Isn’t 
the Internet just a further extension of a whole wave of social change over 
our Western social order, once again with a new technology that elderly 
people find difficult to learn? 

I have doubts. This is where I have arrived — so far. 

But is, then, nothing new? Of course there is. The whole period of 70 
years, which we have behind us, is characterized by inventions and novelty. 

Surveillance is new. Surveillance is the cardinal point of the Internet. 
Not that we did not have surveillance before. We have had surveillance 
since the construction of the state, and maybe before that. In the 1970s a 
man, a Marxist, who lived in the city of Trondheim in Norway found a 
cord linked to his telephone. He followed the cord — to the police station. 
This became a standard joke. But much of it was more serious. Many peo- 
ple, especially people of a Marxist or radical leaning, were followed closely 
by the secret police. I was tailed by the secret police when I participated at 
prisoners’ conferences, and when I received dissident visitors from Eastern 
Europe under Soviet Rule. Secret police officers reported on my activities 
to their Norwegian headquarters. The situation was irritating, but at least 
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it was possible to detect that surveillance of a political nature was going 
on, especially when a special commission was finally set up to control these 
matters. The commission found much of the surveillance illegal. 1 

What is new now is surveillance that is bidden, unseen, and impossible 

to trace. 

Certainly sensational discoveries occur. One day in 2010 it suddenly 
turned out that the US Embassy in Norway employed retired Norwegian 
police officers, making them responsible for the surveillance of Norwegian 
citizens near as well as somewhat away from the Embassy premises. The 
Embassy did not trust the standard Norwegian surveillance as far as ter- 
rorism was concerned and felt vulnerable. Information was passed on to a 
US database. On the political level, no one had known: Not the Minister of 
Justice, not the Prime Minister. Again suddenly, a similar sensation turned 
up in Denmark. No one had known. Perhaps politicians preferred to be 
ignorant about the illegal activities of an ally. Perhaps the lower echelons of 
the Norwegian police, which had cooperated closely with the US Embassy, 
were aware of this preference and acted accordingly. We will probably 
never know. 

Such sensational scandals do occur. The scandals enter open public 
space. But they are exceptions that prove the rule. Below the surface there is 
an enormous hinterland of undiscovered surveillance practices based on the 
use of the Internet. Surveillance on the Internet is hidden and unseen. So 
is the vast trail of electronic signs that we leave behind as we go about our 
daily affairs — in banks, shops, trade centres, and everywhere else, every 
day of the year. Surveillance becomes a system, or a set of systems, which 
“silently silences” you — suave, unnoticeable, and undetected surveillance 
of groups, categories, and large populations, its unnoticeable character in 
turn silencing opposition (Mathiesen 2004). Processes of corporate and 
political surveillance on the Internet also act as systems that silence people 
in a suave and silent way. Some Internet use is official to the extent that 
formal decisions are made to establish the system in question. An example 
is the EU Directive 2006/26/EF, passed on March 15, 2006, that concerns 
the retention of traffic data. That, at least, makes initial protests possible, 
but not after a while and only when the system is in operation. 2 At any rate, 
under the Data Retention Directive enormous amounts of data are stored 
about all citizens in the country — who calls who, who e-mails who for how 
long, start time and end time, place for initiation and place for reception, 
and so on — and may be used according to vague criteria of crime and ter- 
rorism. And most Internet surveillance is beyond any control at all. We 
simply do not know about it. 

This is a very important sign of danger to our society. The surveil- 
lance activities and methods that have come up in the wake of the Internet 
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threaten the democratic fibres of our liberal state governed by law. At the 
same time, the bombing and massacre that cost close to 80 people their 
lives in Norway in July 2011 make the democratic fibres of Norway poten- 
tially more vulnerable. The Norwegian authorities and people therefore use 
precisely the values of democracy and solidarity as a defence. 

The outlined circumstances make the book, which you hold in your 
hand, most timely. It is a most important volume on a most important fea- 
ture of our society today. 


NOTES 

1. Important in this context was the so-called Lund-commission. It was 
headed by a Supreme Court Judge and set up by Parliament after the Cold 
War in 1994. The commission’s findings were shocking. Illegalities were 
widespread. 

2. Some systems are open rather than hidden also while in operation, such as 
those that control all passengers at airports. 
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1 Introduction 

Internet and Surveillance 

Christian Fuchs, Kees Boersma, Anders 
Albrechtslund, and Marisol Sandoval 


1.1. COMPUTING AND SURVEILLANCE 

Scholars in surveillance studies and information society studies have 
stressed the importance of computing for conducting surveillance for more 
than 20 years. This has resulted in a number of categories that describe the 
interconnection of computing and surveillance: for the new surveillance, 
dataveillance, the electronic (super)panopticon, electronic surveillance, or 
digital surveillance. 

Gary T. Marx defines the new surveillance as “the use of technical means 
to extract or create personal data. This may be taken from individuals or 
contexts” (Marx 2002, 12; see also: Marx 1988, 217-219). He argues that 
in the old surveillance, it was more difficult to send data, whereas in the new 
surveillance this is easier. In traditional surveillance, “what the surveillant 
knows, the subject probably knows as well”, whereas in the new surveillance 
the “surveillant knows things the subject doesn’t” (Marx 2002, 29). He says 
that the new surveillance is not on scene, but remote, and that it is “less coer- 
cive” (28) and “more democratized” because some forms are more widely 
available (28). Computerized surveillance is an important form of new sur- 
veillance. “Computers qualitatively alter the nature of surveillance — routin- 
izing, broadening, and deepening it. Organizational memories are extended 
over time and across space” (Marx 1988, 208). 

Dataveillance is the “systematic monitoring of people’s actions or com- 
munications through the application of information technology” (Clarke 
1988, 500). Clarke (1994) distinguishes between personal dataveillance 
that monitors the actions of one or more persons and mass dataveillance, 
where a group or large population is monitored in order to detect individu- 
als of interest. Bogard (2006) argues that the computer is a technology that 
simulates surveillance. 

Gordon (1987) speaks of the electronic panopticon. Mark Poster (1990) 
has coined the notion of the electronic superpanopticon: “Today’s ‘circuits 
of communication’ and the databases they generate constitute a Super- 
panopticon, a system of surveillance without walls, windows, towers or 
guards” (Poster 1990, 93). Mark Andrejevic has coined the notion of the 
digital enclosure (Andrejevic 2004, 2007), in which interactive technologies 
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generate “feedback about the transactions themselves”, and he said that this 
feedback “becomes the property of private companies” (Andrejevic 2007, 
3). Andrejevic (2007, 2) sees the Internet as a virtual digital enclosure. 
Commercial and state surveillance of consumers would be the result of 
the digital enclosure. They “foster asymmetrical and undemocratic power 
relations. Political and economic elites collect information that facilitates 
social Taylorism rather than fostering more democratic forms of shared 
control and participation” (Andrejevic 2007, 257). Nicole Cohen argues, 
based on Mark Andrejevic and Tiziana Terranova, that Facebook profits 
by the “valorization of surveillance” (Cohen 2008, 8). Parenti (2003, 78) 
stresses that by digital technology “surveillance becomes more ubiquitous, 
automatic, anonymous, decentralized, and self-reinforcing”. 

David Lyon has stressed the role of computers for contemporary surveil- 
lance and has used the notion of electronic surveillance: “Contemporary 
surveillance must be understood in the light of changed circumstances, 
especially the growing centrality of consumption and the adoption of 
information technologies” (Lyon 1994, 225). “Although computers are 
not necessarily used for all kinds of surveillance — some is still face to face 
and some, like most CCTV systems, still require human operators — most 
surveillance apparatuses in the wealthier, technological societies depend 
upon computers” (Lyon 2003, 22). “Electronic surveillance has to do with 
the ways that computer databases are used to store and process personal 
information on different kinds of populations” (Lyon 1994, 8). David Lyon 
(1998; 2001, 101) speaks of the worldwide web of surveillance in order to 
stress that “all uses of the Internet, the world wide web and email systems 
are traceable and this capacity is rapidly being exploited as these media 
are commercialized”. He distinguishes three main forms of surveillance 
in cyberspace that are related to employment, security and policing, and 
marketing (Lyon 1998, 95). Lyon (1994, 51f) argues that digitalization and 
networking have changed surveillance: File size has grown, individuals can 
be more easily traced because databases are dispersed and easily accessed 
by central institutions, the speed of data flow has increased, and citizens 
are subjected to increasingly constant and profound monitoring. 

Manuel Castells (2001, 172) defines Internet surveillance technologies 
as technologies that 

intercept messages, place markers that allow tracking of communication 
flows from a specific computer location, and monitor machine activity 
around the clock. Surveillance technologies may identify a given server at 
the origin of a message. Then, by persuasion or coercion, governments, 
companies, or courts may obtain from the Internet service provider the 
identity of the potential culprit by using identification technologies, or 
simply by looking up their listings when the information is available. 

Castells considers Internet surveillance as a technology of control (Castells 
2001, 171). 
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Graham and Wood (2003/2007) argue that monitoring across widen- 
ing geographical distances and the active sorting of subject populations 
on a continuous, real-time basis are two central characteristics of digital 
surveillance. They say that under the given economic conditions, “digital 
surveillance is likely to be geared overwhelmingly towards supporting the 
processes of indvidualization, commodification, and consumerization” 
(Graham and Wood 2003/2007, 219). 

Many of the discussions about the role of the Internet in surveillance started 
before the Internet became a popular mass medium in the mid-1990s. Large- 
scale Internet usage did not take off before 1995, when the Mosaic browser 
was made available to the public. The World Wide Web (WWW) was cre- 
ated in 1990 by Tim Berners-Lee and was released for the public in 1993. In 
December 1990, there was one website on the WWW, in September 1993 
there were 204 sites, in June 1996, 252,000, in December 2000, 25,675,581, 
in November 2006, 101,435,253 (data source: Internet time line by Robert 
Zakon, http://www.zakon.Org/robert/internet/timeline/#Growth). 

The Internet enables a globally networked form of surveillance. Internet 
surveillance adds at least two dimensions to computer surveillance: global 
interaction and networking. The contributors to this book show that it is 
an important task to discuss how notions such as the new surveillance, 
dataveillance, the electronic panopticon, and electronic surveillance can be 
applied to the Internet and what commonalities and differences there are 
between computer surveillance and Internet surveillance. 


1.2. WEB 2.0 AND SURVEILLANCE 

Many observers claim that the Internet has been transformed in the past years 
from a system that is primarily oriented to information provision into a system 
that is more oriented to communication and community building. The notions 
of “web 2.0”, “social media”, “social software”, and “social network(ing) 
sites” have emerged in this context. Web platforms such as Wikipedia, MyS- 
pace, Facebook, YouTube, Google, Blogger, Rapidshare, Wordpress, Hi5, 
Flickr, Photobucket, Orkut, Skyrock, Twitter, YouPorn, PornHub, Youku, 
Orkut, Redtube, Friendster, Adultfriendfmder, Megavideo, Tagged, Tube8, 
Mediafire, Megaupload, Mixi, Livejournal, Linkedln, Netlog, ThePirateBay, 
Orkut, XVideos, Metacafe, Digg, StudiVZ, etc. are said to be typical for this 
transformation of the Internet. Web 2.0/Social media platforms are web-based 
platforms that predominantly support online social networking, online com- 
munity-building, and maintenance, collaborative information production 
and sharing, and user-generated content production, diffusion, and consump- 
tion. No matter if we agree that important transformations of the Internet 
have taken place or not, it is clear that a principle that underlies such platforms 
is the massive provision and storage of personal data that are systematically 
evaluated, marketed, and used for targeting users with advertising. Therefore 
surveillance is an important topic in the context of web 2.0 studies. 
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Web 2.0 is the network as platform, spanning all connected devices; 
Web 2.0 applications are those that make the most of the intrinsic ad- 
vantages of that platform: delivering software as a continually-updated 
service that gets better the more people use it, consuming and remixing 
data from multiple sources, including individual users, while providing 
their own data and services in a form that allows remixing by others, 
creating network effects through an ‘architecture of participation’, and 
going beyond the page metaphor of Web 1.0 to deliver rich user experi- 
ences. (O’Reilly 2005, online) 

Some claim that the Internet has in recent years become more based on shar- 
ing, communication, and cooperation. Tapscott and Williams say that web 
2.0 brings about “a new economic democracy [ . . . J in which we all have 
a lead role” (Tapscott and Williams 2007). Manuel Castells characterizes 
social media and web 2.0 as media that enable mass-self communication: 
“people build their own networks of mass self-communication, thus empow- 
ering themselves” (Castells 2009, 421). For Clay Shirky, the central aspect 
of web 2.0 is “a remarkable increase in our ability to share, to cooperate 
with one another, and to take collective action” (Shirky 2008, 20f). Axel 
Bruns sees the rise of produsage — the “hybrid user/producer role which inex- 
tricably interweaves both forms of participation” (Bruns 2008, 21) — as the 
central characteristic of web 2.0. Henry Jenkins (2008) sees a participatory 
culture at work on web 2.0. Mark Deuze speaks in relation to web 2.0 of the 
“interactive, globally networked and increasingly participatory nature of new 
media” (Deuze 2007, 40). Shiffman (2008) sees the emergence of the “age of 
engage” as result of web 2.0. Yochai Benkler (2006) argues that the Internet 
advances the emergence of commons-based peer production systems (such as 
open source software or Wikipedia) that are “radically decentralized, collab- 
orative, and nonproprietary; based on sharing resources and outputs among 
widely distributed, loosely connected individuals who cooperate with each 
other without relying on either market signals or managerial commands" 
(Benkler 2006, 60). Others have stressed for example that online advertis- 
ing is a mechanism by which corporations exploit web 2.0 users who form 
an Internet prosumer/produser commodity and are part of a surplus-value 
generating class that produces the commons of society that are exploited 
by capital (Fuchs 2011; Fuchs 2010a, b; Fuchs 2009a, b, c; Fuchs 2008a, 
195-209, Fuchs 2008b; Andrejevic 2002, 2004, 2007, 2009); that web 2.0 is 
based on the exploitation of free labour (Terranova 2004); that most web 2.0 
users are part of a creative precarious underclass that needs economic models 
that assist them in making a living from their work (Lovink 2008); that blog- 
ging is mainly a self-centred, nihilistic, cynical activity (Lovink 2008); that 
the web 2.0 economy is still dominated by corporate media chains (Stanyer 
2009); that web 2.0 is contradictory and therefore also serves dominative 
interests (Cammaerts 2008); that web 2.0 optimism is uncritical and an ide- 
ology that serves corporate interests (Fuchs 2008b, Scholz 2008, van Dijck 
and Nieborg 2009); that web 2.0 users are more passive users than active 
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creators (van Dijck 2009); that web 2.0 discourse advances a minimalist 
notion of participation (Carpentier and de Cleen 2008); or that corporations 
appropriate blogs and web 2.0 in the form of corporate blogs, advertising 
blogs, spam blogs, and fake blogs (Deuze 2008). 

This short selective overview shows that web 2.0 is a contradictory phe- 
nomenon that, just like all techno-social systems, does not have a one- 
dimensional effect, but complex interconnected effects (Fuchs 2008a). The 
contributors to this book show the central importance of web 2.0 in the 
discussion and analysis of Internet surveillance. The working of web 2.0 is 
based on the collection, storage, usage, and analysis of a huge amount of 
personal data. Therefore discussing privacy- and surveillance-implications 
of web 2.0 and the political, economic, and cultural dimensions of privacy 
and surveillance on web 2.0 becomes an important task. The contributions 
in this book contribute to the clarification of the surveillance and privacy 
implications of web 2.0. 

The term “web 2.0” can create the false impression that we are expe- 
riencing an entirely new Internet. But this is neither the case for the Inter- 
net’s technological dimension nor for its organizational and institutional 
contexts. E-mail and information search are still the most popular online 
activities. In 2010, 61% of all people in the EU27 countries aged 15-74 
used e-mail at least once during a three-month period, and 56% used the 
Internet to search for information about goods and services (data source: 
Eurostat). The change that has taken place in the past couple of years is 
that today World Wide Web platforms like Facebook (#2 in the list of most 
accessed websites, data source: alexa.com, top sites, accessed on January 
2, 2011), YouTube (#3), Blogger (#7), Wikipedia (#8), and Twitter (#10) are 
among the ten most accessed and popular websites in the world. Sharing 
audiovisual content in public (user-generated content production and diffu- 
sion), writing online diaries (blogging), co-creating knowledge with others 
(wikis), staying in constant contact with friends and acquaintances (social 
networking sites), sending and sharing short messages online (microblog- 
ging, as on Twitter) are relatively new activities that in the 1990s were 
not supported by the World Wide Web. But there are also many Internet 
activities, applications, and platforms (like search engines, e-mail, online 
banking, online shopping, online newspapers, etc.) that have been around 
longer. The terms “web 2.0” and “social media” do not signify a new or 
radical transformation of the Internet, but the emergence of specific social 
qualities (sharing, online cooperation, etc.) supported by the World Wide 
Web that have become more important (Fuchs 2010b). 

The Internet is a technology of cognition, communication, and coopera- 
tion (Fuchs 2008a, 2010b). All information is a Durkheimian social fact; 
it is generated in societal contexts and therefore reflects certain qualities of 
society and its production contexts. In this sense, we can say that the Inter- 
net is and has always been social because it is a vast collection of informa- 
tion and therefore of social facts (Fuchs 2010b). A second mode of sociality 
is the establishment and reproduction of social relationships (Fuchs 2010b). 
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Certain Internet applications and platforms support communication and 
thereby are social in a communicative sense. Cooperation is a third mode of 
sociality that is reflected in Ferdinand Tonnies’ concept of community and 
Karl Marx’s notion of cooperative labour (Fuchs 2010b). The terms web 2.0 
and social media are in everyday life frequently employed for meaning that 
this third mode of sociality (cooperation) has to a certain degree become 
more supported by the World Wide Web (Fuchs 2010b). One should how- 
ever bear in mind that this is a specific understanding and mode of sociality 
and that there are other ones as well (Fuchs 2010b). 

One should neither be optimistic nor pessimistic about the transforma- 
tion of power structures on the Internet. The Internet still is a tool that is 
used by powerful groups for trying to support their control and domina- 
tion of other groups just like it is a tool that has potentials for being used 
in resistances against domination (Fuchs 2011). The difference today is 
that technologies and platforms like social networking sites, video shar- 
ing platforms, blogs, microblogs, wikis, user-generated content upload 
and sharing sites (like WikiLeaks), etc. have come to play a certain role 
in the exertion of and resistance against domination. The study of online 
surveillance and web 2.0 surveillance is situated in the context of the con- 
tinuities and changes of the Internet, conflicts and contradictions, power 
structures and society. 


1.3. THE ROLE OF THEORIES, FOUCAULT, AND 
THE PANOPTICON FOR ANALYZING INTERNET 

Surveillance 

Lyon (2006b, 10) argues that modern surveillance theories relate to nation- 
state, bureaucracy, techno-logic, political economy, whereas postmodern 
surveillance theories focus on digital technologies and their implications. The 
contributors to this book show that both modern and postmodern theories 
are important for discussing Internet surveillance and web 2.0 surveillance. 

The notion of the panopticon was conceived by Jeremy Bentham as prison 
architecture in the nineteenth century and connected to academic discussions 
about the notions of surveillance and disciplinary power by Michel Foucault 
(1977, 1994). The concept of the panopticon has strongly influenced discus- 
sions about computer and Internet surveillance. On the one hand there are 
authors who find the metaphor suitable. Robins and Webster (1999) argue, 
for example, that in what they term cybernetic society “the computer has 
achieved [ . . . J the extension and intensification of panoptic control; it has 
rendered social control more pervasive, more invasive, more total, but also 
more routine, mundane and inescapable” (Robins and Webster 1999, 180, 
see also 118-122). Webster (2002, 222) argues that computers result in a 
panopticon without physical walls. Oscar H. Gandy (1993) has introduced 
the notion of the panoptic sort: “The panoptic sort is a difference machine 
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that sorts individuals into categories and classes on the basis of routine 
measurements. It is a discriminatory technology that allocates options and 
opportunities on the basis of those measures and the administrative models 
that they inform” (Gandy 1993, 15). It is a system of power and disciplinary 
surveillance that identifies, classifies, and assesses (Gandy 1993, 15). David 
Lyon (2003) speaks based on Gandy’s notion of the panoptic sort in relation 
to computers and the Internet of surveillance as social sorting. “The surveil- 
lance system obtains personal and group data in order to classify people 
and populations according to varying criteria, to determine who should be 
targeted for special treatment, suspicion, eligibility, inclusion, access, and so 
on” (Lyon 2003, 20). Gandy has analyzed data mining as a form of panop- 
tic sorting (Gandy 2003) and has stressed the role of electronic systems in 
panoptic sorting: “Electronic systems promise the ultimate in narrowcast- 
ing or targeting, so it becomes possible to send an individualized message 
to each individual on the network” (Gandy 1993, 90). Mathiesen (1997) 
has introduced the notion of the synopticon as user-oriented correlate to 
the panopticon and has argued that the Internet is a silencing synopticon 
(Mathiesen 2004). James Boyle (1997) argues that the works of Foucault 
allow an alternative to the assumption of Internet libertarians that cyber- 
space cannot be controlled in order to provide “suggestive insights into the 
ways in which power can be exercised on the Internet” (Boyle 1997, 184). 
Gordon (1987) speaks of the electronic panopticon; Zuboff (1988) of the 
information panopticon; Poster (1990) of the electronic superpanopticon; 
Elmer (2003, 2004) of diagrammatic panoptic surveillance; and Ramo and 
Edenius (2008) speak of the mobile panopticon. 

On the other hand, there are authors who want to demolish the meta- 
phor of the panopticon (for example Haggerty 2006) and do not find it 
useful for explaining contemporary surveillance and networked forms of 
surveillance. They argue that surveillance systems such as the Internet are 
decentralized forms of surveillance, whereas the notion of the panopticon 
assumes centralized data collection and control. “Certainly, surveillance 
today is more decentralized, less subject to spatial and temporal constraints 
(location, time of day, etc.), and less organized than ever before by the dual- 
isms of observer and observed, subject and object, individual and mass. 
The system of control is deterritorializing” (Bogard 2006, 102). Haggerty 
and Ericson (2000/2007) have introduced the notion of the surveillant 
assemblage and argue that contemporary surveillance is heterogeneous, 
involves humans and non-humans, state and extra-state institutions, and 
“allows for the scrutiny of the powerful by both institutions and the general 
population” (Haggerty and Ericson 2000/2007, 112). Lyon (1994, 26, 67) 
argues that Foucault’s notion of the panopticon does not give attention to 
two central features of contemporary surveillance: information technolo- 
gies and consumerism. Connected to this critique of Foucault is the claim 
that the contemporary Internet makes surveillance more democratic or par- 
ticipatory (for example: Albechtslund 2008; Campbell and Carlson 2002; 
Cascio 2005; Dennis 2008; Haggerty 2006; Whitaker 1999). 
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There is no ultimate solution to the question of whether Foucault and 
the notion of the panopticon are suited for analyzing contemporary sur- 
veillance and Internet surveillance; it is an open controversial issue. The 
contributions in this volume show that the role of Foucault, the panopticon, 
and George Orwell’s Big Brother for surveillance studies continues to be 
discussed in a controversial manner and that this controversy is also impor- 
tant for Internet studies and web 2.0 studies. 

For Gandy, especially, corporations and the state conduct surveillance: 
“The panoptic sort is a technology that has been designed and is being 
continually revised to serve the interests of decision makers within the gov- 
ernment and the corporate bureaucracies” (Gandy 1993, 95). Toshimaru 
Ogura (2006, 272) argues that “the common characteristics of surveillance 
are the management of population based on capitalism and the nation 
state”. Because of the importance of political actors and economic actors in 
surveillance, we give special attention to aspects of economic and political 
surveillance on the Internet in this book. 


1.4. ECONOMIC IMPLICATIONS OF INTERNET SURVEILLANCE 

The production, distribution, and consumption of commodities is one of 
the defining features of contemporary societies. If the claim that surveil- 
lance has become a central quality of contemporary society is true, then 
this means that surveillance shapes and is shaped by economic produc- 
tion, circulation, and consumption. The economy therefore constitutes an 
important realm of Internet surveillance that needs to be studied. 

Historically, the surveillance of workplaces, the workforce, and produc- 
tion has been the central aspect of economic surveillance. Zuboff (1988) 
has stressed that computers advance workplace panopticism. As work- 
places have become connected to cyberspace, employees tend to produce, 
receive, transmit, and process more data in less time. They leave digital 
traces in digital networks that allow the reconstruction and documentation 
of their activities. The Internet therefore poses new potentials and threats 
for workplace and workforce surveillance. 

Commodities are not only produced, they also circulate in markets and 
are consumed. Without consumption there is no realization of profit and 
therefore no growth of the economic operations of firms. The rise of Ford- 
ist mass production and mass consumption after 1945 has extended and 
intensified the interest of corporations to know details about the consump- 
tion patterns of citizens. This has not only resulted in the rise of the adver- 
tising industry, but also in the intensification of consumer research and 
consumer surveillance. The rise of flexible accumulation strategies in the 
1980s (Harvey 1989) has brought about an individualization and personal- 
ization of commodities and advertising. The Internet poses new opportuni- 
ties for consumer surveillance and new risks for consumers. Technologies 
such as cookies, data mining, collaborative filtering, ambient intelligence, 
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clickstream analysis, spyware, web crawlers, log file analysis, etc. allow 
an extension and intensification of consumer surveillance with the help of 
the Internet. It therefore becomes a central task to analyze how consumer 
surveillance works on the Internet and which policy implications this phe- 
nomenon brings about. Targeted advertising, spam mail, the collection 
and marketing of e-mail addresses and user data for commercial purposes, 
detailed consumer profiling, privacy policies, terms of use, the role of opt- 
in and opt-out solutions, and fair information practices on the Internet are 
just some of the important and pressing research topics (see for example 
Andrejevic 2002; Bellman et al. 2004; Campbell and Carlson 2002; Cau- 
dill and Murphy 2000; Culnan and Bies 2003; Fernback and Papacharissi 
2007; Lauer 2008; Milne, Rohm, and Bahl 2004; Miyaziki and Krishna- 
murthy 2002; Ryker et al. 2002; Sheehan and Hoy 2000; Solove 2004b; 
Turow 2006; Wall 2006; Wang, Lee, and Wang 1998). 

Only a few randomly selected opinions about the economic dimension 
of Internet surveillance can be briefly mentioned in this short introduction. 
“The effectiveness of targeted marketing depends upon data, and the chal- 
lenge is to obtain as much of it as possible” (Solove 2004b, 19). “Moreover, 
companies such as Microsoft and Yahoo are beginning to select ads for people 
based on combining the tracking of individuals’ search or web activities with 
huge amounts of demographic and psychographic data they are collecting 
about them. Privacy advocates worry that people know little about how data 
are collected online, or about the factors that lead such firms to reach out to 
them with certain materials and not others” (Turow 2006, 299). David Wall 
argues that surveillant technologies of the Internet such as spyware, cookies, 
spam spider boots, peer-to-peer technologies, and computer-based profil- 
ing “make possible the accumulation and exploitation of valuable personal 
information” (Wall 2006, 341) and “have facilitated the growth in informa- 
tion capital(ism)” (Wall 2006, 340). “The tremendous technical resources 
of information technology find a vast new field in identifying, tracking, and 
attempting to channel the consumption activities of householders in the 
advanced societies. The data gleaned from available records of purchasing 
patterns and purchasing power are combined both to allure consumers into 
further specific styles of spending and also to limit the choices of those whose 
records indicate that at some point they have failed to conform to proper 
consuming norms, or have transgressed their spending abilities and accrued 
unacceptable debts” (Lyon 1994, 137). Mathiesen (2004) uses the notion 
of the synopticon in order to stress that corporations dominate the Internet 
and manipulate users in order to establish a system of silencing. “Progress in 
information processing caused the advancement of the segmentation of mass 
consumers into many categories of consumers” (Ogura 2006, 275). 

Economic surveillance includes aspects such as workplace surveillance, 
consumer surveillance, industrial espionage, or the surveillance of compe- 
tition. A frequent concern of web 2.0 users is that employers or potential 
employers could spy on them with the help of Google or social network- 
ing sites and could thereby gain access to personal information that could 
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cause job-related disadvantages (Fuchs 2009b). This phenomenon shows 
that web 2.0 has dramatic implications for economic surveillance that need 
to be understood and analyzed. 

Studying the role of the Internet in economic surveillance is an impor- 
tant task. The contributions in this book contribute to this task. 


1.5. POLITICAL IMPLICATIONS OF INTERNET SURVEILLANCE 

Internet surveillance has important implications for political regulation, 
state power, and civil society. 

E-government has in recent years emerged as an important phenomenon 
of online politics. Toshimaru Ogura (2006) argues that e-government is an 
ideology and advances surveillance by governments. 

E-government creates another route for making consensus with the 
public by using ICT. ICT allows government to access the constituency 
online, and monitor their political needs. As public comments online ex- 
emplify the case, the government tries to make any interactive discourse 
with people who want to participate in the policy-making process. This 
looks more democratic and more effective than the representative de- 
cision-making system. However, online democracy only has a narrow 
basis of permissible scope for discussion because it is based on an ‘if/and/ 
or’ feedback system of cybernetics. It cannot raise concerns about the 
fundamental preconditions and essential alternatives or transformation 
of regime. It ignores the opposition forces outside of partnership strate- 
gies that refuse the feedback system itself. (Ogura 2006, 288) 

There are different regulatory regimes and options at the policy level that 
governments and civil society can pursue in dealing with Internet surveil- 
lance and its privacy implications at the political level. The US approach in 
privacy regulation relies on the free market and self-regulation by corpora- 
tions. It makes some exceptions from the self-regulation rule such as data 
held by financial institutions and data relating to children (Children’s Online 
Privacy Protection Act 1998). It conceives privacy primarily as a commodity. 
The EU approach defines privacy as a fundamental right that needs to be 
protected by the state (Data Protection Directive 95/46/EC of the European 
Parliament 1995) (Ashworth and Free 2006; Caudill and Murphy 2000). 

The terrorist attacks of September 11, 2001, and the subsequent wars in 
Iraq and Afghanistan have brought about important privacy- and surveil- 
lance-policy changes that have implications for Internet surveillance. We can 
only mention a few examples here. The EU’s 2006 Data Retention Direc- 
tive requires the member states to pass laws that require communication 
service providers to store identification and connection data for phone calls 
and Internet communication for at least six months. The USA Patriot Act of 
2001 (Uniting and Strengthening America by Providing Appropriate Tools 
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Required to Intercept and Obstruct Terrorism Act of 2001) in section 210 
widened the scope of data that the government can obtain from Internet 
service providers with subpoenas (besides name, address, and identity, data 
such as session times and durations, used services, device address informa- 
tion, payment method, bank account, and credit card number can also be 
obtained). The Act extended wiretapping from phones to e-mail and the 
Web. The use of roving wiretaps was extended from the law enforcement 
context to the foreign intelligence context, and government no longer has 
to show that the targeted person is using the communication line in order 
to obtain surveillance permission from a court. The regulation that surveil- 
lance of communications for foreign intelligence requires proof that intelli- 
gence gathering is the primary purpose has been changed to the formulation 
that it must only be a significant purpose. Pen/trap surveillance allows law 
enforcement to obtain information on all connections that are made from 
one line. Prior to the Patriot Act, law enforcement agencies had to show to 
the court that the device had been used for contacting a foreign power in 
order to gain the permission to monitor the line. The Patriot Act changed the 
formulation in the law so that law enforcement agencies only have to prove 
to the court that the information that is likely to be obtained is relevant to an 
ongoing criminal investigation. This amendment made it much easier for law 
enforcement agencies to engage in Internet surveillance. Section 505, which 
allowed the FBI to obtain data on any user from Internet service provid- 
ers, was declared unconstitutional in 2004. The Combating Terrorism Act 
that was passed in September 2001 legalized the installation of Carnivore 
Internet filtering systems by intelligence services at Internet service providers 
without a judge’s permission. The Patriot Act confirmed this rule. 

There is a significant debate about the question of whether these regu- 
latory changes bring about conditions that advance a total or maximum 
surveillance society (see for example Kerr 2003 and Solove 2004a for two 
opposing views). Such debates show that discussing the continuities and dis- 
continuities of Internet surveillance before and after 9/11 is important. The 
contributions in this book make a significant contribution to these debates. 

Some scholars have argued that the post-9/11 condition is characterized 
by the ideological normalization of surveillance. “It is also likely that the 
use of data mining in the so-called ‘war against terrorists’ will soften the 
public up for its use in a now quiescent war against global competitors, and 
the threat to shrinking profits” (Gandy 2003, 41). Bigo argues that surveil- 
lance technologies have become so ubiquitous and “are considered so banal 
[ . . . ] that nobody (including the judges) asks for their legitimacy and 
their efficiency after a certain period of time” (Bigo 2006, 49). He speaks 
in this context of the ban-opticon, which results in the normalization of 
emergency. “My hypothesis is that surveillance [ . . . J is easily accepted 
because all sorts of watching have become commonplace within a ‘viewer 
society’, encouraged by the culture of TV and cinema. [ ... J It is not too 
much of stretch to suggest that part of the enthusiasm for adopting new 
surveillance technologies, especially after 9/11, relates to the fact that in the 
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global north (and possibly elsewhere too) the voyeur gaze is a commonplace 
of contemporary culture” (Lyon 2006a, 36, 49). 

Naomi Klein has stressed the connection between corporate and politi- 
cal interests in fostering surveillance in general and Internet surveillance in 
particular after 9/11. 

In the nineties, tech companies endlessly trumpeted the wonders of the 
borderless world and the power of information technology to topple au- 
thoritarian regimes and bring down walls. Today, inside the disaster capi- 
talism complex, the tools of the information revolution have been flipped 
to serve the opposite purpose. In the process, cell phones and Web surfing 
have been turned into powerful tools of mass state surveillance by increas- 
ingly authoritarian regimes, with the full cooperation of privatized phone 
companies and search engines. [ . . . J Many technologies in use today as 
part of the War on Terror — biometric identification, video surveillance, 
Web tracking, data mining, sold by companies like Verint Systems and 
Scisint, Accenture and ChoicePoint — had been developed by the private 
sector before September 11 as a way to build detailed customer profiles, 
opening up new vistas for micromarketing. [ . . . ] September 11 loosened 
this logjam in the market: suddenly the fear of terror was greater than the 
fear of living in a surveillance society. (Klein 2008, 302f) 

The operators of Facebook, the most popular social networking sites, have 
continuously witnessed user protests against changes of the privacy policy 
and the terms of use that are perceived to bring about privacy threats and 
more surveillance. Such protests show the potential of the Internet for the 
global networked initiation, coordination, and support of protests. Various 
scholars have in this context coined terms such as cyberprotest and cyber- 
activism (see for example McCaughey and Ayers 2003; van de Donk et al. 
2004). Fuchs (2008a, 277-289) has distinguished between cognitive, com- 
municative, and cooperative cyberprotest as three forms of protest on the 
Internet. Cyberprotest is an expression of civil society- and social movement- 
activism. Surveillance as political phenomenon has always been connected to 
the rise and the activities of citizen groups. The Internet in general and web 
2.0 in particular bring about specific conditions for social movement activi- 
ties that relate to the political topic of surveillance. It is an important task for 
contemporary Internet studies and surveillance studies to conduct research 
on the relationship of Internet, surveillance, and social movements. 

The Los Angeles Police Department (LAPD) stopped the African-Amer- 
ican Rodney King in his car on March 3, 1991, after a freeway chase. King 
resisted arrest, which resulted in a brutal beating by the police from which 
he suffered a fracture of a leg and of a facial bone. The four police offi- 
cers, Briseno, Koon, Powell, and Wind, were tried for police brutality and 
acquitted by a LA court in April 1992. George Holiday filmed the beating 
of King with a low technology home video camera. When the news of the 
acquittal of the officers and the video made their way to the mass media, 
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outrage spread, and many observers came to hold the view that both the 
LAPD and the justice system engaged in racism against African-Ameri- 
cans. The event triggered riots in Los Angeles in April 2002. John Fiske 
(1996) discusses the role of video cameras in the Rodney King example 
and other cases in order to show that the miniaturization, cheapening, and 
mass availability of video cameras changes surveillance. “Videotechnology 
extends the panoptic eye of power [ . . . J, but it also enables those who are 
normally the object of surveillance to turn the lens and reverse its power” 
(Fiske 1996, 127). “The videolow allows the weak one of their few oppor- 
tunities to intervene effectively in the power of surveillance, and to reverse 
its flow. [ . . . J The uses of videolow to extend disciplinary surveillance can 
be countered [ . . . J by those who turn the cameras back upon the surveill- 
ers” (Fiske 1996, 224f). Today, we live in an age where the Internet shapes 
the lives of many of us. The Internet has become a new key medium of 
information, communication, and co-production. Therefore, paraphrasing 
Fiske, we can say that the Internet extends the panoptic eye of power, but it 
also enables those who are normally objects of surveillance to turn the eyes, 
the ears, and the voice on the powerful and reverse the power of surveil- 
lance. We can in such cases speak of Internet counter-surveillance. 

Neda Agha-Soltan, a 27-year-old Iranian woman, was shot on June 20, 
2009, by Iranian police forces during a demonstration against irregularities 
at the Iranian presidential election. Her death was filmed with a cellphone 
video camera and uploaded to YouTube. It reached the mass media and 
caused worldwide outrage over Iranian police brutality. Discussions about 
her death were extremely popular on Twitter following the event. The pro- 
testors used social media such as Twitter, social networking platforms, or 
the site Anonymous Iran for coordinating and organizing protests. The 
Facebook profile image of another Iranian woman, Neda Soltani, was mis- 
takenly taken for being a picture of the killed woman. It made its way to 
the mass media and caused threats to Ms. Soltani, who as a result had to 
flee from Iran to Germany. This example on the one hand shows the poten- 
tial for counter-power that the Internet poses, but also the problems that 
can be created by information confusion in large information spaces. The 
newspaper vendor Ian Tomlinson died after being beaten to the ground by 
British police forces when he watched the G-20 London summit protests as 
a bystander on April 1, 2009. The police claimed first that he died of natu- 
ral causes after suffering a heart attack. But a video showing police forces 
pushing Tomlinson to the ground surfaced on the Internet, made its way to 
the mass media, and resulted in investigations against police officers. 

These examples show that the Internet not only is a surveillance tool that 
allows the state and corporations to watch citizens and to create political 
profiles, criminal profiles, and consumer profiles, but that it also poses the 
potential for citizens to conduct surveillance of the powerful and to try to 
exert counter-power that tries to create public attention for injustices com- 
mitted by the powerful against the weak. The Internet is therefore a surveil- 
lance power and potentially a counter-surveillance power. There are ways 
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of watching the watchers and surveilling the surveillers. After the Rodney 
King incident, copwatch initiatives that watch police forces in order to stop 
police brutality became popular in the US and Canada. Since the turn of 
the millennium, scepticism against the power of corporations has intensi- 
fied and has been supported by Internet communication. Corporate watch 
sites have emerged on the Internet. They document corporate crimes and 
injustices caused by corporations. Large corporations have huge financial 
power and have influence so that they are enabled to frequently hide the 
details, size, nature, and consequences of their operations. Economic and 
political power tries to remain invisible at those points where it is connected 
to injustices. Watch sites are attempts to visualize the injustices connected 
to power; they try to exert a counter-hegemonic power that makes use of 
the Internet. Alternative online media try to make available critical infor- 
mation that questions power structures that normally remain unquestioned 
and invisible. The most popular alternative online medium is Indymedia. 
Indymedia Centres are seen by John Downing (2003, 254; see also 2002) as 
practices of social anarchism because “their openness, their blend of inter- 
nationalism and localism, their use of hyperlinks, their self-management, 
represent a development entirely consonant with the best in the socialist 
anarchist tradition". For Dorothy Kidd (2003, 64) the Indymedia Centres 
are “a vibrant commons” among “the monocultural enclosures of the .corns 
and media giants”. Atton (2004, 26f) argues that radical online journalism 
like Indymedia is “opposed to hierarchical, elite-centred notions of journal- 
ism as business” and places “power into the hands of those who are more 
intimately involved in those stories” so that “activists become journalists”. 
The power of alternative online media derives partly from their open char- 
acter, which allows citizens to become journalists. WikiLeaks became part 
of the world news in 2010 because it leaked secret documents about the US 
wars in Afghanistan and Iraq to the public. Its task is to use the “power 
of principled leaking to embarrass governments, corporations and institu- 
tions”; it is “a buttress against unaccountable and abusive power” (self- 
description, http://www.wikileaks.Org/wiki/WikiLeaks:About, accessed 
on August 13, 2010). Leaking secret information is understood as a way of 
watching the powerful and holding them accountable. 

But in a stratified society, resources are distributed asymmetrically. Alter- 
native media and watchdog projects are mainly civil society projects that are 
operated by voluntary labour and are not supported by corporations and 
governments. They therefore tend to be confronted with a lack of resources 
such as money, activists, time, infrastructure, or influence. Visibility on the 
Internet can be purchased and centralized. This situation poses advantages 
for powerful actors such as states and large corporations and disadvantages 
for civil society and social movement organizations. It is therefore no surprise 
that Indymedia is only ranked number 4147 in the list of the most accessed 
websites, whereas BBC Online is ranked number 44, CNN Online number 
52, the New York Times Online number 115, Spiegel Online number 152, 
Bildzeitung Online number 246, or Fox News Online number 250 (data 
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source: alexa.com, top 1,000,000,000 sites, August 2, 2009). Similarly, 
concerning the example of Neda Soltan, the Iranian government controls 
technology that allows them to monitor and censor the Internet and mobile 
phones, which has resulted in the surveillance of political activists. The sur- 
veillance technologies are provided or developed by Western corporations 
such as Nokia Siemens Networks or Secure Computing. 

Power and counter-power, hegemony and counter-hegemony, surveil- 
lance and counter-surveillance are inherent potentialities of the Internet. 
But these potentials are asymmetrically distributed. The Internet in a strati- 
fied society involves an asymmetric dialectic that privileges the powerful. 
It has a power to make visible the invisible, which can be the personal lives 
of citizens, but also the operations of the powerful. But attention is a scare 
resource on the Internet, although each citizen can easily produce informa- 
tion, not all information can easily gain similar attention by users. There is 
an Internet attention economy that is dominated by powerful actors: “Sur- 
veillance is not democratic and applied equally to all” (Fiske 1996, 246). 

The contributors to this volume show that the political dimension of 
Internet surveillance is an important realm of analysis and that Internet 
surveillance has practical political consequences that affect civil society, 
social movements, citizens, governments, and policies. 


1.6. DIMENSIONS AND QUALITIES OF INTERNET SURVEILLANCE 

Information technology enables surveillance at a distance, whereas non- 
technological surveillance, for example when a person is tailed by a detec- 
tive, is unmediated, does not automatically result in data gathering and 
requires the copresence, closeness, or proximity of surveiller and the sur- 
veilled in one space. Internet surveillance operates in real time over net- 
works at high transmission speed. Digital data doubles can with the help 
of the Internet be copied and manipulated endlessly, easily, and cheaply. 
Table 1.1 identifies fourteen dimensions of the Internet and summarizes 
how these dimensions shape the conditions for Internet surveillance and 
resistance against Internet surveillance or counter-surveillance. It should 
be noted that Table 1.1 presents an asymmetric dialectic where resistance 
is only a precarious potential that is less powerful than the surveillance 
reality. On the Internet we find an unequal resource distribution, unequal 
technological innovation diffusion, an unequal distribution of power, etc. 
(see Fuchs 2008a). The contributions in this book all relate to one or more 
of these 14 dimensions and show that Internet surveillance is embedded 
into processes of power and counter-power. 

Starke-Meyerring and Gurak (2007) distinguish among three kinds of 
Internet surveillance technologies: 1) surveillance of personal data captured 
from general Internet use, 2) surveillance of personal data captured by using 
specialized Internet services, 3) technologies and practices designed to access 
data from Internet users. Data can be collected, stored, analyzed, transferred, 


Dimension Quality of the Internet Internet surveillance Potentials for resisting surveillance 
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accessed, monitored, and solicited. Information privacy intrusion is an 
improper processing of data that reflects one or more of these seven activities 
and is unwanted by the users (Wang, Lee, and Wang 1998). Table 1.2 presents 
a classification scheme for Internet surveillance technologies and techniques. 

Privacy-enhancing technologies have been defined as “technical and orga- 
nizational concepts that aim at protecting personal identity” (Burkert 1998, 
125). Privacy-enhancing Internet techniques and technologies are, for exam- 
ple: encryption technologies, virus protection, spyware protection tools, 
firewall, opt-out mechanisms, reading privacy policies, disabling of cook- 
ies, spam filters, cookie busters, or anonymizers/anonymous proxy. Dwayne 
Winseck (2003) cautions that the focus on privacy-enhancing technologies 
as an answer to surveillance technologies advances “a technocratic approach 
to managing personal information” and “fails to grasp how power shapes 
the agenda and overall context in which struggles over technological design 
occur” (Winseck 2003, 188). Formulated in another way: Privacy-enhancing 
technologies advance a techno-deterministic ideology that does not question 
power structures and advances the idea that there is a technological fix to 
societal problems. Nonetheless it is an important task for Internet studies 
and surveillance studies to explore ways that privacy-enhancing Internet 
technologies can be used for minimizing threats. This will not pose solutions 
to societal problems, but could to a certain extent empower citizens. It is 
therefore important to take into account that the implementation of privacy- 
enhancing Internet technologies “forces us to return to social innovation in 
oreder to successfully implement them” (Burkert 1998, 140). 

Classifying privacy-threatening and privacy-enhancing technologies is 
an important aspect of studying the Internet and surveillance. The con- 
tributors to this volume help advance this task. 


1.7. CONCLUSION 

Howard Rheingold argues that the new network technologies available 
today that open “new vistas of cooperation also make[s] possible a univer- 
sal surveillance economy and empowers] the bloodthirsty as well as the 
altruistic” (Rheingold 2002, xviii). This book, The Internet and Surveil- 
lance explores the two sides of the information society that Rheingold men- 
tions. It shows that information technology has a dark and a bright side 
and that Internet surveillance is deeply enmeshed into the power relations 
that shape contemporary society. 

This book has two parts: Theoretical Foundations of Internet Surveillance 
Studies (Part I); Case Studies, Applications, and Empirical Perspectives of 
Internet Surveillance Studies (Part II). The first part predominantly focuses on 
defining Internet surveillance and web 2.0 surveillance and on identifying its 
key qualities. The second part presents more applied research, analyses of spe- 
cific examples of Internet/web 2.0 studies; it is more empirical in character. 


Table 1.2 A Classification of Internet Surveillance Techniques (based on Wang, Lee, and Wang 1998) 
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The theory part of this book has five chapters. Christian Fuchs focuses on 
analyzing and criticizing the political economy of web 2.0 surveillance. Fuchs 
situates the commercial web 2.0 in the Marxian analysis of capital accu- 
mulation and connects this analysis with notions like Dallas Smythe’s audi- 
ence commodity, Oscar Gandy’s panoptic sort, Thomas Mathiesen’s silent 
silencing, and Manuel Castells’s mass self-communication. Mark Andrejevic 
connects the concept of online surveillance with an analysis of power and 
control. Andrejevic reminds us that there is a power asymmetry between 
those engaging in surveillance and those who are the objects of surveillance 
in the Internet economy. He makes use of Karl Marx’s concepts of exploita- 
tion and alienation. Daniel Trottier and David Lyon provide an empirically 
grounded identification of five qualities of what they term social media sur- 
veillance. These qualities are: (a) collaborative identity construction, (b) lat- 
eral ties, (c) the visibility, measurability and searchability of social ties, (d) the 
dynamic change of social media interfaces and contents, (e) the recontextu- 
alization of social media content. David Hill connects the notion of Internet 
surveillance with a detailed interpretation of Jean-Frangois book The Inhu- 
man. Hill argues that this inhumanity takes on two predominant forms: the 
error-prone fetish of algorithmic calculation that can easily advance injus- 
tices, and the extension of the capitalist performance principle and consumer 
culture into all realms of life. Thomas Allmer discusses panoptic-oriented 
and non-panoptic ways of defining Internet surveillance. He points out the 
importance of economic surveillance in capitalist society and of economic 
Internet surveillance in contemporary capitalist society. He argues for a criti- 
cal approach that is grounded in Marxist theory. 

The part on case studies, applications, and empirical perspectives of this 
book consists of eight chapters. Marisol Sandoval analyzes the privacy poli- 
cies and terms of use of more than fifty of the most popular web 2.0 plat- 
forms. Her approach is an empirical application of critical political economy 
to web 2.0 surveillance. The analysis shows that web 2.0 is dominated by 
corporations that monitor user data in order to accumulate capital by selling 
user data to advertising companies that provide targeted advertising to the 
users. The study also shows that commodification tends to be ideologically 
masked in the privacy policies and the terms of use. David Arditi discusses 
the role of surveillance in the realm of file sharing. He shows that the culture 
industry tries to use surveillance for on the one hand forestalling music shar- 
ing on the Internet and on the other hand for analyzing and exploiting data 
about music consumption preferences that are commodified. Arditi’s chapter 
is based on a critical understanding of the culture industry that questions 
corporations’ domination of the Internet and culture. Anders Albrechtslund 
analyzes the role of information sharing in web 2.0. He is particularly inter- 
ested in how such sharing practices shape urban spaces. He interprets online 
sharing as a form of social, participatory surveillance. He gives particular 
attention to location-based information sharing, as enabled by applications 
like Foursquare and Facebook places that are mainly used on mobile phones 
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that support mobile Internet access. Ivan Szekely reports results from an 
empirical study that analyzed the knowledge, opinion, values, attitudes and 
self-reported behaviour of IT professionals in the area of handling personal 
data in Hungary and the Netherlands. Studying the attitudes of IT profes- 
sionals on privacy and surveillance is crucial because they are the ones who 
design surveillance systems. The study shows that IT professional tend to 
have a rather instrumental view of privacy and surveillance in their work 
practices. Miyase Christensen and Andre Jansson conceptually combine sur- 
veillance theory, the concept of transnationalism, and the Bourdieuian notion 
of the field. They apply this approach for conducting two case studies: The 
first study deals with transnational migrants of Turkish/Kurdish origin resid- 
ing in urban Sweden; the second with a Scandinavian expatriate community 
in Nicaragua, linked to the global development business. Kent Wayland, 
Roberto Armengol, and Deborah Johnson make a conceptual differentia- 
tion between surveillance and transparency. They discuss issues of online 
transparency in relation to the online disclosure of donations in electoral 
campaigns. They introduce in this context the notion of the house of mir- 
rors. Monika Taddicken presents results from a study of attitudes of social 
web users towards privacy and surveillance, in which focus group interviews 
were conducted. The study shows a high general concern about online pri- 
vacy violations and surveillance, a lack of concrete knowledge about online 
surveillance mechanisms, and the importance of the social and communica- 
tive motive of web 2.0 users. Rolf Weber discusses legal aspects of online 
privacy and online surveillance. The chapter shows the importance of dis- 
cussing which legal understandings of privacy are required in an age where 
our communication is increasingly taking place online and is mediated by 
online surveillance systems. The contribution also points out the problems of 
politically and legally regulating a global space like the Internet with policy 
frameworks that are primarily national in character. 

This book is introduced by a preface written by Thomas Mathiesen, 
who is one of the most frequently cited and influential scholars in surveil- 
lance studies, and concluded by a postface written by Kees Boersma that 
identifies the key issues and approaches represented in this book. 
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2.1. INTRODUCTION 

Facebook, YouTube, MySpace, Blogspot/Blogger, Wordpress, Twitter, 
Flickr — these are just some of the World Wide Web platforms that have 
become popular in recent years. Blogs, wikis, file-sharing platforms, and 
social networking platforms are some of the techno-social systems that 
shape Internet experiences of users in contemporary society. Scholars, the 
media, and parts of the public claim that the Internet has become more 
social, more participatory, and more democratic (see Fuchs 2010b). These 
claims might be overdrawn, techno-optimistic ideologies. E-mail tech- 
nology was created in the early 1970s, and has for a long time been the 
most popular and widely used Internet technology, which shows that the 
Internet was social and communicative right from its beginning. Therefore 
the claims about “web 2.0” should be more modest. Many web 2.0 sites 
combine older applications such as forums, guest books, e-mail, multime- 
dia, and hypertext in one user-friendly platform, which increases appeal 
and ease of use and so supports increased usage. Increased bandwidth and 
cheaper production technologies (digital cameras, etc.) now allow the easy, 
fast, and cheap transmission and sharing of audio and video files and has 
resulted in increased popularity of user-generated content. The discussion 
of surveillance in web 2.0 is important because such platforms collect huge 
amounts of personal data in order to work. 

I want to start with an example of data commodification and web 2.0 
surveillance: Google Buzz. In February 2010, Google introduced a new 
social networking service called Buzz. Buzz is directly connected to GMail, 
Google’s webmail platform. Google’s introduction of Buzz is an attempt to 
gain importance in the social networking sites market that has been domi- 
nated by Facebook and Twitter. In February 2010, Facebook was ranked 
number 2 and Twitter number 12 in the list of the most accessed web plat- 
forms, whereas Google’s own social networking platform Orkut, which is 
only very popular in Brazil, was at number 52 (data source: http://alexa. 
com, the top 500 sites on the web, February 14, 2010). Popular social net- 
working platforms attract millions of users, who upload and share personal 
information that provides data about their consumption preferences. There- 
fore commercial social networking sites are keen on storing, analyzing, 
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and selling individual and aggregated data about user preferences and user 
behaviour to advertising clients in order to accumulate capital. Google is 
itself a main player in the business of online advertising. One can therefore 
assume that Google considers Facebook, Twitter, and other platforms that 
attract many users as competitors, and that as a result of this competitive 
situation Google has introduced Buzz. In 2009, GMail had approximately 
150 million users (see http://www.tech24hours.com/2009/09/number-of- 
gmail-users-worldwide-as-of.html, accessed on February 14, 2010), which 
explains that Google integrated Buzz into GMail in order to start from a 
solid foundation of potential users. 

Buzz supports the following communicative functions: creating postings 
that are shared with contacts, sharing of images and videos, commenting 
on and evaluating others’ Buzz posts, forwarding of Twitter messages to a 
Buzz account, linking and integrating images uploaded to Flickr or Picasa, 
uploading videos to YouTube, generating posts on Blogger, and using Buzz 
via mobile phones. Buzz messages can either be presented publicly or only 
to selected groups of followers. Each user’s Buzz profile has a list of follow- 
ers, and users can select which Buzz accounts they want to follow. Buzz 
mobile phone messages include geo-tags that display the current location 
of users. Buzz posts of nearby users and information about nearby sites, 
shops, restaurants, etc. can be displayed on mobile phones. Buzz also rec- 
ommends postings by other users. 

In December 2009, Google’s CEO Eric Schmidt commented about online 
privacy: “If you have something that you do not want anyone to know, 
maybe you should not be doing it in the first place” (http://www.youtube. 
com/watch?v=A6e7wfDEIzew, accessed on February 14, 2010). This state- 
ment is an indication that Google or at least its most important manag- 
ers and shareholders do not value privacy very highly. Schmidt’s statement 
points towards the assumption that, in the online world, all uploaded infor- 
mation and personal data should be available publicly and should be usable 
by corporations for economic ends. 

When first installing Buzz, the application automatically generated a list 
of followers for each user based on the most frequent GMail contacts. The 
standard setting was that this list of followers was automatically visible 
in public. This design move resulted in heavy criticism of Google in the 
days following the launch of Buzz. Users and civil rights advocates argued 
that Buzz threatens the privacy of users and makes contacts that users 
might want to keep private available in public. Google reacted to public 
criticism (see: http://gmailblog.blogspot.com/2010/02/new-buzz-start- up- 
experience-based-on. html, http://www.huffingtonpost.com/2010/02/13/ 
buzz-changes-google-drops_n_461656.html, accessed on February 14, 
2010) and changed some of the standard settings of Buzz on February 13, 
2010. Some changes were made to the auto-follow option, so that now a 
dialogue is displayed that shows which users Buzz suggests as followers (see: 
http://gmailblog.blogspot.com/2010/02/new-buzz-start-up-experience- 
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based-on.html, accessed on February 14, 2010). But still all suggested fol- 
lowers are automatically activated, which does not make this solution an 
opt-in version of the follow feature. Google also said that Buzz would no 
longer automatically connect publicly available Picasa and Google Reader 
items to the application. An options menu that allows users to hide their 
contact list from their public Google profiles was also announced. The 
problem here is, again, that this was planned as an opt-out solution, not 
as an opt-in option (see: http://gmailblog.blogspot.com/2010/02/new-buzz- 
start-up-experience-based-on.html, accessed on February 14, 2010). From 
a privacy-enhancing perspective, opt-in solutions are preferable to opt-out 
solutions because they give users more control over what applications are 
allowed to do with their data. However, it is clear that opt-in solutions are 
rather unpopular design options for many Internet corporations because 
they tend to reduce the number of potential users that are subject to adver- 
tising-oriented data surveillance. 

Google’s economic strategy is to gather data about users that utilize dif- 
ferent Google applications in different everyday situations. The more that 
everyday situations can be supported by Google applications, the more 
time users will spend online with Google, so that more user data will be 
available to Google, which allows the company to better analyze usage 
and consumer behaviour. As a result, more and more precise user data and 
aggregated data can be sold to advertising clients who then target users with 
personalized advertising in all of these everyday situations. The introduc- 
tion of evermore applications does primarily serve economic ends that are 
realized by large-scale user surveillance. As more and more people access 
the Internet from their mobile phones, the number of times and the time 
spans users are online, as well as the number of access points and situations 
in which users are online, increase. Therefore supplying applications that 
are attractive for users in all of these circumstances (such as waiting for the 
bus or the underground, travelling on the train or the airplane, going to a 
restaurant, concert, or movie, visiting friends, attending a business meet- 
ing, etc.), promises that users spend more time online with applications sup- 
plied by specific companies such as Google, which allows these companies 
to present more advertisements that are more individually targeted to users, 
which in turn promises more profit for the companies. We can therefore say 
that there is a strong economic incentive for Google and other companies to 
introduce new Internet and mobile Internet applications. 

Google Buzz is part of Google’s empire of economic surveillance. It 
gathers information about user behaviour and user interests in order to 
store, assess, and sell this data to advertising clients. These surveillance 
practices are legally guaranteed by the Buzz privacy policy, which says, 
for example: 

When you use Google Buzz, we may record information about your 

use of the product, such as the posts that you like or comment on and 
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the other users who you communicate with. This is to provide you with 
a better experience on Buzz and other Google services and to improve 
the quality of Google services. [ . . . J If you use Google Buzz on a 
mobile device and choose to view ‘nearby’ posts, your location will be 
collected by Google. (Google Buzz Privacy Policy, February 14, 2010) 

A second example of economic surveillance and data commodification on 
web 2.0 is Facebook. Mark Zuckerberg, Eduardo Saverin, Dustin Mosko- 
vitz, and Chris Hughes, who were then Harvard students, founded Face- 
book in 2004. Facebook is the second-most-often accessed website in the 
world (data source: alexa.com, accessed on 09-10-2010). Facebook’s rev- 
enues were more than $US 800 million in 2009 1 and are likely to increase 
to more than $US 1 billion in 2010. 

Turow (2006b, 83f) argues that privacy policies of commercial Internet 
websites are often complex, written in turgid legalese, but formulated in 
a polite way. They would first assure the user that they care about his/her 
privacy and then spread over a long text advance elements that mean that 
personal data is given to (mostly unnamed) “affiliates”. The purpose would 
be to cover up the capturing and selling of marketing data. I will now show 
that Turow’s analysis can be applied to Facebook. 

Facebook wants to assure users that it deals responsibly with their data 
and that users are in full control of privacy controls. Therefore as an intro- 
duction to the privacy issue, it writes: “Facebook is about sharing. Our pri- 
vacy controls give you the power to decide what and how much you share” 
(http://www.facebook.com/privacy/explanation.php, accessed on 19-11- 
2010). The use of advertisement is spread throughout Facebook’s privacy 
policy, which is 35,566 characters long (approximately 11 single-spaced A4 
print pages). The complexity and length of the policy makes it unlikely that 
users read it in detail. Facebook says that it uses the user’s data to provide 
a “safe experience”, but also says that it uses targeted advertising to sell 
user data to advertisers: “We allow advertisers to choose the characteristics 
of users who will see their advertisements and we may use any of the non- 
personally identifiable attributes we have collected (including information 
you may have decided not to show to other users, such as your birth year 
or other sensitive personal information or preferences) to select the appro- 
priate audience for those advertisements. For example, we might use your 
interest in soccer to show you ads for soccer equipment, but we do not tell 
the soccer equipment company who you are” (Facebook Privacy Policy, 
revision from October 5, 2010; accessed on November 16, 2010). Face- 
book avoids speaking of selling user-generated data, demographic data, 
and user behaviour by always talking of “sharing information” with third 
parties, which is a euphemism for the commodification of user data and 
usage behaviour data. 

The privacy policy also allows Facebook to collect data about users’ 
behaviour on other websites and to commodify this data for advertising 
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purposes: “Information from other websites. We may institute programs 
with advertising partners and other websites in which they share informa- 
tion with us” (ibid.). These data can be stored and used by Facebook, accord- 
ing to its privacy policy, for 180 days. Facebook’s data collection is not at 
all transparent; the single user does not know which data exactly it collects 
from which sources about him/her and to whom these data are sold. 

Facebook’s privacy policy is a manifestation of a self-regulatory pri- 
vacy policy regime that puts capital interests first. It is long and written 
in complex language in order to cover up the economic surveillance and 
commodification of user data for targeted advertising that helps Facebook 
accumulate capital. Facebook euphemistically describes this commodifi- 
cation process as “sharing”. The privacy policy advances the perception 
that Facebook always seeks consent from users before selling user data 
to advertisers, which masks the facts that Facebook does not ask users if 
they truly wish to have their personal data, user-generated data, and user 
behaviour data sold for advertising; that users cannot participate in the 
formulation of privacy policies; and that they are coerced into having to 
accept Facebook’s policy in order to use the platform. Facebook hides an 
opt-out option from cookie-based advertising deep in its privacy policy and 
only provides a minimum of advertising privacy options in its settings. It 
reduces the issue of privacy to controlling the visibility of user informa- 
tion to other users and neglects the issue of control of advertising settings 
as a fundamental privacy issue. Facebook also collects and commodifies 
data about user behaviour on other websites. The analysis shows that on 
Facebook “privacy is property” (Lyon 1994, 189) and that Facebook tries 
to manipulate the perception of privacy by Facebook users and the public 
by complexifying the understanding of targeted advertising in its privacy 
policy, minimizing advertising control settings, implementing a complex 
usability for the few available advertising opt-out options, and reducing 
privacy to an individual and interpersonal issue. 

Facebook engages in the permanent surveillance of user data and usage 
behaviour in order to sell these data to advertising clients that provide tar- 
geted advertising to Facebook users. Facebook founder and CEO Mark 
Zuckerberg says that Facebook is about the “concept that the world will 
be better if you share more” (Wired Magazine , August 2010). Zuckerberg 
has repeatedly said that he does not care about profit, but wants to help 
people with Facebook’s tools and wants to create an open society. Kevin 
Colleran, Facebook advertising sale executive, says in the Wired story that 
“Mark is not motivated by money”. In a Times story, 2 Zuckerberg said: 
“The goal of the company is to help people to share more in order to make 
the world more open and to help promote understanding between people. 
The long-term belief is that if we can succeed in this mission then we also 
be able to build a pretty good business and everyone can be financially 
rewarded. [ . . . ] The Times : Does money motivate you? Zuckerberg: No”. 
If Zuckerberg really does not care about profit, why is Facebook then not 
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a non-commercial platform and why does it use targeted advertising? The 
problems of targeted advertising are that it aims at controlling and manipu- 
lating human needs, that users are normally not asked if they agree to the 
use of advertising on the Internet, but have to agree to advertising if they 
want to use commercial platforms (lack of democracy), that advertising can 
increase market concentration, that it is not transparent to most users what 
kind of information about them is used for advertising purposes, and that 
users are not paid for the value creation they engage in when using com- 
mercial web 2.0 platforms and uploading data. Surveillance on Facebook 
is not only an interpersonal process, where users view data about other 
individuals that might benefit or harm the latter, it is primarily economic 
surveillance, i.e., the collection, storage, assessment, and commodification 
of personal data, user behaviour, and user-generated data for economic 
purposes. Facebook and other web 2.0 platforms are large advertising- 
based capital accumulation machines that achieve their economic aims by 
economic surveillance. 

Its privacy policy is the living proof that Facebook is primarily about 
profit-generation by advertising. “The world will be better if you share 
more”? But a better world for whom is the real question? “Sharing” on 
Facebook in economic terms means primarily that Facebook “shares” 
information with advertising clients. And “sharing” is only the euphemism 
for selling and commodifying data. Facebook commodifies and trades user 
data and user behaviour data. Facebook does not make the world a better 
place; it makes the world a more commercialized place, a big shopping mall 
without exit. It makes the world only a better place for companies inter- 
ested in advertising, not for users. 

The basic research question of this contribution is: How does the political 
economy of web 2.0 work and what is the role of surveillance? To answer 
this question, further questions are asked: What is the role of surveillance 
in critical political economy studies? What is the role of surveillance in 
the political economy of capitalism? How does capital accumulation work 
on web 2.0 platforms? What is the role of surveillance in web 2.0 capital 
accumulation? 

The method employed in this chapter is a combination of social theory 
and empirical research. To conceptualize the role of surveillance in capi- 
talism and on web 2.0, critical political economy is used as method for 
theory construction. Data collection about Internet usage and statistical 
analysis are used for analyzing the political economy of web 2.0. To ana- 
lyze user perspectives, the results of a quantitative and qualitative online 
survey are reported. 

Political economy focuses on the analysis of the inner constitution and 
dynamics of the economic system. It is political economy because it sees 
political interests at work in the modern economy. In critical political econ- 
omy, these interests are conceived as contradictory class interests. Critique 
of the political economy aims to show the limitations, contradictions, and 
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problems of the capitalist economy; it questions the legitimacy and logic of 
academic approaches that conceive capitalist phenomena (such as the com- 
modity, exchange value, profit, money, capital, the division of labour, etc.) 
as universal and not as historically contingent and changeable; and it ques- 
tions the modes of thinking that postulate the endlessness and reification of 
existing reality (ideology critique). 

To answer the research questions posed in this chapter, first the role of 
surveillance in the classical critical political economy studies is discussed 
(section 2). Then, a model that conceptualizes the cycle of capital accumu- 
lation and distinguishes between production and circulation of capital is 
introduced (section 3). Next, the multiple roles of surveillance in capital 
accumulation are discussed (section 4), and the connection of privacy, sur- 
veillance, and capitalism is outlined (section 5). The relationship of capital 
accumulation, web 2.0, and surveillance is discussed (section 6), the role of 
the users in this process is empirically studies (section 7), and finally some 
conclusions that centre on the notion of resistance are drawn (section 8). 


2.2. KARL MARX ON SURVEILLANCE 

For Karl Marx, surveillance was a fundamental aspect of the capitalist 
economy and the nation state. “The work of directing, superintending and 
adjusting becomes one of the functions of capital, from the moment that 
the labour under capital’s control becomes co-operative. As a specific func- 
tion of capital, the directing function acquires its own specific characteris- 
tics” (Marx 1867, 449). Marx argues that the supervision of labour in the 
production process is “purely despotic” (450) and that this despotism is not 
directly exerted by the capitalist. “He hands over the work of direct and 
constant supervision of the individual workers and groups of workers to 
a special kind of wage-labourer. An industrial army of workers under the 
command of a capitalist requires, like a real army, officers (managers) and 
N.C.O.s (foremen, overseers), who command during the labour process in 
the name of capital. The work of supervision becomes their established and 
exclusive function” (450). 

Marx argues that in the US, population growth in the nineteenth cen- 
tury resulted in the surveillance of states and regions (MEW 7, 434). He 
says that nation states engage in the surveillance of passenger traffic (MEW 
6, 127); the surveillance of the execution of laws (MEW 19, 30); spying 
(MEW 8, 437); and police surveillance (MEW 2, 78; 7, 313; 9, 511; 17, 401; 
18, 387). Like Foucault, Marx talks about disciplinary surveillance power 
by saying that the state “enmeshes, controls, regulates, superintends and 
tutors civil society from its most comprehensive manifestations of life down 
to its most insignificant stirrings” (Marx and Engels 1968, 123). 

Although Marx also used the notion of surveillance in the sense of coun- 
ter-surveillance (watching the watchers) when he said, for example, that 
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“the press not only has the right, it has the duty, to keep the strictest eye 
on the gentlemen representatives of the people” (Marx 1974, 116), the two 
main actors of surveillance that he identifies are capital and the nation 
state. He therefore grounded a critical notion of surveillance that can today 
still be found in the critical political economy of surveillance. Toshimaru 
Ogura (2006, 272) argues, for example, that “the common characteristics 
of surveillance are the management of population based on capitalism and 
the nation state”. Oscar Gandy says that the “panoptic sort is a technology 
that has been designed and is being continually revised to serve the interests 
of decision makers within the government and the corporate bureaucra- 
cies” (Gandy 1993, 95). 

2.3. THE CYCLE OF CAPITAL ACCUMULATION 

“Contemporary surveillance must be understood in the light of changed 
circumstances, especially the growing centrality of consumption and the 
adoption of information technologies” (Lyon 1994, 225). Capitalism has 
changed; at the time of Marx consumer surveillance and electronic surveil- 
lance were hardly important. Economic surveillance focused on the control 
of the production process. Nonetheless, the Marxian framework of politi- 
cal economy that describes the cycle of capital accumulation can be used 
today for systematically locating forms of economic surveillance in the pro- 
duction and circulation process. 

In the three volumes of Capital, Marx analyzes the accumulation pro- 
cess of capital. This process, as described by Marx, is visualized in Figure 
2.1. Introducing some important categories that Marx employs can sum- 
marize this account. 

Marx’s theory is a labour theory of value, which is a theory that draws 
conclusion from the analysis of the total labour time that is needed for the 
production of goods. It is also a critique of value, which means that the 
forms that value takes in capitalism and the practices and ideologies that 
are based on this form are questioned. The value of a good is the total time 
that is needed for its production. The more value a good has, the longer its 
production takes. At the level of prices, this can be observed by the fact 
that labour-intensive goods are frequently more expensive than goods with 
low labour intensity. Marx argues that the cell form of capitalism is the 
commodity, goods that are exchanged in a certain quantitative relationship 
with money (x amount of commodity A = y units of money). He says that in 
societies that are based on the economic principle of exchange, goods have 
a use value and an exchange value. The use value is the qualitative aspect 
of a good; it is a utility that satisfies certain human needs. In exchange- 
based societies, humans can only get hold of such goods by exchanging 
other goods (such as money or their labour power) with the needed goods 
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Figure 2.1. The accumulation/expanded reproduction of capital. 


in certain quantitative relationships (x commodity A = y commodity B). 
Concrete labour is a category that is used for describing the creation of the 
use value of a good by humans. Abstract labour is a category employed for 
signifying the creation of the value of a good, i.e., the objectified labour 
time needed for its production. Marx sees money as the general equivalent 
of exchange; it simplifies the exchange of commodities and is therefore a 
general commodity. 

In the accumulation of capital, capitalists buy labour power and means 
of production (raw materials, technologies, etc.) in order to produce new 
commodities that are sold with the expectation to make money profit that 
is partly reinvested. Marx distinguishes two spheres of capital accumula- 
tion: the circulation sphere and the sphere of production. In the circulation 
sphere, capital transforms its value form: First money M is transformed into 
commodities (from the standpoint of the capitalist as buyer); the capitalist 
purchases the commodities labour power L and means of production Mp. 
M-C is based on the two purchases M-L and M-Mp. In capitalism, labour 
power is separated from the means of production, “the mass of the people, 
the workers, [ . . . J come face to face with the non-workers, the former as 
non-owners, the latter as the owners, of these means of production” (Marx 
1885, 116). This means that due to private property structures workers do 
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not own the means of production, the products they produce, and the profit 
they generate. Capitalists own these resources. 

In the sphere of production, a new good is produced: the value of labour 
power and the value of the means of production are added to the product. 
Value takes on the form of productive capital P. The value form of labour 
is variable capital v (which can be observed as wages) and the value form of 
the means of production constant capital c (which can be observed as the 
total price of the means of production/producer goods). 

That part of capital, therefore, which is turned into means of produc- 
tion, i.e. the raw material, the auxiliary material and the instruments 
of labour, does not undergo any quantitative alteration of value in the 
process of production. For this reason, I call it the constant part of cap- 
ital, or more briefly, constant capital. On the other hand, that part of 
capital which is turned into labour-power does undergo an alteration 
of value in the process of production. It both reproduces the equivalent 
of its own value and produces an excess, a surplus-value, which may 
itself vary, and be more or less according to circumstances. This part 
of capital is continually being transformed from a constant into a vari- 
able magnitude. I therefore call it the variable part of capital, or more 
briefly, variable capital. (Marx 1867, 317) 

Constant capital consists of two parts: circulating constant capital c dr (the 
value of the utilized raw materials, auxiliary materials, operating supply items, 
and semi-finished products) and fixed constant capital c fix (the value of the 
utilized machines, buildings, and equipment) (Marx 1885, chapter 8). c dr and 
v together form circulating capital: They transfuse their value totally to the 
product and must be constantly renewed. c fix remains fixed in the production 
process for many turnovers of capital. The turnover time of capital is the sum 
of its circulation time and its production time (Marx 1885, 236). Circulation 
time is the time that capital takes to be transformed from its commodity form 
into the money form and later from its money form to its commodity form. 
Production time is the time that capital takes in the sphere of production. 

Fixed constant capital decreases its value in each turnover of capital. 
Its value is decreased by the amount of Ac, which is a flexible value. Fixed 
constant capital like machinery does not create value and its value is never 
entirely transfused to capital at once. It is depreciated by wear and tear, 
non-usage, and moral depreciation (i.e., the emergence of new machinery 
with increased productivity). 

A part of the capital value advanced is fixed in this form, which is de- 
termined by the function of the means of labour in the process. As a 
means of labour functions and is used up, one part of its value passes 
over to the product, while another part remains fixed in the means of 
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labour and hence in the production process. The value fixed in this way 
steadily declines, until the means of labour is worn out and has there- 
fore distributed its value, in a longer or shorter period, over the volume 
of products that has emerged from a series of continually repeated la- 
bour processes. (Marx 1885, 237f) 

In the sphere of production, capital stops its metamorphosis so that capital 
circulation comes to a halt. New value V’ of the commodity is produced, 
V’ contains the value of the necessary constant and variable capital and 
surplus value As of the surplus product. Surplus value is generated by 
unpaid labour. Capitalists do not pay for the production of surplus, there- 
fore the production of surplus value can be considered as a process of 
exploitation. The value V’ of the new commodity after production is V’ = 
c + v + s. The commodity then leaves the sphere of production and again 
enters the circulation sphere, in which capital conducts its next metamor- 
phosis: By being sold on the market it is transformed from the commodity 
form back into the money form. Surplus value is realized in the form of 
money value. The initial money capital M now takes on the form M’ = M 
+ Am, it has been increased by an increment Am. Accumulation of capital 
means that the produced surplus value is (partly) reinvested/capitalized. 
The end point of one process M’ becomes the starting point of a new 
accumulation process. One part of M’, M p is reinvested. Accumulation 
means the aggregation of capital by investment and exploitation in the 
capital circuit M-C. .P. .C’-M’, in which the end product M’ becomes a 
new starting point M. The total process makes up the dynamic character 
of capital. Capital is money that is permanently increasing due to the 
exploitation of surplus value. 

Commodities are sold at prices that are higher than the investment costs 
so that money profit is generated. For Marx, one decisive quality of capital 
accumulation is that profit is an emergent property of production that is 
produced by labour, but owned by the capitalists. Without labour no profit 
could be made. Workers are forced to enter class relations and to produce 
profit in order to survive, which enables capital to appropriate surplus. The 
notion of exploited surplus value is the main concept of Marx’s theory, by 
which he intends to show that capitalism is a class society. “The theory of 
surplus value is in consequence immediately the theory of exploitation” 
(Negri 1991, 74) and, one can add, the theory of class and as a consequence 
the political demand for a classless society. The capitalist 

wants to produce a commodity greater in value than the sum of the 
values of the commodities used to produce it, namely the means of 
production and the labour-power he purchased with his good money 
on the open market. His aim is to produce not only a use-value, but 
a commodity; not only use-value, but value; and not just value, but 
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also surplus value [ . . . J The cotton originally bought for £100 is for 
example re-sold at £100 + £10, i.e. £110. The complete form of this 
process is therefore M-C-M’, where M’ = M + AM, i.e. the original sum 
advanced plus an increment. This increment or excess over the original 
value I call ‘surplus-value’. (Marx 1867, 293, 251) 

Capital is not money, but money that is increased through accumulation, 
“money which begets money” (Marx 1867, 256). Marx argues that the 
value of labour power is the average amount of time that is needed for 
the production of goods that are necessary for survival (necessary labour 
time), which in capitalism is paid for by workers with their wages. Sur- 
plus labour time is all labour time that exceeds necessary labour time, 
remains unpaid, is appropriated for free by capitalists, and transformed 
into money profit. 

Surplus value “is in substance the materialization of unpaid labour-time. 
The secret of the self-valorization of capital resolves itself into the fact that 
it has at its disposal a definite quantity of the unpaid labour of other peo- 
ple” (Marx 1867, 672). Surplus value “costs the worker labour but the 
capitalist nothing”, but “none the less becomes the legitimate property of 
the capitalist” (Marx 1867, 672). 

Capital also developed into a coercive relation, and this compels the 
working class to do more work than would be required by the narrow 
circle of its own needs. As an agent in producing the activity of others, 
as an extractor of surplus labour and an exploiter of labour-power, it 
surpasses all earlier systems of production, which were based on di- 
rectly compulsory labour, in its energy and its quality of unbounded 
and ruthless activity. (Marx 1867, 425) 

Surplus value also means that workers are compelled to work more than 
necessary for satisfying their immediate needs, they produce an excess for 
free that is appropriated by capitalists: “What appears as surplus value 
on capital’s side appears identically on the worker’s side as surplus labour 
in excess of his requirements as worker, hence in excess of his immediate 
requirements for keeping himself alive” (Marx 1857/58, 324f). 

Marx argues that capitalists are unproductive, they do not produce 
value, and that profit stems from the production of value by workers that 
is exploited and appropriated by capitalists. He uses the term productive 
labour in this context: Productive labour “produces surplus-value for the 
capitalist, or in other words contributes towards the self-valorization of 
capital” (Marx 1867, 644). For Marx, capitalism is based on the permanent 
theft of unpaid labour from workers by capitalists. This is the reason why 
he characterizes capital as vampire and werewolf. “Capital is dead labour 
which, vampire-like, lives only by sucking living labour, and lives the more, 
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the more labour it sucks” (Marx 1867, 342). The production of surplus 
value “forms the specific content and purpose of capitalist production” 
(Marx 1867, 411); it is “the differentia specifica of capitalist production”, 
“the absolute law of this mode of production” (Marx 1867, 769); and the 
“driving force and the final result of the capitalist process of production” 
(Marx 1867, 976). 


2.4. SURVEILLANCE AND THE CYCLE 
OF CAPITAL ACCUMULATION 

Following Ogura’s (2006) and Gandy’s (1993) argument that a common 
characteristic of surveillance is the management of population based on 
capitalism and/or the nation state, we can distinguish between economic 
and political surveillance as two major forms of surveillance. Surveillance 
by nation states and corporations aims at controlling the behaviour of indi- 
viduals and groups, i.e., they should be forced to behave or not behave in 
certain ways because they know that their appearance, movements, loca- 
tion, or ideas are or could be watched by surveillance systems (Fuchs 2008, 
267-277). In the case of political electronic surveillance, individuals are 
threatened by the potential exercise of organized violence (of the law) if 
they behave in certain ways that are undesired, but watched by political 
actors (such as secret services or the police). In the case of economic elec- 
tronic surveillance, individuals are threatened by the violence of the market 
that wants to force them to buy or produce certain commodities and help 
reproduce capitalist relations by gathering and using information on their 
economic behaviour with the help of electronic systems. In such forms of 
surveillance violence and heteronomy are the ultimo ratio. 

The following table discusses the role of surveillance at the various 
points in the capital accumulation process. 

Table 2.1 shows that surveillance is a central method of control and 
discipline in the capital accumulation process. Corporations conduct a 
systematic gathering of data about applicants, employees, the labour pro- 
cess, private property, consumers, and competitors in order to minimize 
economic risks, discipline workers, increase productivity, circumvent 
theft, sabotage, and protests, control consumers through advertising, 
and adapt to changing conditions of competition. The overall aim of the 
employment of multiple surveillance methods and technologies in the cap- 
ital accumulation process is the maximization of profit and the increased 
exploitation of surplus value. Surveillance is a method that capital employs 
for controlling the production and circulation process and for controlling 
and disciplining the workforce. Economic surveillance is a way of mini- 
mizing the risk of incurring losses and maximizing the opportunities for 
making profits. 


Table 2.1 The Role of Surveillance in the Cycle of Capital Accumulation 
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2.5. PRIVACY, SURVEILLANCE, AND CAPITALISM 

Privacy is in modern societies an Enlightenment ideal. The rise of capital- 
ism has resulted in the idea that the private sphere should be separated 
from the public sphere and not accessible to the public and that therefore 
autonomy and anonymity of the individual is needed in the private sphere. 
The rise of the idea of privacy in modern society is connected to the rise of 
the central ideal of the freedom of private ownership. Private ownership is 
the idea that humans have the right to own as much wealth as they want, as 
long as it is inherited or acquired through individual achievements. There is 
an antagonism between private ownership and social equity modern soci- 
ety. How much and what exactly a person owns is treated as an aspect of 
privacy in contemporary society. Keeping ownership structures secret is a 
measure of precaution against public questioning or political and individ- 
ual attack against private ownership. Capitalism requires anonymity and 
privacy in order to function. But at the same time, in modernity strangers 
enter social relations that require trust or enabling exchange. Whether a 
stranger can be trusted is checked with the help of surveillance procedures. 
The ideals of modernity (such as the freedom of ownership) also produce 
phenomena such as income and wealth inequality, poverty, unemployment, 
and precarious living and working conditions. These socio-economic dif- 
ferences pose problems for the maintenance of order and private ownership 
(crime, political protests, and violent conflicts) that need to be contained 
if modernity wants to survive. As a result, state surveillance is a necessary 
component of modern societies. Corporations have the aim of accumulat- 
ing ever more capital. To do so, they have an interest in knowing as much 
as possible about the interests, tastes, and behaviours of their customers. 
This results in the surveillance of consumers. 

The establishment of trust, socio-economic differences, and corporate 
interests are three qualities of modernity that necessitate surveillance. 
Therefore modernity on the one hand advances the ideal of a right to pri- 
vacy, but at the same time it must continuously advance surveillance that 
threatens to undermine privacy rights. An antagonism between privacy ide- 
als and surveillance is therefore constitutive for capitalism. This connection 
has been observed by a number of authors in surveillance studies (Gumpert 
and Drucker 2000, 172; Lyon 2001, 21, 27; Nock 1993, 1; Sewell and 
Barker 2007, 356). 

Some research has been conducted about public privacy and surveillance 
awareness and the awareness of consumers about corporate information 
surveillance (for example: Diney, Hart and Mullen 2008; Hoofnagle and 
King 2008; McRobb and Stahl 2007; Milne, Rohm and Bahl 2004; O’Neil 
2001; Sheehan 2002; Sheehan and Hoy 2000; Turow, Leldman and Melt- 
zer 2005; Wang, Lee and Wang 1998). Some work has also been published 
about the relationship of the Internet and economic surveillance (for exam- 
ple: Campbell and Carlson 2002; Lernback and Papacharissi 2007; Odih 
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2007; Perri 6 2005; Robins and Webster 1999; Solove 2004, 2007; Turow 
2006a; Wall 2006). 

Mark Andrejevic (2002) and Josh Lauer (2008) argue that the work of 
being watched in respect to the media is a form of exploitation and pro- 
ductive labour. Andrejecvic speaks of “the interactive capability of new 
media to exploit the work of being watched” (Andrejevic 2002, 239) and 
Lauer (2008) of consumer surveillance as alienated labour. Nicole Cohen 
(2008) has provided remarks on the political economy of Facebook. For 
her, the economic strategy of Facebook is the “valorization of surveil- 
lance” (Cohen 2008, 7). These approaches are critical in character and 
therefore important contributions to the research landscape. But they lack 
a systematic theoretical framework that shows how exactly exploitation 
on the Internet takes place. There is also a lack of discussion and applica- 
tion of the Marxian categories of class and surplus value that are crucial 
for the concept of exploitation. 

This overview shows that web 2.0 is a relatively novel topic in the dis- 
cussions about Internet surveillance and that systematic critical political 
economy approaches that give a detailed analysis of capital accumulation 
on web 2.0 and show the underlying strategies, mechanisms, and interests 
as well as the role of surveillance are largely missing. The next section aims 
to contribute to the correction of this deficit. 


2.6. WEB 2.0, CAPITAL ACCUMULATION, 

AND SURVEILLANCE 

The rise of popular Internet platforms that are based on user-generated 
content, co-creation, and information produced by consumers/users (pro- 
sumers, produsers), such as Lacebook (created in 2004), YouTube (2005), 
Wikipedia (2001), Myspace (2003), Twitter (2006), Llickr (2003), hi5 
(2004), Photobucket (2003), or YouPorn (2005), and usage experiences, 
have created new narratives about changes of the Internet and society. 
Many scholars and citizens now claim that a new World Wide Web has 
emerged — “web 2.0”. So for example Axel Bruns sees the rise of produs- 
age — the “hybrid user/producer role which inextricably interweaves both 
forms of participation” (Bruns 2008, 21) as the central characteristic of 
web 2.0. He argues that produsage “harnesses the collected, collective intel- 
ligence of all participants” (1), that it allows “participation in networked 
culture” (17), that “open participation” (24, 240) is a key principle of pro- 
dusage, that a reconfiguration of democracy may result from web 2.0 (34), 
and that Llickr, YouTube, MySpace, and Lacebook are environments of 
“public participation” (227f). He envisions a “produsage-based, participa- 
tory culture” (256) and “a produsage-based democratic model” (372). In 
relation to social networking sites, Albrechtslund uses the term participa- 
tory surveillance for arguing that “the practice of online social networking 
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can be seen as empowering, as it is a way to voluntarily engage with other 
people and construct identities, and it can thus be described as participa- 
tory” (...) However, to participate in online social networking is also 
about the act of sharing yourself — or your constructed identity — with oth- 
ers. [ . . . J In this case, participatory surveillance is a way of maintaining 
friendships by checking up on information other people share” (Albrecht- 
slund 2008). Albrechtslund takes the term participatory surveillance from 
Mark Poster (1990, 69), who first utilized, but did not define, it. Whita- 
ker (1999), Campbell and Carlson (2002), and Cascio (2005) speak of the 
emergence of a “participatory panopticon”. Koskela (2006, 175) argues the 
webcams are empowering and “contribute to the ‘democratization’ of sur- 
veillance”. Dennis (2008, 350) speaks of the emergence of a “participatory/ 
social panopticon”. For Haggerty (2006, 28), reading weblogs is a form of 
surveillance that allows “for a leisurely scrutiny of the ruminations and 
images of otherwise unknown individuals”. Haggerty (2006: 30) assumes 
that the synoptic web brings about democratic surveillance and says that 
the web “now provides opportunities for a virtual archaeology of the docu- 
mentary traces of the powerful”. 

Dataveillance is the “systematic monitoring of people’s actions or com- 
munications through the application of information technology” (Clarke 
1988, 500). Clarke (1994) distinguishes between personal dataveillance 
that monitors the actions of one or more persons and mass dataveillance, 
where a group or large population is monitored in order to detect indi- 
viduals of interest. In web 2.0, the boundaries between these two forms of 
surveillance become blurred: targeted advertising concerns the large mass 
of users of commercial web 2.0 platforms because by agreeing to terms of 
use they agree in most cases to the surveillance of their personal data and 
their usage behaviour, but this surveillance is fine-tuned in order to detect 
and store the individual differences and to target each user with a separate 
mass of advertisings. Web 2.0 surveillance is a form of personal mass data- 
veillance. Manuel Castells (2009) characterizes web 2.0 communication as 
mass self-communication. 

because it can potentially reach a global audience, as in the posting of a 
video on YouTube, a blog with RSS links to a number of web sources, 
or a message to a massive e-mail list. At the same time, it is self-com- 
munication because the production of the message is self-generated, the 
definition of the potential receiver(s) is self-directed, and the retrieval 
of specific messages or content from the World Wide Web and elec- 
tronic networks is self-selected. (Castells 2009, 55) 

Web 2.0 surveillance is directed at large user groups who help to hegemoni- 
cally produce and reproduce surveillance by providing user-generated (self- 
produced) content. We can therefore characterize web 2.0 surveillance as 
mass self-surveillance. 


Critique of the Political Economy of Web 2.0 Surveillance 49 

So the claim of some is that the web and surveillance on the web become 
more democratic and participatory. In participatory democracy theory, 
participation is a broad notion of grassroots control and decision-mak- 
ing that also extends to the economy. A participatory economy requires 
a “change in the terms of access to capital in the direction of more nearly 
equal access” (Macpherson 1973, 71) and “a change to more nearly equal 
access to the means of labour” (73). In a participatory society, extractive 
power is reduced to zero (74). A participatory society equalizes the access 
to the means of life, the means of labour, and the protection against inva- 
sion by others (access to civil and political liberties): “Genuine democracy, 
and genuine liberty, both require the absence of extractive powers” (121). 
Participatory democracy therefore requires for Macpherson that the means 
and the output of labour are no longer a private property, but become a 
common property, which is “the guarantee to each individual that he will 
not be excluded from the use or benefit [ . . . ]; private property is created by 
the guarantee that an individual can exclude others from the use or benefit 
of something” (124). Participatory democracy involves “the right to a share 
in the control of the massed productive resources” (137). A democratic 
economy furthermore involves “the democratising of industrial authority 
structures, abolishing the permanent distinction between ‘managers’ and 
‘men’” (Pateman 1970, 43). Pateman terms the grassroots organization of 
firms and the economy in a participatory democracy “self-management”. 
In order to assess if “web 2.0” is participatory, one therefore has to analyze 
its ownership structures. 

One method for ranking website access is to count the number of unique 
visitors per website in a country for one month. Table 2.2 shows, based 
on this method, which web 2.0 platforms are among the top fifty web- 
sites accessed in the US in July 2009. If we define web 2.0 platforms as 
World Wide Web systems that are not predominantly sites for information 
consumption or search, but offer functions that support social network- 
ing, community building, file sharing, cooperative information production, 
and interactive blogging — platforms that are systems of communication 
and cooperation rather than systems of cognition (for this definition see 
2008), then this allows us to analyze the role web 2.0 platforms play on 
the WWW: thirteen of fifty websites can be classified as web 2.0 platforms 
(=26.0%). These thirteen platforms account for 532 million out of a total of 
1,916 million monthly usages of the fifty top websites in the US (=27.7%). 
If 26.0% of the top fifty US websites are web 2.0 platforms and these plat- 
forms account for 27.7% of usages, then this means that claims that the 
web has been transformed into a new web that is predominantly based 
on sharing, cooperation, and community building are vastly overdrawn. 
In the US, predominant Internet use is to access sites that allow informa- 
tion search, provide information-, shopping-, and e-mail-services. Web 
2.0 platforms have become more important, but they do not dominate the 
web. Twelve of thirteen of the web 2.0 platforms that are among the top 
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fifty US websites are profit-oriented; eleven of them are advertising-based. 
An exception is Wikipedia, which is non-profit and advertising-free. This 
shows that although web 2.0 is strongly commodified, it is not totally com- 
modified. There are possibilities for organizing popular non-commercial, 
non-profit alternatives. Advertising and targeted-advertising are the most 
important business models among these web 2.0 sites. However, there are 
some sites that combine this accumulation model with the accumulation 
model of selling special services to users. So for example Flickr, an advertis- 
ing-based photo sharing community, allows uploading and viewing images 
for free, but sells additional services such as photo prints, business cards, 
photo books. WordPress uses advertising, but also generates revenue by 
selling VIP blog hosting accounts that have monthly subscription rates and 
services such as extra storage space, customized styles, a video blogging 
service, ad-free blogs, and blogs with an unlimited number of community 
members. Twitter was in August 2009 a profit-oriented corporation with- 
out a business model that did not use advertising. This means that Twitter 
is highly likely to introduce an accumulation model in the next few years 
because otherwise it will go bankrupt. According to my empirical sample, 
92.3% of the most frequently used web 2.0 platforms in the US and 87.4% 
of monthly unique web 2.0 usages in the US are corporate-based, which 
shows that the vast majority of popular web 2.0 platforms are mainly inter- 
ested in generating monetary profits and that the corporate web 2.0 is much 
more popular than the non-corporate web 2.0. 

Google owns three of the eleven web platforms listed in Table 2.2. Eigh- 
teen human and corporate legal persons own 98.8% of Google’s common 
stock, Google’s 20,000 employees, the 520 million global Google users, 
the 303 million users of YouTube, and the 142 million users of Blogspot/ 
Blogger are non-owners of Google. 3 All analyzed web 2.0 platforms have 
to guarantee for themselves a right to display user-generated content, oth- 
erwise they are unable to operate and survive. However, Table 2.2 shows 
that ten of the thirteen web 2.0 sites guarantee themselves in their terms of 
use a license for usage of user-generated data, which is a de-facto owner- 
ship right of the data because such a license includes the right to sell the 
content. Furthermore eleven of the thirteen web 2.0 platforms guarantee 
themselves the right to store, analyze, and sell the content and usage data 
of their users to advertising clients that are enabled to provide targeted, per- 
sonalized advertisements. This means that the vast majority of the web 2.0 
companies in our sample exert ownership rights on user-generated content 
and user behaviour data. Web 2.0 companies own the data of the users, 
whereas the users do not own a share of the corporations. This is an asym- 
metric economic power relation. 

Corporations that are profit-oriented and accumulate capital by online 
advertising and in some cases by selling special services operate the vast 
majority of web 2.0 platforms. Corporate web 2.0 platforms attract a large 
majority of users. A few legal persons own the companies that operate web 
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2.0 platforms, whereas the millions of users have no share in ownership. 
However, with the help of legal mechanisms (terms of use, privacy policies) 
most web 2.0 corporations acquire the ownership rights to use and sell user- 
generated content and to analyze user data and behaviour for implementing 
third-party operated targeted advertisements in order to accumulate capi- 
tal. There is a highly asymmetrical ownership structure: web 2.0 corpora- 
tions accumulate evermore capital that is owned by a few legal persons and 
not by the users, whereas user data are dispossessed by the firms in order 
to generate money profit. Web 2.0 does not extend democracy beyond the 
political sphere into culture and the economy. It does not maximize the 
developmental powers of humans, it mainly maximizes the developmental 
powers of an economic class that owns web platforms and holds the extrac- 
tive power to dispossess users and to exploit workers and users in order to 
accumulate capital. We can conclude that from the perspective of participa- 
tory democracy theory, web 2.0 is not a participatory techno-social system 
because it is based on capitalist ownership and accumulation structures 
that benefit the few at the expense of the many, and access is stratified. 

This analysis confirms the views of Thomas Mathiesen who argues that 
the Internet is an undemocratic synopticon, in which the many observe the 
few, and that this does not bring about a “democratic system where every- 
one can particpate in interaction” (Mathiesen 2004, 100). 

The Internet becomes to a considerable extent a part of the synopti- 
cal system, in as much as it is, to a substantial degree, dominated by 
powerful economic agents — from newspapers and television agencies 
to owners having economic capital to invest in sales of lucrative mer- 
chandise, including pornography. To the same degree, the structure 
becomes characterised by a one-way flow, from the relatively few in 
control of economic capital, symbolic capital and technical know-how, 
to the many who are entertained or who buy the products” and are 
thereby silenced. (Mathiesen 2004, 100) 

“A basic feature of the Internet is, in other words, that it constitutes an 
interactive one-way medium, not an interactive two-way or multi-way 
medium. The agenda is set by those with economic, symbolic or technical 
capital” (Mathiesen 2004, lOOf). The Internet is therefore in its corporate 
form for Mathiesen a “system of silencing”. 

Given these empirical results, it seems feasible to theorize the contem- 
porary “web 2.0” not as a participatory system, but by employing more 
negative, critical terms such as class, exploitation, and surplus value. Such 
an alternative theory of web 2.0 can here only be hinted at briefly (for 
a detailed discussion see Fuchs 2010b). It is based on the approach of 
the critique of the political economy of media and information. Felicity 
Brown (2006) calls for a combination of the critical political economy of 
communication and surveillance studies. “The critical political economy 
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of communication has a particularly important role in analysing the 
mutually productive relationship between surveillance practices and the 
Internet. In particular, the intense monitoring of cyberspace by private 
corporations seeking information on consumer behaviour is worthy of 
critique” (Brown 2006, 10). 

Marx highlights exploitation as the fundamental aspect of class in 
another passage, where he says that “the driving motive and determining 
purpose of capitalist production” is “the greatest possible exploitation of 
labour-power by the capitalist” (Marx 1867, 449). He says that the prole- 
tariat is “a machine for the production of surplus-value”, capitalists are “a 
machine for the transformation of this surplus-value into surplus capital” 
(Marx 1867, 742). Whereas Marx had in his time to limit the notion of the 
proletariat to wage labour, it is today possible to conceive the proletariat 
in a much broader sense as all those who directly or indirectly produce 
surplus value and are thereby exploited by capital. This includes, besides 
wage labour, also house workers, the unemployed, the poor, migrants, 
retirees, students, precarious workers — and also the users of corporate web 
2.0 platforms and other Internet sites and applications. Hardt and Negri 
(2004) use the term multitude for this multidimensional proletariat of the 
twenty-first century. 

For Marx, the profit rate is the relation of profit to investment costs: p = 
s / (c + v) = surplus value / (constant capital (=fixed costs) + variable capital 
(=wages)). If Internet users become productive web 2.0 prosumers, then 
in terms of Marxian class theory this means that they become productive 
labourers who produce surplus value and are exploited by capital because 
for Marx productive labour generates surplus. Therefore the exploitation 
of surplus value in cases such as Google, YouTube, MySpace, or Facebook 
is not merely accomplished by those who are employed by these corpora- 
tions for programming, updating, and maintaining the soft- and hardware, 
performing marketing activities, and so on, but by them, the users, and the 
prosumers that engage in the production of user-generated content. New 
media corporations do not (or hardly) pay the users for the production of 
content. One accumulation strategy is to give them free access to services 
and platforms, let them produce content, and so accumulate a large num- 
ber of prosumers that are sold as a commodity to third-party advertisers. 
A product is not sold to the users; the users are sold as a commodity to 
advertisers. The more users a platform has, the higher the advertising rates 
can be set. The productive labour time that is exploited by capital on the 
one hand involves the labour time of the paid employees and on the other 
hand all of the time that is spent online by the users. For the first type of 
knowledge labour, new media corporations pay salaries. The second type 
of knowledge is produced completely for free. There are neither variable 
nor constant investment costs. The formula for the profit rate needs to be 
transformed for this accumulation strategy: 
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p = s / (c + vl + v2), s . . . surplus value, c . . . constant capital, vl . . . 

wages paid to fixed employees, v2 . . . wages paid to users 

The typical situation is that v2 => 0 and that v2 substitutes vl. If the produc- 
tion of content and the time spent online were carried out by paid employ- 
ees, the variable costs would rise and profits would therefore decrease. This 
shows that prosumage in a capitalist society can be interpreted as the out- 
sourcing of productive labour to users who work completely for free and 
help maximize the rate of exploitation (e = s / v, = surplus value / variable 
capital) so that profits can be raised and new media capital may be accu- 
mulated. Again, this situation is one of infinite over-exploitation. Capital- 
ist prosumage is an extreme form of exploitation, in which the prosumers 
work completely for free. 

That surplus value-generating labour is an emergent property of capital- 
ist production means that production and accumulation will break down if 
this labour is withdrawn. It is an essential part of the capitalist production 
process. That prosumers conduct surplus-generating labour can also be seen 
by imagining what would happen if they stopped using platforms like You- 
Tube, MySpace, and Facebook: The number of users would drop, advertisers 
would stop investments because no objects for their advertising messages and 
therefore no potential customers for their products could be found, the profits 
of the new media corporations would drop, and they would go bankrupt. If 
such activities were carried out on a large scale, a new economic crisis would 
arise. This thought experiment shows that users are essential for generating 
profit in the new media economy. Furthermore they produce and coproduce 
parts of the products, and therefore parts of the use value, exchange value, 
and surplus value that are objectified in these products. 

Dallas Smythe (1981/2006) suggests that in the case of media adver- 
tisement models, the audience is sold as a commodity to advertisers: 
“Because audience power is produced, sold, purchased and consumed, 
it commands a price and is a commodity. [ . . . ] You audience members 
contribute your unpaid work time and in exchange you receive the pro- 
gram material and the explicit advertisements” (Smythe 1981/2006, 233, 
238). With the rise of user-generated content, free access social network- 
ing platforms, and other free access platforms that yield profit by online 
advertisement — a development subsumed under categories such as web 
2.0, social software, and social networking sites — the web seems to come 
close to accumulation strategies employed by the capital on traditional 
mass media like TV or radio. The users who google data, upload or watch 
videos on YouTube, upload or browse personal images on Flickr, or accu- 
mulate friends with whom they exchange content or communicate online 
via social networking platforms like MySpace or Facebook constitute an 
audience commodity that is sold to advertisers. The difference between 
the audience commodity on traditional mass media and on the Internet 
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is that in the latter case the users are also content producers; there is 
user-generated content, the users engage in permanent creative activ- 
ity, communication, community building, and content-production. That 
the users are more active on the Internet than in the reception of TV or 
radio content is due to the decentralized structure of the Internet, which 
allows many-to-many communication. Due to the permanent activity of 
the recipients and their status as prosumers, we can say that in the case 
of the Internet the audience commodity is a Internet prosumer commod- 
ity. The category of the prosumer commodity does not signify a democ- 
ratization of the media towards a participatory or democratic system, 
but the total commodification of human creativity. During much of the 
time that users spend online, they produce profit for large corporations 
like Google, News Corp. (which owns MySpace), or Yahoo! (which owns 
Flickr). Advertisements on the Internet are frequently personalized; this 
is made possible by surveilling, storing, and assessing user activities with 
the help of computers and databases. This is another difference from TV 
and radio, which provide less individualized content and advertisements 
due to their more centralized structure. But one can also observe a cer- 
tain shift in the area of traditional mass media, as in the cases of pay per 
view, tele-votes, talk shows, and call-in TV and radio shows. In the case 
of the Internet, the commodification of audience participation is easier to 
achieve than with other mass media. 

The importance of the prosumer commodity and extractive power as 
principles of the contemporary web 2.0 is evidenced by the continuing 
absolute and relative rise of Internet advertising profits. In 2008, Internet 
advertising was the third-largest advertising market in the US and the UK. 
Internet advertising profits were only exceeded in these two countries by 
advertising in newspapers and on TV (IAB Internet Advertising Revenue 
Report 2008, 14; Ofcom Communications Market Report 2009, 36). 

Surveillance in corporate web 2.0 is surveillance of prosumers who 
dynamically and permanently create and share user-generated content, 
browse profiles and data, interact with others, join, create, and build com- 
munities, and co-create information. The corporate web platform oper- 
ators and their third party advertising clients continuously monitor and 
record personal data and online activities; they store, merge, and analyze 
collected data. This allows them to create detailed user profiles and know 
about the personal interests and online behaviours of the users. Web plat- 
form operators sell the Internet prosumers as a commodity to advertising 
clients. Money is exchanged for the access to user data that allows eco- 
nomic surveillance of the users. The exchange value of the Internet pro- 
sumer commodity is the money value that the operators obtain from their 
clients; its use value is the multitude of personal data and usage behav- 
iour that is dominated by the commodity and exchange value form. The 
surveillance of the prosumers’ permanently produced use values, i.e., per- 
sonal data and interactions, by corporations allows targeted advertising 
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that aims at luring the prosumers into consumption and at manipulating 
their desires and needs in the interest of corporations and the commodi- 
ties they offer. Internet prosumers are commodified by corporate platform 
operators who sell them to advertising clients; this results in an intensified 
exposure to commodity logic. They are double objects of commodification: 
they are commodities themselves, and through this commodification their 
consciousness becomes an object of commodity logic in the form of the 
permanent exposure to advertisements. 

The Marxian cycle of capital accumulation allows distinguishing 
between workplace surveillance, workforce surveillance, and consumer 
surveillance. On web 2.0, producers are consumers and consumers are pro- 
ducers of information. Therefore, producer surveillance and consumer sur- 
veillance merge into web 2.0 produser surveillance. Web 2.0 surveillance 
of workplace and workforce (producer surveillance) is at the same time 
consumer surveillance and vice versa. 

Privacy statements are the legal mechanisms that guarantee that person- 
alized advertising can be operated on web platforms. Users have hardly any 
choice not to agree: if they want to interact with others and make use of the 
technical advantages web 2.0 poses, they have to agree to these terms. Pri- 
vacy statements are totalitarian mechanisms that are necessarily not demo- 
cratically controlled by the users, but under the control of corporations. 

“The panoptic sort is a difference machine that sorts individuals into 
categories and classes on the basis of routine measurements. It is a discrimi- 
natory technology that allocates options and opportunities on the basis of 
those measures and the administrative models that they inform” (Gandy 
1993, 15). It is a system of power and disciplinary surveillance that identi- 
fies, classifies, and assesses (Gandy 1993, 15). Produsage commodification 
on web 2.0 is a form of panoptic sorting (Gandy 1993): it identifies the 
interests of users by closely surveilling their personal data and usage behav- 
iour, it classifies them into consumer groups, and assesses their interests in 
comparison to other consumers and in comparison to available advertise- 
ments that are then targeted at the users. 

Facebook is a panoptic sorting machine. It first identifies the interests 
of the users by requiring them to upload personal data for registering and 
allowing them to communicate in interest groups, with their friends, and 
to upload personal user-generated content. When registering a Facebook 
profile, users are required to input the following data: first name, family 
name, e-mail, gender, date of birth. Other personal data that users can pro- 
vide are: school, year of school leaving examination, universities attended, 
year of final degree, programmes studied, employer, former employers, 
type of job, job description, place of employment, duration of employment, 
profile picture, place of residence, hometown, district of residence, family 
members including degree of kinship, relationship status, political attitude, 
religious belief, activities, interests, favourite music, favourite television 
programmes, favourite movies, favourite books, favourite quotations, self- 
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description, Internet messenger usernames, mobile phone number, fixed 
line phone number, address, city, neighbourhood, zip code, website address 
(information as of September 17,2010). According to the Facebook Privacy 
Policy (accessed on September 17, 2010), the company also stores the fol- 
lowing data about users: type of computer, used browser, cookie data, data 
about the usage of Facebook applications, data about behaviour on other 
websites, browsing behaviour on other Facebook profiles, data about users 
that stems from other profiles. In a second step of the Facebook panoptic 
sort, all of these data are used for classifying users into consumer groups. 
In the third step, a comparative assessment of the interests of users and 
available advertisements is conducted, and ads that match specific interests 
are selected and presented to the users. The description of this example 
process shows that surveillance on Facebook and other commercial web 
2.0 platforms is a form of panoptic online sorting that is based on identifi- 
cation, classification, and assessment. 

Foucault characterized surveillance: “Fie is seen, but he does not see; 
he is the object of information, never a subject in communication” (Fou- 
cault 1977, 200). With the rise of “web 2.0”, the Internet has become 
a universal communication system, which is shaped by privileged data 
control by corporations that own most of the communication-enabling 
web platforms and by the state that can gain access to personal data by 
law. On the Internet, the separation between “objects of information” 
and “subjects in communication” that Foucault (1977, 200) described 
for historical forms of surveillance no longer exists; by being subjects of 
communication on the Internet, users make available personal data to 
others and continuously communicate this data over the Internet. These 
communications are mainly mediated by corporate-owned platforms; 
therefore the subjects of communication become objects of information 
for corporations and the state in surveillance processes. Foucault argues 
that power relations are different from relationships of communication, 
although they are frequently connected (Foucault 1994, 337): “Power rela- 
tions are exercised, to an exceedingly important extent, through the pro- 
duction and exchange of signs”, “relationships of communication [ . . . J 
by modifying the field of information between partners, produce effects 
of power” (Foucault 1994, 338). In web 2.0, corporate and state power 
is exercised through the gathering, combination, and assessment of per- 
sonal data that users communicate over the web to others, and the global 
communication of millions within a heteronomous society produces the 
interest of certain actors to exert control over these communications. In 
web 2.0, power relations and relationships of communication are inter- 
linked. In web 2.0, the users are producers of information (produsers, 
prosumers), but this creative communicative activity enables the control- 
lers of disciplinary power to closely gain insights into the lives, secrets, 
and consumption preferences of the users. 
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2.7. HOW AWARE ARE WEB 2.0 USERS 
OF ONLINE SURVEILLANCE? 

Andres Sanchez (2009) analyzes the resistance of Facebook users against 
increased surveillance on the platform through the introduction of news 
feeds and mini feeds. He shows that there are potentials immanent in web 
2.0 and social networking sites for protest against web surveillance. The 
question of whether resistance to online surveillance is possible depends on 
how conscious users are about potential threats. The author of this chapter 
conducted an online survey about surveillance on social networking sites 
(Fuchs 2009). Six-hundred seventy-four students from the city of Salzburg 
participated in the survey. The two following open-ended questions were 
part of the questionnaire: What are in your opinion the greatest advantages 
of social networking platforms as studiVZ, Facebook, MySpace, etc.? What 
is your greatest concern about social networking platforms as studiVZ, Face- 
book, MySpace, etc? We identified eighteen categories for the advantages and 
sixteen categories for the disadvantages and analyzed the answers to the two 
open-ended questions by content analysis (Krippendorff 2004) so that each 
text was mapped with one or more categories. The respondents tended to list 
more than one major advantage and disadvantage. Therefore each answer 
was mapped with more than one category in most cases. 

Figure 2.2 presents the major advantages and disadvantages of social 
networking sites that our respondents mentioned. 
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Figure 2.2 Major perceived opportunities and risks of social networking sites. 
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Here are some typical answers given by students when asked about the 
main advantages of SNS: “Remaining in contact after a joint period of 
studying, collaboration, a journey or simply a period of more intensive con- 
tact has come to an end, e.g. after relocating etc. You also know years later 
how/where to find people” (respondent #47). “You have all your friends in 
one spot, you do not permanently have to ask for mobile phone numbers” 
(#82). “You can find old acquaintances and stay in touch with them. I have 
also already contacted students in order to co-operate with them in various 
seminars and internships” (#93). “Such platforms make it easier to stay 
in contact also across larger distances — for example with former school- 
mates” (#104). “Connects people from all over the world and you find old 
and new friends” (#123). “It is easy to establish contact with colleagues 
that you have thus far hardly known” (#199). “To come in touch or stay 
in touch with people that have the same interests as you; you can build up 
a small network of friends and acquaintances; finding others and being 
found” (#267). “Networking of students, exchange between like-minded 
people” (#377). These typical examples show that students think that social 
relationship management is an important advantage of SNS. SNS are social 
spaces for maintaining and extending social networks. 

Some typical answers given when asked about the main disadvantages 
were: “Big Brother is watching you” (respondent #6), “spying by employ- 
ers” (#65), “My data are sold for advertising. You become too “transpar- 
ent” for strangers” (#93), “Personal data are sold to different corporations” 
(#109), “Data surveillance, the transparent human, strangers gain insights 
into privacy, selling of private data and browsing behaviour” (#224), “To 
be “spied on” by a third party” (#409), “The surveillance society” (#454). 
These examples show that surveillance and surveillance for economic ends 
are big concerns of students who use SNS. 

The survey revealed that 55.7% of the respondents say that political, 
economic, or personal surveillance as a result of data abuse, data forward- 
ing, or a lack of data protection is a main threat of social networking 
sites. The data of our survey show that 59.1% consider maintaining exist- 
ing contacts and 29.8% establishing new contacts as major advantage of 
social networking sites, whereas 55.7% say that surveillance as a result 
of data abuse, data forwarding, or a lack of data protection is a major 
threat of such platforms. Communication and the resulting reproduction 
and emergence of social relations are overwhelmingly considered as major 
advantage, potential surveillance overwhelmingly as major disadvantage. 
The impression of the majority of the respondents is that social networking 
sites enable communicative advantages that are coupled with the risk of 
surveillance and reduced privacy. How can we explain why they are will- 
ing to take the surveillance risk that they are knowledgeable and conscious 
about? Communication and surveillance are antagonistic counterparts of 
the usage of commercial social networking platforms: Our data show that 
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students are heavily using social networking sites and are willing to take 
the risk of increased surveillance although they are very well aware of sur- 
veillance and privacy risks. 

The potential advantages seem to outstrip the potential disadvantages. 
It is not an option for them not to use social networking platforms because 
they consider the communicative and social opportunities associated with 
these technologies as very important. At the same time they are not stupid, 
uncritical, or unaware of potential dangers, but rather very conscious of 
the disadvantages and risks. They seem to fear that they will miss social 
contacts or otherwise be at a disadvantage if they do not use platforms 
such as studiVZ, Facebook, or MySpace. Not using these technologies or 
stopping using them is clearly not an option for most of them because it 
would result in disadvantages such as reduced social contacts and the feel- 
ing of not participating in something that has become important to the 
young generation. The crucial aspect of the antagonism between commu- 
nicative opportunities and surveillance risk is that alternative social net- 
working platforms that are non-commercial and non-profit, and therefore 
do not have an interest in economic surveillance and that see privacy as a 
fundamental right that needs to be well protected under all circumstances, 
are hardly available or hardly known. Commercial profit-oriented sites 
such as studiVZ, Facebook, and MySpace have reached a critical mass 
of users that is so large that these commercial providers have become 
cultural necessities for most young people. It is hard for non-commercial 
platforms to compete with these economic corporations because the lat- 
ter have huge stocks of financial means (enabled by venture capital or 
parent companies such as News Corporation or Holtzbrinck), personnel, 
and technological resources. Capitalist business interests and the unequal 
distribution of assets that is characteristic of the capitalist economy result 
in the domination of markets by a handful of powerful corporations that 
provide services and that make influence by non-commercial, non-profit 
operators difficult. Given the fact that students are knowledgeable of 
the surveillance threat, it is obvious that they are willing to use alterna- 
tive platforms instead of the major corporate ones, if such alternatives 
are available and it becomes known that they minimize the surveillance 
threat. Students are not to blame for potential disadvantages that arise 
from their use of social networking platforms that, in the opinions of our 
respondents, threaten privacy and advance surveillance. The corporations 
that engage in surveillance and enable surveillance are to blame. Corpo- 
rate social networking platforms are for example not willing to abstain 
from surveillance for advertising because they have profit interests. The 
antagonism between communicative opportunities and the surveillance 
threat is not created by students’ and young people’s usage of social net- 
working platforms, but by the economic and political logic that shapes 
social networking corporations’ platform strategies. 
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2.8. CONCLUSION: IS RESISTANCE POSSIBLE? 

One can observe that there are two predominant ways of defining surveil- 
lance: negative and neutral ones (Fuchs 2010a). 

Neutral concepts of surveillance make one or more of the following 
assumptions: 

• There are positive aspects of surveillance. 

• Surveillance has two faces; it is enabling and constraining. 

• Surveillance is a fundamental aspect of all societies. 

• Surveillance is necessary for organization. 

• Any kind of systematic information gathering is surveillance. 

In a negative theory, surveillance is a negative concept that is inherently 
linked to information gathering for the purposes of domination, violence, 
and coercion and thereby at the same time accuses such states of society 
and makes political demands for a participatory, cooperative, free society — 
a society where cooperative modes of production and ownership replace 
classes and the exploitation of surplus value and where care and solidarity 
substitute surveillance. 

My personal view is that information is a more general concept than sur- 
veillance and that surveillance is a specific kind of information gathering, 
storage, processing, assessment, and use that involves potential or actual 
harm, coercion, violence, asymmetric power relations, control, manipula- 
tion, domination, or disciplinary power. It is instrumental and a means for 
trying to derive and accumulate benefits for certain groups or individuals 
at the expense of other groups or individuals. Surveillance is based on the 
logic of competition. It tries to bring about or prevent certain behaviours of 
groups or individuals by gathering, storing, processing, diffusing, assessing, 
and using data about humans so that potential or actual physical, ideologi- 
cal, or structural violence can be directed against humans in order to influ- 
ence their behaviour. This influence is brought about by coercive means 
and brings benefits to certain groups at the expense of others. Surveillance 
is in my view therefore never cooperative and solidaristic — it never ben- 
efits all. Nonetheless, there are certainly information processes that aim 
at benefiting all humans. I term such information processes monitoring; it 
involves information processing that aims at care, benefits, solidarity, aid, 
and cooperation, benefits all, and is opposed to surveillance. 

There are a number of problems that neutral surveillance concepts face 
(for a detailed discussion see Fuchs 2010a). 

• A neutral notion of surveillance puts negative and positive aspects 
of surveillance on one categorical level and therefore may trivialize 
repressive information gathering and usage. 
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• Neutral surveillance studies support the ideological celebration and 
normalization of surveillance. 

• A neutral surveillance concept does not allow distinguishing between 
information gathering and surveillance; therefore no distinctions 
between a surveillance society and an information society and between 
surveillance studies and information society studies can be drawn. 

• A dialectic should not be assumed at the categorical level of surveil- 
lance, but at a meta-level that allows to distinguish between surveil- 
lance and solidarity as positive respectively negative side of systematic 
information gathering. 

• Etymologically the term surveillance implies a relationship of asym- 
metrical power, domination, hierarchy, and violence. 

I speak of “neutral” surveillance concepts because identifying potential pos- 
itive meanings of the term “surveillance” neutralizes the critical potential 
of the term for engaging in a fundamental critique of power and domina- 
tion and creates a conceptual confusion and conflationism that is a dis- 
service to a critical theory of society. A fundamental theoretical argument 
underlying my chapter (and implicitly or explicitly also those of some other 
authors in this book, for example: Mark Andrejevic, Marisol Sandoval, 
Thomas Allmer, David Arditi, David Hill, Monika Taddicken, Kent Way- 
land/Roberto Armengol/Deborah Johnson) is therefore that surveillance in 
general and therefore also web 2.0 surveillance and Internet surveillance 
should be used as negative and critical terms, not also as affirmative ones. 

Oscar Gandy argues that an alternative to opt-out solutions of targeted 
advertising are opt-in solutions that are based on the informed consent of 
consumers. When individuals 

wish information or an information-based service, they will seek it out. 
It is not unreasonable to assume that individuals would be the best 
judge of when they are the most interested and therefore most receptive 
to information of a particular kind. Others with information to pro- 
vide ought to assume that, unless requested, no information is desired. 
This would be the positive option. Through a variety of means, indi- 
viduals would provide a positive indication that yes, I want to learn, 
hear, and see more about this subject at this time. Individuals should be 
free to choose when they are ready to enter the market for information. 
(Gandy 1993, 220) 

The value in the positive option is its preservation of the individual’s 
right to choose. (Gandy 1993, 221) 

Culnan and Bies argue that opt-in is a form of procedural justice and a 
fair information practice: “Fair information practices are procedures that 
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provide individuals with control over the disclosure and subsequent use of 
their personal information and govern the interpersonal treatment that con- 
sumers receive” (Culnan and Bies 2003, 330). Bellman et al. (2004) con- 
ducted a survey (N=534 responses from 38 countries) that showed that the 
highest average agreement (6.30, 7-point Likert scale, l=strongly disagree, 
7=strongly agree) was achieved for the statement “web sites should not use 
personal information for any purpose unless it has been authorized by the 
individuals who provide the information”. Seventy-nine per cent of US Inter- 
net users preferred opt-in solutions in 2000 (Pew Internet & American Life 
Project Poll, May 2000). Eighty-five per cent said in 2006 that it is very 
important that they can control who has access to their personal information 
(Pew Internet & American Life Project Poll, December 2006). These results 
show that users consider opt-in strongly desirable and opt-out undesirable. 
Within capitalism, forcing corporations by state laws to implement opt-in 
mechanisms is certainly desirable, but at the same time it is likely that corpo- 
rations will not consent to such policies because opt-in is likely to reduce the 
actual amount of surveilled and commodified user data significantly, which 
results in a drop of advertising profits. “Historically, members of information 
intensive industries have tended to be reactive, rather than pro-active, with 
regard to privacy policy” (Gandy 2003/2007, 296). Therefore capitalist inter- 
ests are likely to naturally oppose the consumer interest of opt-in. Empirical 
studies confirm that given self-regulation, only a small portion of companies 
implements privacy policies that adhere to fair information practices (Fed- 
eral Trade Commission 2000; Ryker et al. 2002). “Businesses have a great 
stake in access to individuals’ personal information and tend to favor policies 
that allow self-regulation of privacy practices in engaging with customers” 
(Starke-Meyerring and Gurak 2007, 301). 

In order to circumvent the large-scale surveillance of consumers, produc- 
ers, and consumer-producers, movements and protests against economic 
surveillance are necessary. Kojin Karatani (2005) argues that consumption 
is the only space in capitalism where workers become subjects that can 
exert pressure by consumption boycotts on capital. I do not think that this 
is correct because strikes also show the subject position of workers, which 
enables them to boycott production, to cause financial harm to capital, and 
to exert pressure in order to voice political demands. However, Karatani in 
my opinion correctly argues that the role of the consumer has been under- 
estimated in Marxist theory and practice. That in the contemporary media 
landscape media consumers become media producers who work and create 
surplus value shows the importance of the role of consumers in contempo- 
rary capitalism and of “the transcritical moment where workers and con- 
sumers intersect” (Karatani 2005, 21). For political strategies this brings up 
the actuality of an associationist movement that is “a transnational associa- 
tion of consumers/workers” (Karatani 2005, 295) that engages in “the class 
struggle against capitalism” of “workers qua consumers or consumers qua 
workers” (Karatani 2005, 294). 
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As our study has shown, many young people seem to be aware of the 
surveillance risks of web 2.0. They possess a critical potential that could 
be transformed into protest and social movement action if it is adequately 
triggered and organized. 

I recommend that critical citizens, critical citizens’ initiatives, consumer 
groups, social movement groups, critical scholars, unions, data protec- 
tion specialists/groups, consumer protection specialists/groups, critical 
politicians, and critical political parties observe closely the relationship 
of surveillance and corporations and document instances where corpo- 
rations and politicians take measures that threaten privacy or increase 
the surveillance of citizens. Such documentation is most effective if it is 
easily accessible to the public. The Internet provides means for document- 
ing such behaviour. It can help to watch the watchers and to raise public 
awareness. In recent years, corporate watch organizations that run online 
watch platforms have emerged. 

Examples for corporate watch organizations are: 

CorpWatch Reporting (http://www.corpwatch.org), 

Transnationale Ethical Rating (http://www.transnationale.org), 

The Corporate Watch Project (http://www.corporatewatch.org), 
Multinational Monitor (http://www.multinationalmonitor.org), 
crocodyl: Collaborative research on corporations 
(http://www.crocodyl.org), 

Endgame Database of Corporate Fines (http://www.endgame.org/ 
corpfines.html), 

Corporate Crime Reporter (http://www.corporatecrimereporter.com), 
Corporate Europe Observatory (http://www.corporateeurope.org), 
Corporate Critic Database (http://www.corporatecritic.org). 

Watchdog organizations and initiatives certainly have limits. They are 
generally civil society projects because big corporations or governments are 
unlikely to support initiatives that criticize corporations and governments 
with big amounts of money. Therefore such projects are frequently based 
on precarious, self-exploitative labour, and are confronted with a lack of 
resources such as money, activists, time, infrastructure, influence, etc. If 
political or economic institutions offer support, then there is a danger that 
they try to influence the activities of such projects, which can severely dam- 
age or limit the autonomy and critical facility of such projects. They seem 
to be trapped in an antagonism between resource precariousness and loss of 
autonomy that is caused by the fact that the control of resources is vital for 
having political influence in contemporary society and that resources in this 
very society are unequally distributed so that corporations and established 
political actors have much more power and influence than other actors. 
Given this situation, it would be a mistake not to try to organize citizens’ 
initiatives, but one should bear in mind that due to the stratified character 
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of capitalism it is more likely that such initiatives will fail and remain unim- 
portant than that they will be successful in achieving their goals. 

There are no easy solutions to the problem of civil rights limitations due 
to electronic surveillance. Opting out of existing advertising options is not 
a solution to the problem of economic and political surveillance. Even if 
users opt out, media corporations will continue to collect and assess cer- 
tain data on them, to sell the users as audience commodity to advertising 
clients, and to give personal data to the police. To try to advance critical 
awareness and to surveil corporate and political surveillers are important 
political moves for guaranteeing civil rights, but they will ultimately fail 
if they do not recognize that electronic surveillance is not a technological 
issue that can be solved by technological means or by different individual 
behaviours, but only by bringing about changes of society. Therefore the 
topic of electronic surveillance should be situated in the context of larger 
societal problems in public discourse. 

Another recommendation is to create non-commercial, non-profit social 
networking platforms on the Internet. It is not impossible to create success- 
ful non-profit Internet platforms, as the example of Wikipedia, which is 
advertising-free, has free access, and is financed by donations, shows. But the 
difficulty is that social networking platforms have to store large amounts of 
data, especially profile data that contain images, videos, etc., which requires 
tremendous server capacities. It is certainly easier and probably more efficient 
to organize such huge data storage endeavours in the form of profit- oriented 
businesses. But this orientation at the same time brings about the risk of 
extended and intensified electronic surveillance. I am not saying that non- 
commercial, non-profit platforms are devoid of this risk, but that there is 
a reduced likelihood that electronic surveillance for economic reasons will 
take place on such platforms and an increased likelihood that such platforms 
will try to protect its users from state surveillance. Within capitalism, it is 
certainly very difficult to try to organize such non-profit online alternatives 
because everything that is non-profit and non-commercial tends to be con- 
fronted by shortages of resources, which makes sustainable performance 
difficult. Trying to organize alternatives might be precarious, difficult, and 
confronted with a high probability of potential failure. But at the same time 
it might be the only constructive alternative to corporate control and corpo- 
rate concentration processes in the Internet economy that tend to reinforce 
processes of economic and political electronic surveillance. 

An example for an alternative social networking site is kaioo. It is oper- 
ated by the Open Networx Initiative, a public trust created in 2007. The 
users of kaioo can discuss and edit the terms of use and privacy terms in a 
wiki. Kaioo is advertising-free and non-profit. The most well-known alter- 
native social networking site project is Diaspora, which tries to develop an 
open source alternative to Facebook. Diaspora defines itself as “privacy- 
aware, personally controlled, do-it-all, open source social (http://www. 
joindisaspora.com, accessed on November 11, 2010). 
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An alternative Internet and alternative Internet platforms could provide the 
foundation for forms of online communication that are not based on economic 
surveillance. Slavoj Zizek argues in this context that “the digitalization of our 
daily lives, in effect, makes possible a Big Brother control in comparison with 
which the old Communist secret police supervision cannot but look like primi- 
tive child’s play. Here, therefore, more than ever, one should insist that the 
proper answer to this threat is not retreat into islands of privacy, but an ever 
stronger socialization of cyberspace” (Zizek 2001, 256). A commons-based 
Internet requires a commons-oriented society (Fuchs 2011, chapters 8 and 9). 
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NOTES 

1. Reuters: Facebook ’09 revenue neared $800 million, http://www.reuters. 
com/article/idUSTRE65H01W20100618 (accessed on 09-10-2010). 

2. Times, October 20, 2008, http://business.timesonline.co.uk/tol/business/ 
industry_sectors/technology/article4974197.ece (accessed on ???). 

3. Data: Google SEC Filing Proxy Statements 2008. Number of worldwide 
Internet users: 1,596,270,108 (internetworldstats.com, August 14, 2009). 

3-month average number of worldwide Google users (alexa.com, August 
14, 2009): 32.671% of worldwide Internet users (520 million users). 

3-month average number of worldwide YouTube users (alexa.com, August 
14, 2009): 18.983% (303 million users). 

3-month average number of worldwide Blogger/Blogspot users: (alexa. 
com, August 14, 2009): 8.869% (142 million users). 
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3 Exploitation in the Data Mine 

Mark Andrejevic 


3.1. INTRODUCTION: 

HOW “ANYTHING” CAN BE PREDICTED 

A recent article in the journal Science sifted through three months of call 
records for 50,000 mobile phone users to answer the question: “to what 
degree are individual human actions predictable?” (Song et al. 2010). More 
specifically, the authors sifted through location tracking data collected by 
an unnamed (presumably US) mobile phone operator to track the users’ 
time-space paths. The article concluded, based on its consideration of the 
large database, “that there is a potential 93% average predictability in user 
mobility, an exceptionally high value rooted in the inherent regularity of 
human behavior” (Song et al. 2010, 1018). Even more surprisingly, accord- 
ing to the authors, predictability did not vary greatly across groups sorted 
by their level of mobility: the highly mobile group was almost as predictable 
as more stationary groups. The study predicted the level of mobility — not 
actual location (for which 93% would have been a strikingly high number), 
but the authors anticipated this might be the next step: “Although making 
explicit predictions on user whereabouts is beyond our goals here, appro- 
priate data-mining algorithms [ . . . ] could turn the predictability identified 
in our study into actual mobility predictions” (1021). The authors conclude 
that their findings indicate that “the development of accurate predictive 
models is a scientifically grounded possibility, with potential impact on our 
well-being and public health” (1021). 

The fact that this kind of research has become the province of a premier 
science journal indicates the important role that the mathematics and the- 
ory behind what marketers call “predictive analytics” plays in the digital 
era. The management, sorting, and mining of huge amounts of information 
are to the information age what the physics of ballistics was to the space 
race. The Encyclopedia of Artificial Intelligence (Wang, Chen, and Yao 
2009) describes predictive analytics as “one of the major future trends for 
data mining [ . . . J They hope to forecast based on the contents of the data 
[ . . . ] With predictive analytics you have the program scour the data and 
try to form, or help form, new hypotheses itself” (421). The best-selling 
author and Yale Law School professor Ian Ayres provided a more popular 
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gloss on data mining in Super Crunchers: How Anything Can be Predicted, 
when he observed that “Super Crunching will predict what you will want 
and what you will do” (Ayres 2007, 44). 

Prediction is the data-fuelled fantasy of interactive marketing, and is at 
stake in techniques with names like “cluster analysis”, “biological response 
analysis”, “collaborative filtering”, and “sentiment analysis”. What all of 
these have in common is their reliance on the capture of large amounts of 
detailed data about people, products, and their various attributes. Taken 
to the limit, prediction relies upon increasingly comprehensive forms of 
commercial monitoring. We have reached the point by now that concerns 
about commercial surveillance have become a recurring theme in both the 
academic and the popular literature on the emerging surveillance society. 
In particular there are developed critiques of the threat to privacy (for 
example: Rosen 2000; Solove 2006), the pathologies of social sorting (see 
for example: Gandy 2006; Lyon 2007), and the lack of accountability and 
transparency in commercial monitoring (Andrejevic 2007). 


3.2. EXPLOITATION 2.0 

This article focuses on the relationship between surveillance and economic 
exploitation as a means clarifying the assumptions that undergird both the 
development of new commercial models and their critique. In particular, 
I am thinking of Adam Arvidsson’s account of the forms of quantitative 
and qualitative exploitation that characterize what he describes as “the 
branding of life” (Arvidsson 2005, 251) associated with the “immaterial 
labour” of consumers. He borrows his analysis of immaterial labour from 
Lazzarato, who describes it as the “activity that produces the ‘cultural 
content’ of the commodity”, noting that it “involves a series of activities 
that are not normally recognized as ‘work’ — in other words, the kinds of 
activities involved in defining and fixing cultural and artistic standards, 
fashions, tastes, consumer norms, and, more strategically, public opinion” 
(Lazzarato 1996, 137). Such labour corresponds to what Michael Hardt 
(also following Lazzarato) describes as an “affective” form of immaterial 
labour: “the production and manipulation of affects”, which “requires (vir- 
tual or actual) human contact and proximity” (Hardt 1999, 93). 

Zwick, Bonsu, and Darmody (2008) also have recourse to the critique 
of exploitation in their perceptive discussion of the much-hyped marketing 
paradigm of consumer co-creation (the reliance of producers on consumer 
participation to help build and communicate brand image) as a form of 
governance. They argue that the economic success of sites that rely on vari- 
ous forms of user-generated content (including Lacebook, MySpace, and 
Second Life) “expropriate the cultural labour of the masses and convert it 
into monetary value: each in their own specific way, but all according to the 
same general logic” (Zwick, Bonsu and Darmody 2008, 180). 
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The notion of exploitation is a recurring refrain in theoretical approaches 
that inform recent critical work on the capture of user productivity in a 
variety of contexts. As Hardt (1999) puts it, “in those networks of culture 
and communication, collective subjectivities are produced and sociality is 
produced — even if those subjectivities and that sociality are directly exploit- 
able by capital” (Hardt 1999, 93). In her discussion of the “free labour” 
provided by chat-room moderators in exchange for access to online ser- 
vices, Terranova (2000) notes that such productive activities can, in some 
contexts, be described as both voluntary and subject to exploitation: “Free 
labour is the moment where this knowledgeable consumption of culture is 
translated into productive activities that are pleasurably embraced and at 
the same time often shamelessly exploited” (Terranova 2000, 37). 

There is in short, much talk of exploitation, but less elaboration of what 
the term might mean in shifting contexts of labour. The invocation of some 
notion of exploitation is compelling for a number of reasons including the 
fact that a critique of privacy invasion does not do justice to the productive 
character of consumer surveillance. The prospect that advertising might 
become more effective because it will be able to predict human behaviour 
with a high degree of reliability and thereby to manage the populace more 
efficiently in accordance with commercial imperatives is disturbing in a 
different way from privacy concerns. There is more at stake in such forms 
of surveillance than profit: specifically the prospect that consumers will be 
put to work marketing to themselves, and, through this extra work, gener- 
ate a customized product for which they are required to pay a premium. 
As Zwick, Bonsu, and Darmody put it: “consumers are asked to pay for 
the surplus extracted from their own work” (Zwick, Bonsu, and Darmody 
2008, 186). Also at stake are issues of power and control, because data 
in the hands of some promise to provide them with predictive power over 
others. We need ways of critiquing the promises of control and profit that 
haunt the imagination of interactive marketers. The concept of exploitation 
could be a good starting point, but it needs to be clarified and updated for 
the emerging interactive economy. 

One of the dangers of mobilizing the notion of exploitation in online 
contexts is that it takes a critical concept traditionally associated with 
industrial labour’s sweatshop conditions and transposes it into a realm of 
relative affluence and prosperity — that is, those with the time and access to 
participate in online activities. For good reason, it is harder to get worked 
up about the “exploitative” conditions of user-generated content sites than 
about the depredations of sweatshop labour and workforce exploitation. In 
the case of user-generated content, for example, we are talking in many cases 
about reasonably well-off consumers engaging in what might be described 
as optional activities: you don’t have to join Facebook, Twitter, get a Gmail 
account, or shop online. Even as the distinction between consumer and 
producer, by many accounts, starts to blur, it is, at times, resuscitated for 
the purposes of dismissing labour-oriented critiques of consumer activity. 
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However, to the extent that we are going to take the notion of con- 
sumer productivity seriously, it is worth considering the applicability of 
critiques of exploitation to the online economy. If consumers are generating 
value, we can interrogate the conditions that structure who is compelled 
to surrender the economic value generated by their activity and who ben- 
efits. Such critiques do more than simply attempt to align consumer (or 
“prosumer”) exploitation with worker exploitation; they also and perhaps 
more importantly highlight the implications of platform commercializa- 
tion for the social and political role played by digital media technologies. 
To speak of consumer exploitation is, in other words, to invoke a strategy 
for critiquing the emerging online economy against the background of the 
promise of consumer empowerment and democratization that have accom- 
panied its development. It is also to anticipate potential consequences of the 
migration of forms of sociability and communication onto a commercially 
supported platform. By way of comparison, to raise concerns about the 
commercial model for the development of broadcasting in the US was not 
just to interrogate the impact of commercials upon viewers, but to evaluate 
the ways in which a reliance on sponsorship and, eventually, spot advertis- 
ing, came to structure the medium itself and the kind of stories, news, and 
entertainment it provided. A similar range of questions needs to be asked 
about the consequences of the emerging commercial model for the Inter- 
net and related interactive platforms: a model that relies upon increasingly 
comprehensive monitoring of the populace for the purposes of predicting 
and managing consumption. 

It is important to make explicit the wager of the emerging online com- 
mercial economy: that comprehensive monitoring will give marketers greater 
influence over consumers. Reasonable people may disagree over whether 
such strategies will work, but there is no doubt that they are at the core of 
the economic model upon which web 2.0 services and platforms are being 
constructed. That the business literature is hyping the model and businesses 
are staking billions of dollars in building the databases and developing the 
hardware and software for storing and sorting data may not mean that the 
model will work, but that it is worth considering the consequences. In other 
words, we are increasingly coming to rely on services and communication 
infrastructure that rely on the effectiveness of targeted marketing, data min- 
ing, and predictive analytics. For the purposes of these marketing strategies, 
more monitoring is better. As one news account put it: “By analyzing or 
‘mining’ large amounts of data, including credit reports, shopping habits, 
household demographics and real estate records, companies can determine 
customers who are most likely to buy a product, pay their bills on time, or 
respond to a marketing campaign. The more data that are gathered and the 
more powerful the statistical tools that are applied to that information, the 
more accurate the results” (StarTribune.com 2009). The wager that data- 
driven marketing will be profitable enough to offset the costs of data collec- 
tion, storage, and sorting, may, in the end, turn out to be a losing one, but if 
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it is, we should understand that we are staking the future of one of the most 
important communication media of our era upon it. 


3.3. PREDICTIVE ANALYTICS IN THE INTERACTIVE ECONOMY 

The way prediction is used in the marketing industry imagines the pos- 
sibility of managing marketing conditions to induce desired behaviour by 
determining which conditions lead to certain behaviours and then creating 
them. Thus, predictive analytics relies not merely on describing existing 
conditions, but on generating ongoing, large-scale experiments for study- 
ing consumer behaviour. As Ayres (2007) puts it: “Academics have been 
running randomized experiments inside and outside of medicine for years. 
But the big change is that businesses are relying on them to reshape cor- 
porate strategy” (Ayres 2007, 31). Digital interactive environments lend 
themselves to such experimentation insofar as they make it possible to vary 
marketing strategies and then to capture the results of this variation in 
controlled ways. Predictive analytics work to discover which strategies are 
most likely to result in the desired response and then to vary the commer- 
cially supported interactive environment accordingly. 

This process might be described as a technique for triggering latent 
demand — a description that implies consumers are only doing what they 
would have done anyway, with the added qualification that, after all, the 
choice they are making is a free one. It is not clear, however, what exactly 
latency means in contexts in which consumers are systematically exposed 
to environments designed to influence their behaviour — nor is it clear that 
the existence of particular dispositions negates marketing strategies for 
behaviour management and control. If I have certain anxieties and desires 
that are triggered and enhanced by custom-targeted forms of marketing 
that result in a response anticipated by marketers, it seems misleading to 
say that my behaviour has not been subject to deliberate forms of manage- 
ment and control. In this respect, the ability to collect and analyze large 
amounts of data in order to influence consumer behaviour might be consid- 
ered a form of power. 

This is certainly the way in which marketers and their adjuncts talk 
about the potential of monitoring-based marketing strategies. Ayres, for 
example, notes the asymmetry of control over data relied upon by what he 
calls “super crunching” large amounts of data: “Tera mining sometimes 
gives businesses a decided advantage over their consumers [ . . . J the com- 
panies not only know the generalized probability of some behaviour, they 
can make incredibly accurate predictions about how individual consumers 
are going to behave” (Ayres 2007, 32f). He goes on to quote the opening 
lines of the 139 th Psalm: “You have searched me and you know me. You 
know when I sit and when I rise; you perceive my thoughts from afar” 
(Ayres 2007, 32f). The comparison is telling — it locates the marketers in the 
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position of an omniscient power, a resuscitated “big Other”, upon whom 
our smallest actions register and who knows us better than we know our- 
selves: “because of Super Crunching, firms sometimes may be able to make 
more accurate predictions about how you’ll behave than you could ever 
make yourself” (Ayres 2007, 33). 


3.4. UPGRADING CRITIQUES OF 
EXPLOITATION FOR THE DIGITAL ERA 

If these characterizations of the power of data mining have some modi- 
cum of truth, the marketing strategies it underwrites might be described as 
manipulation or control, but it takes a few more steps to get to the notion 
of exploitation. Control and manipulation raise concerns of their own. If 
indeed data might enable the power of prediction, the concentration of this 
power in the hands of marketers runs counter to the democratizing promise 
of the Internet. New media technologies may help level the playing field in 
some respects by widening access to the means of creating and distributing 
a range of cultural and informational products, but they also create new 
asymmetries. Google may know a lot about users’ patterns of browsing, 
emailing, and eventually mobility, but users know very little about what 
information is collected about them and how it is being put to use. 

Thus, the migration of a wide range of social, professional, and personal 
communication activity onto private, commercially supported platforms 
raises new questions of accountability: what level of disclosure about the 
collection and use of personal information is compatible with democratic 
values? What types of control should be placed on the use of personal infor- 
mation? Are there details of our personal lives, our medical histories, our 
personal tastes and behaviours that should be off limits to marketers, and 
where might we draw the line? These are important questions to ask in 
light of the commercialization of the Internet — questions that societies long 
focused primarily on public-sector rather than private-sector accountabil- 
ity need to find ways of answering. 

The critique of exploitation provides one approach to such questions, 
at least to the extent that they touch upon economic issues. The notion of 
exploitation is, in many recent accounts of online exploitation, a relatively 
under-examined one. In some instances the term exploitation is used sim- 
ply to describe a situation in which one party benefits from the activity of 
another. This seems a bit broad, insofar as it would allow us to describe 
forms of open-source collaboration or co-creation such as Wikipedia and 
other open source initiatives as inherently exploitative, which would vio- 
late any meaningful critical sense of the term. Nor is exploitation reducible 
to subjective feelings of exploitation (or the lack thereof) — although these 
certainly may indicate the presence of exploitation. 
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Because the versions of the critique of exploitation that concern this 
paper trace their provenance to Marx’s critique of capitalism, it is worth 
exploring the core elements of this critique. Holmstrom offers a concise 
summary of a Marxist conception of exploitation: “The profits of capital- 
ists, then, according to Marx’s theory, are generated by surplus, unpaid 
and forced labour, the product of which the producers do not control” 
(Holmstrom 1997, 80). Central to a Marxist account is the notion that 
coercion is embedded in the relations that structure so-called free choices. 
As Holmstrom puts it: “Persons who have no access to the means of pro- 
duction other than their own capacity to labour do not need to be forced to 
work by chains and laws” (Holmstrom 1997, 79) — those are used to ensure 
that they cannot gain control of resources other than their labour power. 
The presence of background forms of coercion lurking in what appear to 
be free choices or exchanges is true not just for industrial wage labour, but 
also for unwaged domestic labour. Coercion, according to such accounts, 
is inscribed in the social relations themselves. 

The further point to be made is that exploitation is not simply about profit, 
but also alienation. As Holmstrom puts it: “what workers really sell to the 
capitalists, according to Marx, is not labour, but the capacity to labour or 
labour power, which capitalists then use as they wish for the day” (Holm- 
strom 1997, 79). In selling this capacity, workers relinquish control over their 
own productive activity — what Marx (1844) also describes as the form of 
conscious control that distinguishes “species-being” from unreflective life. 
Alienation takes place not just in the surrender of conscious control over pro- 
ductive activity but also, consequently, in its product. It is a formulation that 
draws from the description of exploitation in the 1844 manuscripts, where 
Marx forcefully elaborates the wages of estranged labour: “The worker 
places his life in the object; but now it no longer belongs to him, but to the 
object. [ . . . J What the product of his labour is, he is not. Therefore, the 
greater this product, the less is he himself” (Marx 1844, 27). 

Exploitation is not simply about a loss of monetary value, but also a 
diminishment of one’s humanity and a loss of control over one’s produc- 
tive and creative activity. As Marx, quoting Hegel, puts it in Volume I of 
Capital: “But by the alienation of all my labour-time and the whole of my 
work, I should be converting the substance itself, in other words, my gen- 
eral activity and reality, my person, into the property of another” (Marx 
1867, 115). The economic aspect of exploitation — the loss of control over 
the value generated by surplus labour — helps reproduce the forms of scar- 
city that compel surrender of control over one’s labour power. In the end, 
exploitation is evil, as Holmstrom puts it: “because it involves force and 
domination in manifold ways and because it deprives workers of control 
that should be theirs” (Holmstrom 1997, 88). This overtly humanist for- 
mulation, it is worth nothing, is perhaps not so distant from posthumanist 
inflected accounts such as Smith’s (2007) conception of an imminent ethics, 
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which is opposed to “anything that separates a mode of existence from its 
power of acting” (Smith 2007, 68). 

It is also worth noting that the empowering promise of the Internet is 
based, in large part, on an implicit invocation of this notion of exploitation, 
insofar as it envisions the prospect of overcoming the alienation of control 
over productive activity. This implied critique of alienation lies at the heart 
of the celebration of the de-differentiation of consumer and producer, of 
audience and performer, reader and author, and so on. Such transforma- 
tions are not to be dismissed out of hand, even if they do refer only to that 
subset of the population with access to the skills, technology, and resources 
for using the Internet and related digital technologies. As is frequently 
pointed out, however, these transformations require a reworking and a 
revisiting of the critique of exploitation: industrial-age critiques need to be 
updated for the digital era. The following section explores two attempts to 
develop a Marxist-inflected critique of exploitation for the digital era and 
explores their relation to Homstrom’s account of alienation. Both accounts 
could benefit from further clarification that takes into account the produc- 
tive and, I will argue, alienating role of surveillance in the development of 
interactive marketing. 

3.4.1. Consumer Exploitation 

Taking seriously the notion that interactive technologies facilitate 
enhanced user productivity — that at least in some contexts they reconfig- 
ure the (vexed) distinction between production and consumption — means 
considering how a critique of worker exploitation might apply to the 
reconfigured realm formerly known as consumption. Zwick, Bonsu, and 
Darmody’s critique of consumer “co-creation” outlines the double dimen- 
sion of online exploitation: “First, consumers are not generally paid for the 
know-how, enthusiasm, and social cooperation [ . . . J that they contribute 
to the manufacturing process of marketable commodities. Second, custom- 
ers typically pay what the marketing profession calls a ‘price premium’ 
for the fruits of their own labour” (Zwick, Bonsu, and Darmody 2008, 
180). The formulation here is concrete: if someone else realizes a financial 
profit from one’s efforts, and this capture of value is enabled by relations 
of control and ownership of productive resources, then exploitation is at 
work. This formula is applied to two distinct forms of interactive par- 
ticipation or user “co-creation” — the model whereby sites like Facebook 
provide a commercial platform for user-generated activity, and the process 
of mass customization, whereby users participate in creating a customized 
product such as a personalized pair of running shoes that they then pur- 
chase for a premium. In the former case, profits are captured indirectly, via 
advertising; in the latter they are captured directly via purchase. In both 
cases, however, this approach focuses upon what might be described as 
intentional user-generated content: the conscious creative activity of users, 
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whether in the form of Facebook posts or design modifications and speci- 
fications. In both cases the site’s owners profit from the activity of users — 
and although the users may get some benefit, they are not, by definition, 
compensated according to their contribution (at least not in the case where 
a profit is realized). This model aligns itself with Fuchs’s (2010) account of 
the exploitation of the labour of so-called “prosumers” — interactive users 
whose activities help generate value for those who own and control the 
platforms and applications they use. Fuchs updates the notion of the audi- 
ence commodity (derived from Smythe 1981) — formerly considered to be 
something assembled and put to work by media producers — as self-gen- 
erating: “The difference between the audience commodity in traditional 
mass media and on the Internet is that in the latter case the user are also 
content producers” (192). As Fuchs (2010) points out, mere access to inter- 
active platforms does not amount to shared control: “The category of the 
produsage/prosumer commodity does not signify a democratization of the 
media toward a participatory or democratic system, but the total com- 
modification of human creativity” (192). 

Although all of these approaches to exploitation share a related set of 
concerns — and all of them align neatly with the critical orientation of this 
chapter — a number of questions arise regarding this updated conception 
of exploitation, including: where might we locate coercion, and, in related 
terms, can a notion of alienation remain operative in these contexts? The 
presumed benefit of interactivity in both cases is to overcome alienation. 
The promise of sites like YouTube and Facebook as well as forms of mass 
customization is precisely that we recognize the results of our productive 
activity as our own. The fact that consumers are willing to pay a premium 
for a customized commodity both attests to the persistence of alienation 
(we pay more, at least in part, to overcome the sense of an anonymous, 
impersonal, alienated product) and gestures towards its overcoming. In 
both the case of interactive customization and that of Facebook (as well 
as other user-generated-content sites), users retain control over their pro- 
ductivity, and they do so in the absence of compulsion. Because this labour 
is free, it does not provide a livelihood — participation is not the result of 
practical forms of compulsion. 

Right away, however, we might want to start making some distinctions. 
In many examples of customization, the user’s contribution is relatively 
minor; the actual products are manufactured elsewhere, very possibly 
under sweatshop conditions that lend themselves to the standard critique 
of exploitation. Mass customization sites that allow users to design their 
own sneakers or purchase custom-tailored jeans provide industrial forms 
of exploitation with a veneer of participation. For Zwick et al. (2008), even 
participatory consumers are subject to exploitation in the sense that they do 
not realize the full value that they have added to the commodity via their 
participation. That is, they have engaged in value-generating activity, some 
of which has contributed to the creation of value they do not control. 
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In the case of user-generated-content, Pasquinelli (2010), following Ver- 
cellone (2010), has argued that a more suitable model for exploitation is 
that of rent. In the digital era, the capture of a productive commons of 
“cognitive capitalism” — whether in the form of resources for collabora- 
tion or the assertion of intellectual property rights, serves as the basis for 
extracting value from user activity. Thus Pasquinelli argues that Google, 
for example, “can be described as a global rentier that is exploiting the new 
lands of the Internet” (2010, 1). The vaunted Google algorithm generates 
value by building upon the work done by users as they roam the Internet, 
creating links to web pages. The invocation of the model of land rent, how- 
ever, raises the question, once again, of coercion. Absent the imperative 
to, say, earn one’s livelihood by using Google, the model whereby rent and 
profit merge ends up with a somewhat thinner conception of exploitation. 

3.4.2. The Role of Coercion 

Alternatively, we might develop a more complex notion of exploitation, in 
which, for example, coercion could be discerned not directly in the con- 
sumer relationship (there is no direct compulsion to purchase a customized 
item or to use a commercial website that collects information about user 
activity), but in the background labour relations that lead consumers to 
attempt to overcome alienation in the realm of consumption. Similarly, we 
might argue that alienation persists in the very misrecognition of the prod- 
uct of sweatshop labour (the customized Nike running shoe for example) 
as a form of consumer self-expression. The modicum of consumer control 
serves as an alibi for a process that remains fundamentally about the appro- 
priation of wage labour. These are perhaps plausible, if not particularly 
galvanizing arguments, and perhaps rightly deflect our concerns back to 
more traditional forms of exploitation: the sweatshops. 

User-generated content sites make a stronger case for overcoming alien- 
ation, insofar as user contributions are, in many cases, more compelling 
examples of creativity than merely picking from among a number of cus- 
tomization options. Even though value is realized from these contribu- 
tions, the use of such sites does not entail relinquishing control over certain 
aspects of one’s creative activity. The case for alienation, at first glance, 
seems weak, whereas the case for coercion relies on taking seriously the 
notion that productive activity, in the digital era, comes to rely increas- 
ingly on access to networked resources for communication, distribution, 
and collaboration. As Arvidsson puts it: “the post-Fordist production pro- 
cess directly exploits the communitarian dimension of social life” (Arvids- 
son 2005, 241). As a perhaps crude example of this process, consider the 
example of a Facebook application developed by the “software-as-service” 
company Appirio that allows employers access to employees’ social net- 
works. The application proposes to 
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increase the size of a company’s ‘virtual account team’ by leveraging 
relationships that employees might already have to approach strategic 
accounts or build customer relationships [ . . . J The employee can see if 
a friend has become a lead, bought a product, attended an event [ . . . J 
etc. If the employee chooses they can contact their friend through Fa- 
cebook to make a connection and ultimately help contribute to their 
company’s bottom line (and maybe even their own bonus!). (Market 
Wire 2009) 

The application links data from the social networks of individual employ- 
ees to a proprietary consumer relationship marketing database in order to 
“track leads, make follow-up offers, and report on campaign success to see 
how their viral campaigns stack up to other marketing programs” (Market 
Wire 2009). 

If the increasingly precarious conditions of certain types of labour in a 
flexible and volatile marketplace require the development of social network- 
ing resources by employees, and if forms of so-called immaterial labour 
similarly rely on networking and communication technologies, companies 
like Appirio provide ways for employers to capture some of the productivity 
of these networks. Perhaps, in the not-too-distant future, it may become the 
case that social networking services become crucial productive resources 
for certain types of jobs. To the extent that this becomes the case, a stronger 
case can be made for background forms of coercion that structure access 
to other privately controlled productive resources. If we need access to such 
services to earn our living — if employers require the creation and exploita- 
tion of such networks — and if access is privately controlled, then the stan- 
dard critique becomes operative. Whether construed as rent or profit, the 
value captured relies upon the privatization of productive resources associ- 
ated with the information economy. In such instances we can make a case 
for both coercion and unpaid productive activity, but not alienation — again 
a somewhat thinner conception of exploitation. It is not, however, hard 
to see how these forms of coercion might, in the end, beget alienation. 
Consider the example of Appirio’s Facebook application: when employers 
start to view workers’ social network as exploitable productive resources, 
the incentive emerges to develop “high value” networks — as defined by the 
employers’ imperatives. Networks that once reflected a certain degree of 
autonomy become subject to the control and imperatives of employers. 

Arvidsson (2005) supplements this account with a somewhat more 
abstract analysis of exploitation in his critique of branding in the post- 
Fordist era. In an argument that fits neatly with that of Zwick et al. (2008), 
he argues that all brands might be considered “co-creations” insofar as 
they come increasingly to rely on the immaterial labour of consumers. A 
brand, he argues, is based, in part, on “values, commitments, and forms of 
community sustained by consumers” (Arvidsson 2005, 236). Brands can 
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thus be understood as a way of capturing this activity for commercial pur- 
poses. In this respect they colonize consumer time and channel the creative 
potential of the immaterial labour of consumers. He describes this as the 
“branding of life” (Arvidsson 2005, 251). The result, he argues, is both 
a quantitative form of exploitation — the “absorption” of “the free time 
of consumers” — and a qualitative one: “making the productive sociality 
of consumers evolve on the premises of brands” (Arvidsson 2005, 251). 
This sounds like a form of alienation — the capture of collective produc- 
tive activity by commercial imperatives. However, Arvidsson’s account 
does not explore the mechanism whereby this capture and absorption takes 
place. How might we explain the apparently compelling power of brands 
to capture, channel, and “filter” consumer activity in accordance with the 
imperatives of brand managers and owners? Does a brand exert forms of 
coercions upon consumers? There may be something coercive in this pro- 
cess, but it would require more explication to unearth it. 


3.5. PRIVATIZING THE PLATFORM 

A discussion of so-called immaterial labour needs to be complemented with 
a consideration of the material resources that facilitate it. Social network- 
ing, always-on communication, and access to the information “commons” 
depend, increasingly, on commercially supported applications and a priva- 
tized, commercial infrastructure. If, on the one hand, it seems fair to say 
that interactive media technologies facilitate new forms of collaboration 
and communication as well as the enhanced ability to access and share 
information rapidly at a distance, they also represent the next stage of the 
colonization of social life by commerce and marketing. We might think of 
this as the virtual world equivalent of the replacement of the downtown city 
centre by the shopping mall, and the consequent privatization and commer- 
cialization of social (no longer really “public”) space. Our electronic mail, 
our mobile phone applications, and our social networks will all pepper us 
with advertising appeals of one kind or another as we go about the course 
of our wired lives. This is not the result of some autonomous power of “the 
brand” — it is a consequence of the commercial system that we are creating 
to support the rapidly growing digital communication infrastructure. 

This system is the result of quite concrete, material choices: the decision 
to privatize the backbone and Internet service delivery and to rely on com- 
mercially supported platforms for a range of communication, networking, 
and information services. The online world thus becomes one where our 
libraries (in the form of Google books, for example), our directories, and 
our e-mail services become advertising saturated. As of this writing, even 
Twitter has developed a system to insert relevant ads in the results when 
users search the feeds. The next “logical” step, according to one commen- 
tator, would be to allow “users to sign up to have, say, every 10 th post be 
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an ad placed through Twitter. That ad is related to something the user is 
talking about (an ad for a nearby restaurant if a user is talking about a 
neighbourhood), or simply a branded ad placed because the advertiser likes 
a particular Twitterer’s audience” (Singel 2010). 

So if we wanted to make a case for Arvidsson’s claim that brands come 
to colonize our social lives, we would want to take a close look at the way 
in which we are financing new platforms for social life, communication, 
and information sharing. The commercial infrastructure is by no means a 
“natural” or inevitable one, as evidenced by the history of the Internet. If 
it is the case that brands are gaining visibility and marketers are capturing 
and putting to work the fruit of our online activity, it is the result of our 
reliance upon the commercial sector to provide the infrastructure for our 
online communicative, informational, and social lives. There is a striking 
tendency in contemporary academic and popular accounts of the emerg- 
ing digital economy to overlook the political economy of the platform. We 
often talk about “the web” and the networks that support it as unchanging 
constants — a taken-for-granted and largely neutral infrastructure. In fact, 
the Internet is a fast-changing and increasingly privatized infrastructure 
that may look as different in the next twenty years as it did twenty years 
ago. The affordances of the Internet and the services that run on it change 
in accordance with the priorities of those who control this infrastructure, 
and what is taken for granted one day, such as so-called “net-neutrality” 
may well disappear the next. The same goes for platforms like Facebook, 
which are constantly tweaked by their private owners to maximize rev- 
enues and increase data collection. The flexibility of the virtual environ- 
ment makes the privatization of cyberspace more malleable than that of 
physical space: as aspects of users’ professional and social lives migrate 
onto networked, commercial platforms, these platforms continue to adjust 
to reflect not just technological developments, but also changing economic 
models. Facebook, for example, continues to tweak its functionality not 
just to encourage more users to use it more often, but also to continually 
modify its privacy policy in ways that facilitate the development of its com- 
mercial model. Control over the platform and the applications that run on 
it, in other words, might help explain how the work of “channelling” user 
activity to profitable ends described by Arvidsson (2005) takes place. 

Arvidsson critiques the process of “brand management” for “pushing 
this production of an ethical surplus [by which he refers to social bonds and 
shared meanings produced by networked sociability] to the artificial pla- 
teau of the brand, and hence depriving it of its real potentiality” (Arvids- 
son 2005, 252). Once again, an account of how this “pushing” takes place 
needs to be elaborated — how do brands coerce us? If they seduce us, does 
that count? The question really is to what extent a compelling account of 
the way in which force is embedded in relations of seemingly free exchange 
at the level of consumption can be developed. For Arvidsson, the result of 
exploitation via branding is an undermining of the very forms of sociability 
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that are captured and put to work: “It comes to work against the pro- 
ductive potential of the social, on which it ultimately builds” (Arvidsson 
2005, 252). This is a critique of alienation — a loss of control over the pro- 
cess and product of shared productive activity. Perhaps such a critique is 
more appropriately directed towards the underlying structure that shapes 
the imperatives and facilitates the practice of brand management — that is, 
toward the galloping commercialization of the resources and utilities for 
networked communication. 


3.6. USER-GENERATED VALUE 

The decision to privatize the Internet’s infrastructure, and, in many cases, 
to rely upon the commercial sector for the provision of online utilities 
including e-mail, search engines, document storage, and so on, might be 
described as a form of enclosure of the digital commons: the separation 
of crucial productive resources in the digital era from a new generation of 
productive consumers. In this respect, the notion of exploitation remains 
relevant to a critique of the online economy and, in particular, to our reli- 
ance upon these for-profit utilities that are becoming increasingly indispens- 
able for forms of online work, collaboration, and socializing. However, an 
account of exploitation needs to be updated to take into account, on the one 
hand, the possibility of generating economic value from user participation 
without apparent alienation and, on the other, to critique what Arvidsson 
(2005) describes as a kind of alienation without payment: the channelling 
of productive activity beyond the confines of the workplace and the wage 
labour contract. One way to approach such an account is to consider the 
way in which user activity is redoubled on commercial platforms in the 
form of productive information about user activity. 

What makes commercial platforms like Google and Facebook profit- 
able is not just that they can draw an audience, and not just that they can 
benefit from user activity (including that of constructing links and posting 
content), but that they can capture detailed information about audience 
activity. Monitoring becomes an integral component of the online value 
chain both for sites that rely upon direct payment and for user-generated 
content sites that rely upon indirect payment (advertising). From a commer- 
cial perspective, we can view every action that takes place online, whether 
a purchase or an online post, as a reflexively redoubled one. Acts of pro- 
duction and consumption both become, in this regard, productive, insofar 
as they generate information commodities. This redoubling links online 
productivity with the valorisation process: information about user activity 
becomes an input into the marketing and production processes. 

It is at this level that we might attempt to reintroduce a critique of exploi- 
tation and consider whether the activity that produces this information is 
unpaid, coerced, and alienated. Insofar as the information can generate 
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a surplus, it is by definition not compensated according to its value. An 
account of coercion would have to enlist a systemic understanding that 
locates coercion in the social relations that structure access. If we take seri- 
ously the notion that online forms of interaction and socializing can double 
as productive immaterial labour, we might describe the infrastructures 
that support them as productive resources, access to which is structured by 
those who own and control the resources. Coercion is then embedded in 
the process whereby private ownership is asserted and reproduced. In the 
digital context, we can perhaps see this most palpably in the realm of intel- 
lectual property; however a critical account discerns it in the background 
of private ownership and control of the platforms that are becoming inte- 
gral to social forms of production. 

This is perhaps not a particularly compelling account in an era in which 
private control over Internet resources has been naturalized. Maybe a more 
convincing account of coercion can be made indirectly via the notion of 
alienation. Here, the notion of redoubling usefully highlights the difference 
between the intentional aspect of user-generated content and its estranged 
or alienated aspect. In this regard, we might talk about the “dual” charac- 
ter of networked activity: the conscious action and the captured informa- 
tion. In the mobile phone research on mobility described at the start of this 
chapter, every call made by a user also generated a data point: informa- 
tion about the user’s time-space location (not to mention information about 
who was called and for how long). We might make an analogy here with 
other forms of user activity: an intentional action such as a purchase, the 
posting of a photo online, a comment on a Facebook page or a Tweet gener- 
ates additional unintentional information: data about user behaviour cap- 
tured by the (commercial) platform. Users have little choice over whether 
this data is generated and little say in how it is used: in this sense we might 
describe the generation and use of this data as the alienated or estranged 
dimension of their activity. To the extent that this information can be used 
to predict and influence user behaviour it is an activity that returns to the 
users in an unrecognizable form, turned back upon them as a means of 
fulfilling the imperatives of others. Estrangement, or alienation, in Marx’s 
account, occurs when our own activity appears as something turned back 
against us as, “an alien power” (Marx 1884/2009). 


3.7. CONCLUSION: DIGITAL ALIENATION 

The alienated world envisioned by interactive marketers is one in which 
all of our actions (and the ways in which they are aggregated and sorted) 
are systematically turned back upon us by those who capture the data. It 
is, in the end, a decidedly disturbing vision: an informated world in which 
the very atmosphere through which we move has become privatized, and 
commercialized. Every message we write, every video we post, every item 
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we buy or view, our time-space paths and patterns of social interaction all 
become data points in algorithms for sorting, predicting, and managing 
our behaviour. Some of these data points are spontaneous — the result of 
the intentional action of consumers; others are induced, the result of ongo- 
ing, randomized experiments. 

Thanks to market monitoring, the distinctions between alienated and 
autonomous activity, at least in the context of consumer behaviour, start to 
blur. Intentional, conscious activity does double duty: it facilitates forms of 
online sociability and creativity on the one hand and, on the other, the data 
it generates is captured and returned to consumers in unrecognizable form. 
The complexity of the algorithm and the opacity of correlation render it all 
but impossible for those without access to the databases to determine why 
they may have been denied a loan, targeted for a particular political cam- 
paign message, or saturated with ads at a particular time and place when 
they have been revealed to be most vulnerable to marketing. Much will 
hinge on whether the power to predict can be translated into the ability to 
manage behaviour, but this is the bet that marketers are making. Or more 
accurately, this is the bet that a society makes when it turns to a monitor- 
ing-based system of data-mining and predictive analytics as a means for 
supporting its information and communication infrastructure. 

Privacy-based critiques do not quite capture the element of productive 
power and control at work in the promise of monitoring-based marketing. 
If privacy violations constitute an invasion — a loss of control over the pro- 
cess of self-disclosure — market monitoring includes an element of control 
and management: the systematic use of personal information to predict 
and influence behaviour. The critique of exploitation addresses this ele- 
ment of power and control. Defenders of market monitoring will argue that 
individual consumer behaviour remains uncoerced. Critical approaches, 
however, locate coercion not solely at the level of discrete individual deci- 
sions, but also in the social relations that structure them. Given an uncon- 
strained choice, individuals may likely choose not to have their information 
collected, mined, and turned back upon them for screening, sorting, and 
marketing purposes. However, the decision to privatize the Internet infra- 
structure and many applications that are becoming important tools for 
work, creativity, and social life provides those who own these productive 
resources with control over the terms of access. 

Given the difference between post-Fordist forms of productive consump- 
tion and industrial modes of production, a critical approach to exploitation 
needs to be revisited. This chapter argues for the importance of considering 
how the components of exploitation (the capture of unpaid surplus labour, 
coercion, and alienation) operate within the context of technologically facili- 
tated forms of commercial surveillance. Although these components are 
interconnected — alienation, for example, typically implies the existence of 
background forms of coercion — they appear in different configurations in 
the realms of consumer productivity or immaterial forms of collective, social 
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labour. Some critics focus on the element of unpaid labour, others on the ele- 
ment of alienation. The challenge is to think these together against the back- 
ground of the coercion embedded in relations of control over communication 
resources and the forms of productive surveillance it facilitates. 
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4 Key Features of 

Social Media Surveillance 

Daniel Trottier and David Lyon 


4.1. INTRODUCTION 

A German law governing privacy at the workplace recently made it illegal 
for bosses to look up prospective employees on Facebook (Jolly 2010). In 
doing so this law attempts to restrict Facebook’s presence in the job hiring 
process and illustrates one of the many ways in which social media have 
surveillance dimensions. The rapid uptake of social media as well as their 
spread into virtually every social realm prompts such action in a number 
of spheres. 

Social media refers to a set of web-based services that enable users to 
share content with each other. Many of these sites are used to exchange 
specific kinds of media: YouTube for videos, Flickr for photographs, Digg 
and del.ici.ous for news. Their reliance on user-generated content provides 
them with a cultural and contextual versatility. As Internet-based services 
compatible with mobile technology they also benefit from spatial versatil- 
ity, all of which means that the opportunities for surveillance multiply. 
Personal data proliferates and flows promiscuously. 

Social media facilitates information exchange between individuals and 
institutions. When used to convey personal details they augment their users’ 
visibility, not only to their chosen “friends” but also to other agencies and 
institutions. This chapter uncovers key features of surveillance practices 
using data emanating from social media platforms. Although a wealth of 
surveillance literature has explored the role of the Internet and electronic 
databases, social media sites like Facebook, MySpace, and Twitter gener- 
ate an unprecedented amount of user-generated information. This research 
explores the surveillance features of these platforms by considering how the 
“social” in social media contributes to a more social surveillance. 

Using Facebook as a case study, five features are considered. First, users 
participate in a collaborative identity construction with other users. Sec- 
ond, friendships provide unique surveillance opportunities as users often 
engage with a particular audience in mind. Third, the construction of a 
personal social network means social ties become visible, measurable, and 
searchable. Fourth, an ever-changing interface and privacy controls alter 
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users’ visibility through the site. Fifth, social media content is easily recon- 
textualized. Information leaks are now a common outcome. 

The first three features illustrate interpersonal aspects of social media 
with an emphasis on social ties. The final two highlight its growth into 
social life, institutions, and culture. These features are supported by find- 
ings from three sets of semi-structured in-depth interviews. The first set is 
with thirty university students at a mid-sized Canadian university who use 
Facebook to exchange personal information. The second set is with four- 
teen university administrators who use social media to communicate with 
students. This includes professors, campus security, residence life, human 
rights advisors, and marketing and communications. The third set of inter- 
views is with twelve professionals who use the aggregated data available 
on Facebook as a business tool, including marketers, consultants, and soft- 
ware developers. 

In order to understand social media surveillance, scholars should turn 
to recent developments in this field. The following section provides a theo- 
retical background rooted in sociological and surveillance studies material. 
This will contextualize the five features of social media surveillance that 
are explored in the following section. Upon providing both a theoretically 
and an empirically rich description of these five features, this chapter con- 
cludes by situating this research alongside a growing scholarship on social 
media surveillance, and recommends directions for subsequent research. 


4.2. SURVEILLANCE, SOCIAL MEDIA, 

AND SOCIAL RELATIONS 

The background to studies of social media surveillance includes at least 
three items, discussed briefly below: social science research on Internet sur- 
veillance in general, a rapidly growing body of knowledge on the dynamics 
of social media, and some broader discussions of digitally mediated social 
relations. However, it is worth noting that the specific “key features” of 
social media surveillance are also located within large-scale social and cul- 
tural shifts that both inform and are informed by them. Above all are the 
ways that contemporary conditions are characterized by what Zygmunt 
Bauman calls “liquid modernity” (Bauman 2000). 

As Bauman says, the shift from a solid to a liquid phase of modernity 
means that social forms do not keep their shape for long and thus cannot 
serve as frames for human action and life strategies (Bauman 2007, 1). Yet 
while this is so, it does not mean that liquid modernity is entirely shapeless, 
still less that the structural and institutional facilitators and constraints 
on human activities and life strategies have somehow melted away. To the 
contrary — and this is especially visible in the context of new media — sur- 
veillance itself is liquefying, with new implications for everyday life chances 
and opportunities that affect new media users in particular ways. 
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Liquid surveillance (see Lyon 2010) bespeaks a world in which older 
institutions of marketing or crime control have become malleable and adap- 
tive. Indeed they “modulate” to use the word favoured by Gilles Deleuze 
in his work on the “society of control”. In social media such as Facebook, 
friends are fluid and surveillance is multifaceted. Although the forms of 
social order produced in part by surveillance are no longer relatively static, 
their pulsating, morphing shapes are no less significant for the reproduc- 
tion of social class positions, for example, than the productive relations 
that they are replacing. 

Yet for many social media users, surveillance, and especially surveillance- 
as-control, does not seem to flicker on the horizon. Indeed, it seems that for 
them, control is in their hands as they choose whom to accept or deny as 
friends and build their networks of like-minded acquaintances. The notion 
that the Internet could have this connective capacity in a world pulled apart 
by ever-increasing mobility has been prominent since its inception. Manuel 
Castells, for instance, spoke in the nineties of the “vast array of virtual com- 
munities” enabled by computer -mediated communication (Castells 1996, 
22), in which identity construction is an organizing principle. Sociologists 
such as Barry Wellman extensively researched the emergence of such com- 
munities, linked by new media, arguing, notably, that they tend to be charac- 
terized by “networked individualism” (Wellman et al. 2003). 

The advent of social networking sites in the early twenty-first century 
offered new opportunities for contact, networked individualism and per- 
haps even for community. Scholars have examined such sites, sometimes in 
celebratory, sometimes in more sober, fashion, including in its surveillance 
dimensions. One recent study, of Anders Albrechtslund, argues that for social 
media users, surveillance is empowering and does not involve forms of viola- 
tion. As he rightly observes, users share activities, beliefs, tastes, and prefer- 
ences online, precisely so that they can socialize. This Albrechtslund dubs 
“participatory surveillance” (Albrechtslund 2008), in part to distinguish it 
from Andrejevic’s (see below) “lateral surveillance”, which for Albrechtslund 
is compromised by its association with panoptic metaphors. 

For Albrechtslund — and no doubt many users — social media are empow- 
ering and are a mutual “sharing practice”. Voluntary engagement with others 
and with identity-construction is seen as key to the practice of participa- 
tory surveillance. Such findings as Albrechtslund’s offer a cautionary tale for 
surveillance studies, which are all-too-often preoccupied with the Orwellian 
and the panoptic. Genuine insights into surveillance processes are avail- 
able through the exploration of users’ actual involvement in social media, in 
analogous ways in which diverse public responses to camera surveillance or 
employee interaction with workplace surveillance may be viewed. Albrecht- 
slund does not deny the role of socially negative uses of social media; his 
claim is that those should not dominate forms of analysis. 

So how exactly did the Internet become a key surveillance site? This may 
be grasped by considering the development of Internet surveillance over a 
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period of almost two decades. The key moment, as Manuel Castells notes, 
was when the Internet was opened to commercialization. This spelled the 
“transformation of liberty and privacy on the Internet” (Castells 2001, 170). 
Why? Because from a marketer’s viewpoint “surfing” data could be added to 
the already highly profitable geo -demographic data to create new nuance and 
depth in understanding consumer profiles (Lyon 2002). And what was useful 
to marketers was equally important for employers, police, and others. 

What Mark Andrejevic (among others) called a “digital enclosure”, that 
is, “an interactive realm wherein every action and transaction generates 
information about itself” (Andrejevic 2007, 2), creates a condition of sur- 
veillance. For all the benefits of interactivity to those thus enabled to “stay 
in touch” with their social media contacts, each click permits more data to 
be accumulated, to circulate. And, as in other cases, as more information 
is gathered, so there is less accountability of data-gatherers to the general 
public. Yet the consequences are considerable. As Andrejevic also observes, 
social sorting is at the core of what organizations do with Internet-gener- 
ated personal data (Andrejevic 2007, 125-128). 

The advent of geo -tagging or of locating users in space as well as in time 
simply takes surveillance potential one stage further (Lyon 2007, 43). It 
builds on ways that geo-demographic marketing has increasingly sorted 
consumer populations since the 1990s, by adding online data to other 
more conventional kinds. The use of software and statistics to socially sort 
all manner of populations has now become a basic mode of organization 
in almost any enterprise, public or private. And the consequences for life 
chances and opportunities are considerable, such that, as Burrows and 
Gane (2006) argue, such surveillance is salient not only for those individu- 
als affected but also for the production and reproduction of social class dif- 
ferences. That this is also visible on the Internet, and in the development of 
the so-called web 2.0, is explored further in Beer and Burrows (2010). 

Much then hangs on the frame within which social media surveillance 
is understood and how its key features are construed. On the one hand are 
the analyses of those like Albrechtslund, who rightly highlight the interac- 
tive, participatory, mutual, voluntary, and empowering aspects of social 
media, while acknowledging that negative surveillance also occurs. On the 
other hand are those like Andrejevic, who see social media in a “digital 
enclosure” or, more strongly, Christian Fuchs, who insists that social media 
users are an “audience commodity” sold to advertisers. The fact that they 
are also content producers means not that the media are thus being democ- 
ratized, but rather that this is the advent of the “total commodification of 
human creativity” (Fuchs 2010, 148-149). 

Part of the point of this paper is to show that the key features of social 
media surveillance are best understood by acknowledging both the aspects 
discussed above. The liquidity of today’s surveillance may be seen in the 
ways that social media sites are constantly mutating as users cooperate with 
providers to develop new modes of contact and identity-construction, but 
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simultaneously in the ways that, however fluid and flexible, all online surveil- 
lance contributes to social sorting and to the reproduction of difference. 

Another key point, made in the following section, is that because surveil- 
lance is not the first thing that springs to mind in discussions of new media, 
it is helpful to explore the issues from the perspective of those who consider 
themselves as users. Collaborative identity construction, lateral ties, social 
ties, changing interfaces, and recontextualization, discussed below, each con- 
nect the generation of personal data by users with the ways that such data are 
available for surveillance “uses”. Such uses, we suggest, are also liquid, but 
there are discernible and often powerful currents within those flows. 

These perspectives build a theoretically informed understanding of the 
five features discussed in the following section. Liquid surveillance facili- 
tates participatory surveillance and online sociality. Yet it also enables data 
commodification and other types of large-scale scrutiny. Identity becomes 
more liquid as a result of ubiquitous opportunities for speaking about one’s 
self as well as about one’s peers. This is typically fuelled by participatory 
motives, but also enhances other kinds of online surveillance. Second, lat- 
eral ties become a dispersed and versatile conduit for intentional as well 
as accidental leaks. These connections allow sharing between trusted col- 
leagues. Yet this information is also held by Facebook, who may sell it to 
advertisers or hand it over to policing and intelligence agencies. The con- 
nection between participatory and more problematic social media practices 
is further exemplified by the visibility of social ties. Social media is used 
for empowering purposes, but this rests on the creation of social ties that 
contribute to visible social networks. 

The final two features speak more broadly to the volatility of social 
media. Social media interfaces constantly add and modify features. Face- 
book does this to such an extent that we can consider change to be a 
permanent feature of social media. This has the effect of enabling unantici- 
pated forms of visibility. These changes enhance the scope of peer-to-peer 
sociality and scrutiny, all while facilitating the commodification of these 
exchanges. Additionally, information on social media platforms is easily 
recontextualized, such that participatory surveillance may generate content 
that will be used for marketing or other purposes. Both interpersonal activ- 
ity and institutional information management share Facebook. It stands to 
reason that a theory of social media surveillance should acknowledge both 
empowering and exploitative practices. 


4.3. KEY FEATURES 

Five key features of social media highlight a shift in the collection of per- 
sonal information on the Internet and illustrate the growing liquidity of 
surveillance. New forms of visibility and transparency afforded by social 
media are coupled with user practices to manage these possibilities. 
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4.3.1. Collaborative Identity Construction 

Users increasingly participate in a collaborative identity construction with 
their peers. Facebook allows users to share information about their friends 
with those friends. Profiles are composed of fields where both users and 
their friends can add personal information about that user. By default this 
information is shared with both users’ networks of friends. Thus, speaking 
to a colleague also means speaking about that colleague to an extended 
audience of users. This occurs on four principal locations: walls, photos, 
tags, and comments. 

Walls are a prominent feature on user profiles, where friends can post 
messages and other content as a series of chronologically ordered entries. 
This serves a dual purpose: content is used to communicate with friends, but 
also offer a kind of public testimony about that person to their network of 
friends. Students acknowledge that the kind of postings a user will receive 
from friends is treated as a reflection on the their personality and character: 

I guess the type of wall posts they get also kind of reflects who they 
are as well and, again someone who has a lot of really nasty wall posts 
from the people added on Facebook as friends might not exactly seem 
the most appealing person in the world, (interview #24) 

With this reflection in mind, users are tactical about the content that they 
post on their friends’ walls. They are careful how they portray their friends, 
relegating sensitive or compromising content to the private message feature: 

I love the walls and I post on people’s walls all the time — but at the 
same time I’m very careful about what I post on other people’s walls 
and I also send a lot of messages because it’s like ‘This is wall appropri- 
ate, this is message appropriate’. And [ . . . J it’s just a fact of life that 
people are going to read my conversations. [ . . . ] We all know what 
we’re saying to each other. (#19) 

The above respondent suggests that scrutinizing other user’s conversations 
is a taken-for-granted feature of social media. Likewise, users report having 
to scrutinize their own wall for problematic postings from their friends: 

Especially people have a tendency to throw things on your wall and 
you’re like ‘Uh, you forget that I’ve got a dozen friends who are still 
friends with this person and they could see this and could see this on 
their News Feed’ and that kind of thing. (#22) 

Users will not only monitor what other users will say about each other, but 
also actively monitor what is being said about themselves. In employing 
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these tactics, users increasingly frame the wall as featuring content that is 
entirely public and visible to others: 

Like, when you write like you know, hilarious comment on one of your 
friends’ walls, it’s not necessarily to communicate with that person, but 
to show everyone who comes and visits their page that you are com- 
municating with that person. So, it’s intended to be viewed by others, 
in its very nature. (#28) 

Users can also upload photographs of their friends. With over three billion 
photos uploaded to Facebook every month (FB Statistics 2010), it stands to 
reason that they are a central feature for interpersonal assessments. Indeed, 
most users report that when adding a new contact to their network, they 
will immediately scrutinize the photos on their profile: “You can get to 
know someone by looking at their information [ . . . J you can see all the 
comments people have made on their photos and all the photos of them and 
all the photos that they’ve posted” (#19). 

Friends can further augment a user’s visibility by tagging them in a 
photo. By creating a link between the photo and the user’s profile, tags 
facilitate browsing often hundreds or thousands of photos featuring any 
single user from dozens of sources. As an added feature, the act of tag- 
ging someone is itself content to be distributed. Following default privacy 
controls, if friend A tags friend B in a photo — which may belong to friend 
C — this will be featured on both walls as well as both users’ friends’ news 
feeds. The politics of tagging has become a sticking point for some users, 
especially those who have struggled with incriminating material about 
them being publicized: 

There’s a picture of me someone took randomly in an awkward posi- 
tion. It looks like I’m doing something bad to the teacher, but I was 
actually not. That was like a hundred comments on it. That took a 
week to get it off. (#7) 

Through this experience, the above respondent developed a series of tactics 
to cope with incriminating photos: 

First of all, especially people who are taking photos of you doing some- 
thing destructive at parties, if I know they’ve taken it, I will go tell 
them like the next day after the party: ‘Do not upload these. Please 
delete them’. And if they do upload, I would tell them again. And, first 
of all un-tag myself. And then, I would report to Facebook. (#7) 

As this is a growing concern, campus security is increasingly involved in 
cases where students have been defamed through social media: 
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Within Facebook itself, if someone comes to us and says ‘subject A is 
slandering my name and has several entries on their Facebook sites 
about me that are grossly injurious to me’, then we will check that 
out. (#37) 

Through tagging users are publicly identified by their friends. This feature 
has been extended to text-based content like notes as well as status updates. 
When a user is tagged in someone else’s note or status update, this content 
will then appear on both users’ profiles as well as both friendship networks’ 
news feeds. This feature has also raised concern for the tagged person’s 
reputation. Many students are concerned with how their friends’ opinions 
will reflect on them: 

You can make a note on Facebook [ . . . J and you can mention people 
in the note. I find that a little bit difficult just because a lot of the 
time the views they’ll sometimes post aren’t something that you agree 
with. (#22) 

Comments are another way users can be made visible by their friends. This 
involves adding a text-based response to content like photographs, status 
updates, notes as well as actions like adding a friend or joining a group. 
Comments add a conversational feature to activity on Facebook, such that 
users can comment indefinitely about any content or activity on the site. 
This feature ensures that users do not have exclusive claims over how they 
present themselves on social media. Upon receiving an accusatory comment 
on a note she posted, one student used the comment feature herself to man- 
age her online presence: 

But like an acquaintance of mine [ . . . ] flamed my post and in the com- 
ments he accused me of being like tacitly supporting the murder of all 
these civilians and posted a picture, a link to a picture of someone who 
I had participated in the murder of. I was just like what the hell is this? 
I didn’t delete it, I instead wrote my response underneath it hoping that 
anyone who came across it was like, so he is a whacko. (#28) 

Users rely on what others say about their friends to make inferences about 
them. Given the difficulty involved in managing what potentially hundreds 
of friends are saying about a user, this is seen as a more authentic represen- 
tation of who that person is. This is not to suggest that users are void of any 
tactics. They can choose to remove wall posts, photo tags, or comments, 
and can report inappropriate content. They can also disable their wall and 
hide all tagged photos as a means to minimize their friend’s influence. But 
the absence of a wall or photos on a profile is often read as an admission of 
guilt in that the user is attempting to conceal something. 
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4.3.2. Lateral Ties Provide Unique Surveillance Opportunities 

Marketers, employers, and other institutional watchers access a rich knowl- 
edge of users when those individuals are bound to a network of colleagues 
to whom they wish to remain transparent and trustworthy. Users have a 
particular audience in mind when uploading and sharing personal details. 
Yet that audience makes up only a small portion of the people who have 
access to their information. 

Institutional surveillance typically occurs in fixed and readily identifi- 
able settings, including the border crossing, the interrogation room, and the 
census form. These allow for a degree of deceit and subterfuge on the part 
of the person under scrutiny. In contrast, Facebook is a site of social conver- 
gence, with other users belonging to several social spheres. Personal infor- 
mation is not authored with all potential audiences in mind. Thus, other 
watchers can intervene in ties between a Facebook user and that user’s 
intended audience. The majority of respondents claimed that they upload 
information for their closest friends and occasionally their relatives. There 
is some variance in terms of ideal audiences, as some use Facebook for geo- 
graphically proximate ties whereas others use it mostly for long distance 
ones. With these kinds of friendship ties shaping the way users understand 
Facebook, they will provide information meant for a personal audience. As 
one student notes: 

That’s the best way to get a measure of someone [ . . . J when they think 
they’re in their own space. The things people post on Facebook can be 
very telling. Right or wrong, if you want to know about someone, look 
on Facebook because that’s sort of where they bare their souls to the 
world. (#19) 

These social ties are manifest as a kind of soft coercion, with pressure from 
a network of friends pushing users to engage with the site. The majority of 
respondents report joining Facebook at the behest of their friends, and then 
being expected to submit biographical content. These friendship ties regu- 
late the kind of information provided through a passive yet ongoing scru- 
tiny. When uploading information, users only identify a portion of their 
audience. This suggests a self-presentation geared towards friends, ensur- 
ing a degree of comfort with sharing otherwise sensitive personal informa- 
tion. For example, users are routinely asked by friends to post their phone 
number on Facebook. Given the site’s quasi-public status, this troubles 
some student users: 

I’ve seen a lot of people being like T’ve lost my cell phone, please give 
me your phone number’ and you’ll just have walls full of people’s phone 
numbers with their name attached and I think that’s really stupid. (#21) 
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The user’s social ties with their friend network compel them to share per- 
sonal information. What’s more, the information they share is expected to 
be consistent with how they would otherwise present themselves to those 
peers. This is not to suggest that deception and identity play are absent 
from Facebook. Rather, this becomes the kind of deception that would 
normally exist between friends and colleagues. Instead of actively resisting 
online surveillance, these tactics are akin to a Goffmanian form of self-pre- 
sentation (1959) based on the use of explicit and implicit cues to maintain 
a favourable public image. 

4.3.3. Social Ties are a Visible, Measurable, 
and Searchable Kind of Content 

Sites like Facebook turn social connections into visible, measurable, and 
searchable content. This adds a dimension of visibility to the study of social 
ties and social capital, which indicates that “who you are” has always been 
a reflection of “who you know”. With social media this has become a stan- 
dard feature for profiling individuals. Not only are a user’s social ties vis- 
ible, but others can also make inferences about private information on the 
basis of friends’ publically accessible information. 

The notion that social ties are a form of personal information often 
escapes users’ scrutiny simply because they do not submit it in the same 
way they submit photographs and other content. As a result, “friends” and 
“friends in common” are accessible features on user profiles, even when 
most other content is kept private. Following the default settings, every- 
body would be aware of the company that everyone else keeps. This infor- 
mation is used internally by Facebook to recommend new friends based on 
existing ones. Respondents look at other users’ friends not only to confirm 
their identity, but also to make inferences about users. Too few friends and 
too many friends are both seen as cause for concern. Several assumptions 
are made: too few friends suggests either the user is too socially withdrawn, 
or employing a false identity. Too many friends suggest social promiscuity, 
a lack of privacy concerns, or lack of knowledge about privacy controls. As 
one student reports: 

You can’t have that many friends. [ . . . ] There were people on the site 
being like ‘Add me!’, like ‘I’ll add anybody’. And it’s just like you’re go- 
ing to have way too many friends and way too many people who you 
actually don’t know. (#21) 

Another respondent suggests that the kind of scrutiny cast on friends also 
applies to the self: “There are people who have over 1000 [friends]. And, 
okay, you can know a lot of people, but 1 have too many right now” (#19). 

Beyond this immediate discomfort, there’s a growing realization among 
users that friends, when taken in aggregate, can be used as a window into 
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a users’ innermost thoughts and intentions. Social ties are descriptive in 
and of themselves, but they also allow one user’s personal details reflect 
on their peers. Users may choose not to disclose their sexual orientation 
or political affiliations, either by omitting these details or hiding them 
with privacy controls. Yet a portion of their friends will openly share 
these details about themselves. By monitoring this information in aggre- 
gate, researchers claim that it can be used to make assessments about 
users (Wills and Reeves 2009; Jernigan and Mistree 2009). If the average 
user has 130 friends, and one fifth of those friends have partially trans- 
parent profiles, those users provide a substantial sample of information 
that may reflect on the individual. Current privacy settings are not able 
to prevent these exploits, as the user in question is essentially bypassed. 
The inferences made through users’ friends may not be accurate, although 
that’s hardly the point. Through social sorting this information shapes 
social outcomes. 

The fact that a user’s friends reflect them presents some unique chal- 
lenges to self-presentation on social media. Many are clearly ambivalent 
about this kind of exposure, as evidenced by the number of users who hide 
this information. Yet by default, users are sharing this information with 
the public. Users are beginning to realize the extent to which their friends 
reflect their identity, and many have expressed discomfort with this. Yet 
this discomfort is mixed with fascination about the insight these features 
provide. One student states: “I don’t think everyone should be able to view 
who my friends are. Interestingly enough I do go look at other people’s 
friends” (#26). 

4.3.4. The Interface and Its Contents are Always Changing 

Social media platforms are dynamic. Not only do they perpetually solicit 
new input from users, but they also forge new avenues for that information. 
Tikewise, user engagement is shifting in response to changes to the inter- 
face. This illuminates a broader vision of how Facebook operates, the cul- 
ture in which it is situated, and the way its users position themselves in it. 

Users report that Facebook itself is continuously changing. Revisions to 
the interface push some information to the foreground, while hiding other 
details. New features and third party applications require further personal 
details from users. Facebook’s front page prominently invites users to make 
new friendship connections and send new content to existing ties. Each 
revision to Facebook’s interface is accompanied by new privacy settings, 
which by default are left open to a broad public. These changes indicate a 
tension, where Facebook’s developers purport to offer users greater control 
over their information while promoting open and unrestricted access to 
their personal information. The 2007 decision to make this content search- 
able through Google indicates that Facebook is increasingly linked to addi- 
tional settings. 
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These changes to the interface and privacy settings are met with a degree 
of distrust among users, who link them to attempts to monetize personal 
information: 

I really don’t trust Facebook at all because, they’re there to make 
money, obviously, and it’s like ‘Oh, we don’t sell your personal infor- 
mation’ and then it’s like ‘Oh, headline story: Facebook selling your 
personal information’. (#19) 

In addition to these features research on the topic should consider the com- 
plexity of the users themselves, who may transpose this information to 
separate contexts. They may save a photograph to their hard drive and 
e-mail it or upload it to a separate site, repost it in their own photo album, 
or simply tag or comment on it. In all these cases that photo leaks from 
its original setting to another, and is thus made more public. Yet the latter 
methods require less user intervention, suggesting that these kinds of leaks 
are increasingly a built-in feature of the social media. 

As users continually catch up with a changing interface, it stands to 
reason that information they post about themselves or others will be more 
widely distributed than anticipated. This suggests an ongoing learning 
curve for using Facebook that leads users to perceive each other as poten- 
tial liabilities. Photos of a mature student’s children were leaked when a 
day-care employee posted them online: 

Now I think she had intended to put them up privately and that was 
just the mistake. However still, she made those pictures available to ev- 
erybody that goes to the day-care, all the other parents that were there 
and it was done without my consent and I was actually very upset by 
that. That’s a violation of my privacy and my child’s privacy. (#26) 

Recognizing these shifts, users themselves treat their engagement with Face- 
book as an ongoing project. Many users report that they have revised their 
personal content; either modifying or removing content as well as pruning 
ties with their peers. These measures are framed as a way to cope with the 
emerging risks associated with Facebook’s changes. As one student states: 
“I go through my privacy settings every couple months and just make sure 
that everyone is still how I want it to be” (#19). 

Although very few respondents are willing to predict how Facebook 
would change in the immediate future, they anticipate that its content will 
become more and more public with time. As for how they would use Face- 
book in the future, student respondents treat the job market as a cata- 
lyst for major revisions to their engagement: “I will probably start locking 
down profiles and stuff, un-tagging myself from scandalous photos” (#4). 
Another student claims: “When I’m applying for jobs and stuff I think I’m 
going to turn off my Facebook” (#20). 
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Despite uncertainties about new features and issues, respondents who 
approach Facebook from an institutional perspective regard it as a growing 
aspect of their responsibilities. A university web coordinator comments on 
the sudden emergence of a new set of responsibilities: 

When I first started, social media and Facebook weren’t necessarily 
part of my daily routines, but there’s been an explosion in the last few 
months especially in the area of higher education and we developed 
this social media task force. (#36) 

Likewise, a marketing coordinator indicates that the only certainty is their 
continued engagement with the social media: “I really can’t predict, I really 
don’t know, but I do know we’re going to continue to be part of it, whatever 
it is (#35). 

4.3.5. Social Media Content is Easily Recontextualized 

The conditions described in the above section suggest that information on 
Facebook circulates to an ever-increasing amount of social spheres. Infor- 
mation is increasingly free from its initial context when uploaded to Face- 
book, augmenting the scope of any single act of surveillance. This speaks 
to some of the key features of most contemporary surveillance: where 
information is gathered in a particular setting and context, is scrutinized 
elsewhere, and the consequences of this scrutiny may occur in yet another 
context. This in turn is why simplistic notions of privacy, including those 
relating to privacy settings found on social media sites, are inadequate to 
contemporary conditions. Context is crucial (Nissenbaum 2010). 

This is an acceleration of the leaks previously considered in information 
databases (Lyon 2001). It’s no novelty that information tied to a particular 
context may migrate elsewhere. This can be caused by technological error 
or the deliberate and often malicious intention of a particular operator. Yet 
social media platforms privilege the open distribution of personal informa- 
tion through “sharing” and “publishing”. As a result, the leak becomes a 
standard feature for information exchange in social networks. 

Facebook is especially susceptible to recontextualization. Personal infor- 
mation is appraised in a distinct context, typically one that differs from the 
context in which it was authored. A profile may be treated as a personal — if 
collaborative — diary. Yet its contents are generally handled as a public broad- 
cast. As Facebook gains prominence as a de facto location for self-representa- 
tion, information found on user profiles will be assessed in several contexts. 
These features illustrate an interpretation of the social in social media: these 
services endeavour to bridge as many social contexts as possible. 

Social networks first emerged as a service used exclusively by trusted 
colleagues. When it was limited to a number of American universities users 
were under the impression that they were sharing information with their 
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fellow students. As a result Facebook emerged in a climate where univer- 
sity students were relatively comfortable sharing personal information with 
known peers. Starting in September 2006, their siblings, parents, and non- 
university colleagues began to join the site. Although this provoked some 
discomfort, they were more likely to use their privacy settings rather than 
remove personal information. As employers, politicians, and other institu- 
tional representatives joined the site, users had grown accustomed to the 
degree of authenticity they offered. Facebook is now a hub of social conver- 
gence. A student’s friend list still contains university colleagues, but they 
are situated alongside family, friends, co-workers, and strangers. 

Students author a wealth of information about themselves in a particu- 
lar context. Many participants report either joining or augmenting their 
Facebook presence during the first few weeks of school. This activity is tied 
to a specific agenda: to create a publicized identity, make new friends, and 
socialize in a context linked to recreational drinking and casual romantic 
encounters. The “party photo” is a kind of interpersonal currency in this 
context, yet it is treated as a liability during job applications. In light of 
these possibilities, researchers should explore the principal trajectories by 
which information leaks. Conversations and photographs from this context 
are perceived as potentially leaking into a postgraduate context, whether 
that involves graduate school, law school, or job applications. In a more 
general sense, respondents describe consistent leaks between personal and 
professional contexts: 

Obviously at work you have your professional self and at home you 
have your private self and your private life, but that’s the part of you 
that gets reflected on Facebook. So, whereas before Facebook, there 
was this definite distinction between walking through the doors of the 
office and once you’re out of there [ . . . J with Facebook and with the 
Internet, your private life can follow you around 24/7. (19) 

One student offers a scenario where a childcare employee’s photos are 
leaked into the public and the dilemma this presents for parents who are 
evaluating their professional image: 

And I’m thinking, you put that information on your page, that you 
happily work at a child care facility A and here you are in a drunken 
state — and that’s not to suggest that I believe that people who work at 
child care facilities should live cloistered lives and not party and have 
a great time, but am I left with that one snapshot of this person and is 
that the person that I want to hand my child over to? (#27) 

The above respondent acknowledges that Facebook users have the right 
to their private lives, but also concedes that if information about lifestyle 
is made public, this person would act on it. The kinds of leaks that are 
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possible are difficult to anticipate, but it stands to reason that they will 
threaten interpersonal boundaries that users would prefer to maintain. A 
human rights advisor offers such a scenario: 

Let’s say you’re a person of a particular religious background that 
isn’t particularly supportive of intimate relationships before marriage. 
Right? And somebody sends that out. Imagine how your family in 
Egypt is going to feel seeing those kinds of things. I mean, there are 
huge ways to devastate people in very fast terms by using that technol- 
ogy. (#40) 

Unlike more tangible kinds of surveillance regimes it is the indeterminate 
nature of later scrutiny that evokes some anxiety. Users do anticipate this, 
but admit to not knowing the outcome, or being fully capable of preventing 
this. Even if the user adopts some tactics to avoid the worst consequences, 
it is difficult to anticipate all the outcomes of publishing information. Dif- 
ferent populations of people are engaging with the user’s profile, different 
kinds of institutions are taking an interest in personal information, Face- 
book introduces new features, and users adopt new practices. Past activity 
is coupled with future conditions in a way that poses unique challenges. 


4.4. DISCUSSION AND DIRECTIONS FOR SUBSEQUENT RESEARCH 

Social media’s growth makes it a pressing concern for surveillance studies. 
A key tension underlies research on this topic: managing personal infor- 
mation on social media is largely a user-initiated task, but a lot of activity 
on these sites is beyond the control of users themselves, and may further 
the increased liquidity of surveillance. Recent scholarship has considered 
the surveillance consequences of social media. Although some (for exam- 
ple: Albrechtslund 2008) highlight the voluntary and empowering poten- 
tial of managing online visibility, others (for example: Andrejevic 2007; 
Fuchs 2010) warn that these services augment institutional surveillance 
while enabling new ways of exploiting everyday sociality. By exploring the 
key features of information exchange on Facebook, this chapter offers an 
understanding of the “social” in social media based on the increased visibil- 
ity of its user base. Although the consequences that Andrejevic and Fuchs 
describe are a reality for users, many are aware of these consequences and 
are adopting tactics to prevent or at least manage the risks associated with 
living through social media. 

Changes to the interface, coupled with emerging practices, complicate 
users’ attempts to manage their online presence, although they are devel- 
oping new tactics in response to these challenges. Despite this apparent 
growth, a director of campus security comments on how social media is still 
at an early formative stage of its development: “It’s like a toddler. It’s not a 
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newborn anymore, it’s a toddler, it still needs some direction, some guid- 
ance” (#34). How such direction, such guidance, will emerge, and where 
from, remains to be seen. It is unlikely that those charged with responsibili- 
ties for campus security will be able to offer such tutelage for “toddlers” 
without extensive collaboration with a number of other stakeholders. But 
this is an area beyond the scope of this chapter. 

To conclude: This chapter draws on empirical research that is limited 
to one particular social media platform and illustrates from a user per- 
spective some of the novel dimensions and directions of today’s liquid sur- 
veillance. Although Facebook’s sharply growing population and emerging 
features justify the decision to focus on Facebook, subsequent research will 
expand this scope by contributing empirical findings from other platforms 
(see Andrejevic’s chapter in this book). The growth of surveillance studies 
requires increased specialization, especially in the field of emerging “social” 
technologies. Although scholars scarcely understand the full consequences 
and potential of these technologies, they are rapidly accumulating a signifi- 
cant user population. As sites like Facebook and Twitter become a main- 
stay in everyday life, indefinite retention becomes the de facto outcome for 
personal information, which has clear and consequential implications for 
surveillance. How many of these implications are also a cause for concern 
will be shown by subsequent research. 
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Jean-Frangois Lyotard and the 
Inhumanity of Internet Surveillance 

David W. Hill 


5.1. INTRODUCTION 

As we have moved towards an information society so too has surveillance 
become increasingly informational in its object and operation. In our day- 
to-day exchanges we are uploading and sharing valuable quantities of 
information, making possible unprecedented levels of surveillance. David 
Lyon (1994) notes that surveillance in this context is about storing and pro- 
cessing personal information. This definition places a desirable emphasis 
on information storage, highlighting that surveillance is not just about how 
information is used but also the amassing of it in the first place. With this 
in mind, Gary T. Marx’s (2002) characterization of the “new surveillance” 
as the use of technologies to extract personal data adds a pertinent dimen- 
sion; surveillance is not merely “snooping” but any technological means 
of extracting exploitable information from users — this, I suggest, is just as 
applicable to social networking as it is to more cloak-and-dagger methods. 
With the rise of new media, or web 2.0, surveillance hides in the open; we 
are seduced into giving up the information in the name of social commerce, 
creating what Mark Andrejevic (2007) calls a digital enclosure from which 
information can be extracted for corporate gain. On top of this, many of 
the surveillance technologies used in this context, such as “social ad” gen- 
erating programs, operate algorithmically, processing information accord- 
ing to set parameters with minimal human input. A significant change in 
surveillance today can be detected, as visual modes are replaced with algo- 
rithmic software. 

What we need are new theoretical tools for framing this shift in empha- 
sis. In what follows I will argue that the work of Jean-Fran^ois Lyotard 
in The Inhuman (2004) will assist us in keeping up with the advances in 
surveillance technologies. What Lyotard offers that, say, Michel Foucault 
does not is an emphasis on the informational. As Mark Poster (1990, 91) 
notes, Foucault had failed to take notice of new forms of surveillance and, 
I would add, the panoptic emphasis on the visual should be seen as today 
limited in scope. By drawing out the key arguments and concepts in Lyo- 
tard’s The Inhuman, I will demonstrate that this remains an important 
text for understanding the conditions of our information society in general, 
and new forms of surveillance in particular. Lyotard highlights the com- 
plicity of new technologies with capitalist extension whilst raising urgent 
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ethico-political problems surrounding the impact of this dynamic and the 
inhuman functioning of new technologies (their difference and indifference 
to the human). This will provide a framework for a critique of surveil- 
lance through social media focused on its impact upon what it means to be 
human. I will argue that such surveillance is inhuman, serving to extend 
the capitalist system according to a dangerous logic — performative, het- 
erophobic — whilst making the user complicit in the whole shoddy process. 
The approach here is theoretical, with examples of surveillance in web 2.0 
(as well as other relevant examples) used illustratively. 


5.2. LYOTARD AND THE INHUMAN 

First published in 1979, Lyotard’s The Postmodern Condition has been his 
most famous and most commented-upon text, a work that has been taken 
up by sociologists, philosophers, and literary theorists, amongst others. 
However, this popular focus has as its consequence the neglect of another 
key text, The Inhuman, published nine years later. This text is largely philo- 
sophical in nature and has yet to have the same impact in the social sciences 
as its more heralded predecessor. In this section I will introduce Lyotard’s 
work in The Inhuman in order to show its usefulness for understanding 
surveillance in our information society (see also Gane 2003 for a reading of 
this text that demonstrates its relevance to contemporary media theory). 

Of course, The Postmodern Condition remains an important text and, 
before proceeding, I will highlight two elements of it that both illumi- 
nate a reading of The Inhuman and augment an approach to surveillance. 
First, Lyotard introduces “performativity” as the operating principle of 
what he calls “techno-scientific capitalism” (the combined force of tech- 
nological and scientific R&D and advanced capitalism). Performativity is 
the optimization of the relationship between input and output (Lyotard 
2005, 11). That is, the system works to constantly optimize its perfor- 
mance, and the only legitimation for the power that it possesses is its 
very efficiency (Lyotard 2005, xxiv). The decision-makers — states but, 
increasingly, corporate leaders — apply “input/output matrices” to all ele- 
ments of their purview and, also, to “us” allocating “our lives for the 
growth of power” and introducing a level of terror to the performance: 
“be operational [ . . . J or disappear” (Lyotard 2005, xxiv). This operation 
is nothing to do with justice or truth — or any of the key tenets of human- 
ist progress — but is purely technological: 

[Technologies] follow a principle, and it is the principle of optimal perfor- 
mance: maximising output (the information or modifications obtained) 
and minimizing input (the energy expended in the process). Technology 
is therefore a game pertaining not to the true, the just, the beautiful, etc., 
but to efficiency: a technical “move” is “good” when it does better and / 
or expends less energy than another. (Lyotard 2005, 44) 
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Everything must be translated into quantities of information, which are 
easily communicable, in order to gain optimal performance through effi- 
ciency. Anything that cannot be translated is abandoned (Lyotard 2005, 4). 
This leads to “the hegemony of computers” (Lyotard 2005, 4), the rule of 
performative logic, and the dominance of a computerized form of capital- 
ism. Here Lyotard identifies complicity between new technologies and the 
capitalist system, both sharing the same logic and the former allowing for 
the optimized performance of the latter. Deeply wary of this, his second 
useful move is to pose the question: “who will know?” (Lyotard 2005, 
6). That is, who can acquire the information? Who decides what of this 
proliferating information is true? Who gets to make the decisions based on 
this information? Who even knows the decision to be made? “Increasingly, 
the central question is becoming who will have access to the information 
these machines must have in storage to guarantee that the right decisions 
are made” (Lyotard 2005, 14). 

The turn to The Inhuman is motivated by the more nuanced work on 
these two elements and by the more critical reading Lyotard gives, utilizing 
the notion of inhumanity to pose ethico-political problems that will allow 
us to frame and critique contemporary forms of surveillance. The book 
is a collection of commissioned lectures given by Lyotard that all seek, 
in different ways, to approach two questions: “what if human beings, in 
humanism’s sense, were in the process of, constrained into, becoming inhu- 
man (that’s the first part)? And (the second part), what if what is ‘proper’ to 
humankind were to be inhabited by the inhuman?” (Lyotard 2004, 2). This 
notion of the inhuman is taken in two separate senses: 

1. the inhumanity of the system (the techno-scientific development that 
results in the ascendancy of computerized capitalism); 

2. the inhumanity that “haunts the human from the inside” (Gane 2003, 
439), taking the soul hostage, as Lyotard puts it (2004, 2). 

The second kind of inhumanity — hostage-taking — is somewhat opaque, 
but I find Stuart Sim’s reading here to be instructive, he says, in part: “the 
inhumanity of our social conditioning: the pressure to conform to pre- 
scribed modes of behaviour” (Sim 1996, 130). However, as we will see, 
this does not quite cover the range of inhumanity of the second kind found 
in Lyotard’s text, and so I would add to this social conditioning the usurpa- 
tion of properly human roles as a defining example. 

5.2.1. Development through Translation 

In The Inhuman, Lyotard redeploys his concept of performativity, now 
framed in terms of “saving time,” in order to examine the nature of “devel- 
opment”: the utilization of technological and scientific advances for the 
extension of computerized capitalism. He observes: “‘Development’ is the 
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ideology of the present time”, and the saving of time is its modus operandi 
(Lyotard 2004, 3). Because it operates solely by this performative prin- 
ciple, development has no goal other than its own furtherance. The prin- 
ciple way of achieving this, according to Lyotard, is through an incessant 
and all-encompassing digitalization. What we see today is the rewriting of 
everything as bits or units of information. This is the main effect of our 
technological environment (rather than the proliferation of simulacra, pace 
Baudrillard). These bits of information conform to the chief principle of 
development: performativity. Lyotard writes: “Any piece of data becomes 
useful (exploitable, operational) once it can be translated into information” 
(Lyotard 2004, 50); it is easily read, quickly transmitted. Further: “The 
availability of information is becoming the only criterion of social impor- 
tance” (Lyotard 2004, 105). That is, the hegemony of computers places 
demands on the individual to make available personal information in digi- 
tal form such that it is operational (computer-readable). 

The increasing computerization of all aspects of society is directly linked 
to new potentials for all-encompassing surveillance. With the demand for 
everything to become translated into information comes the storage of vast 
amounts of personal data and an indelible electronic trail. These can be of 
immense value to corporations, for example, the detailed amount of per- 
sonal information that is utilized in a credit check. Lyotard draws attention 
to the connections between a demand for development through increased 
efficiency, digitalization and the extension of the capitalist system through 
the exploitation of this “digital enclosure” (Andrejevic 2007). Development 
(as ideology) is inextricable from capitalist extension; information is big 
business — and surveillance essential to it. 

5.2.2. Dominance 

Our information society, observes Lyotard, heralds the dominance of com- 
puterized capitalism. Four points in this regard can be identified. First, 
the computerization of society, with its demand that everything be trans- 
lated into information, creates the conditions for this dominance. Infor- 
mation can be frictionlessly exchanged, which means that once anything 
is translated it becomes easily commodified. The possibility of resistance 
is foreclosed, as any sort of counterculture or subversion can be translated 
and so becomes “commercializable” (Lyotard 2004, 76) — and, thereby, 
consumed by the system. Lyotard remarks: “The question of a hegemonic 
teleculture on a world scale is already posed” (Lyotard 2004, 50). Second, 
there is the question of legitimacy. Who is responsible for this transla- 
tion into information and who takes responsibility for it? Usually the state 
would be held responsible, but now the challenge to state power by cor- 
porations that Lyotard remarked upon in The Postmodern Condition has 
been completed, such that telegraphic breaching now goes well beyond 
state control. This means that multinational corporations are manipulating 
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what is stored and what is considered “good” information. By extension, 
they are then also deciding what is irrelevant, what is not operative, and so 
what should not be inscribed in memory. That which cannot be translated 
or that is not efficient (i.e., dissenting or inoperative narratives, cultures, 
data resources, etc.), is forgotten, as “those parts of the human race which 
appear superfluous” for the goal of continued development are “aban- 
doned” (Lyotard 2004, 77). So we see that the question of legitimacy (or 
the lack thereof) is intimately related to the question of transparency (who 
bears witness to the process when the perpetrators are not accountable in 
the way politicians would have been) and ultimately betrays Lyotard’s con- 
cern that the system is intolerant of difference. Finally, this whole process 
of development is inhuman; humans are more its vehicle than its benefi- 
ciary. There is no “progress” here, only a process of complexification (the 
growth of the complexity of the system, or negentropy). As Lyotard puts it 
elsewhere: “It is no longer possible to call development progress. It seems 
to proceed of its own accord, with a force, an autonomous motoricity that 
is independent of ourselves. It does not answer to demands issuing from 
man’s needs” (Lyotard 1992, 91-92). Development is an end in itself, striv- 
ing only to achieve higher performance/efficiency and greater profits. “It 
is reproduced by accelerating and extending itself according to its internal 
dynamic alone” (Lyotard 2004, 7). 

Lyotard’s reflections on the dominance of computerized capitalism draw 
attention to the increasing role of corporations in surveillance, and the 
complicity of surveillance technologies with the capitalist order. Through 
the surveillance of electronic trails (websites visited, purchases made, etc.) 
it becomes possible to directly market goods and services, and the collec- 
tion of geo-demographic data makes it possible to prioritize premium cus- 
tomers (see, for example, Burrows & Gane 2006; Lyon 2003; Solove 2004). 
By removing friction (the inefficiency of acting without such information), 
both approaches result in faster capitalism. The opacity of this practice is 
alarming: who can be held to account? And how is the algorithmic software 
that processes personal information, making possible such marketing and 
prioritizing, written? (That is, who will know?) What makes this inhuman 
is that, unlike surveillance by the state — where the justification is some 
form of human good (civil order, the reduction of crime, etc.) — the only 
goal of this corporate surveillance is increased performativity and therefore 
the extension of the system of computerized capitalism. 

5.2.3. Hostage-Taking 

The translating impact and dominance of computerized capitalism dem- 
onstrates inhumanity in the first sense: the internally inhuman function- 
ing of the system, the translation of everything into information, and 
the dominance of computerized capitalism, along with its intolerance for 
difference and its development with disregard for human needs. Our final 
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reading of Lyotard will indicate an example of inhumanity in the sec- 
ond sense, (both) social conditioning (our actions taken hostage) and the 
usurpation of roles (that which is proper to the human taken hostage), 
illustrating the way that we become forced to think like computers or be 
replaced by computers — human (reflexive) thought replaced with com- 
puter (determinant) thought. 

With information “there’s no longer any question of free forms given 
here and now to sensibility and the imagination” — just bits (Lyotard 2004, 
34). That is, there is nothing to think through — just data to process. Lyo- 
tard is here concerned with what is lost when we move from a human to 
a computer mode of thinking. Human thought does not operate in binary 
code. It does not work solely with bits, with processed units of information. 
Rather, human thought takes in the full picture; it is focused, like the com- 
puter processor, but lateral too, taking in side effects and marginal data. 
Human thought can sift through data quickly, discovering what is useful 
and what is not without the need to run a series of trial and error tests. 
Most importantly, it is “a mode of thought not guided by rules for deter- 
mining data, but showing itself as possibly capable of developing such rules 
afterwards on the basis of results obtained ‘reflexively’” (Lyotard 2004, 
15). This is what Immanuel Kant called reflective judgement, which stands 
in contrast to determinant judgement wherein rules are pre-given. Kantian 
reflexive judgement is described by Lyotard elsewhere as “the synthesis we 
are able to make of random data without the help of pre-established rules 
of linkage” (Lyotard 1988, 8) whereas the way of thinking that techno-sci- 
ence would impose — “programming, forecasting, efficiency, security, com- 
puting, and the like” — is “the triumph of determinant judgement” (Lyotard 
1988, 21). Computers cannot defy rules or create their own: they simply 
follow them, lacking creativity. 

Lyotard’s reflections on the disparity between human and computer 
thinking contain two warnings. First, that as the demand in our informa- 
tion society to work with information increases, we become more like the 
machines with which we work. We begin to think as computers — in terms 
of efficiency, processing, etc. — losing what is valuable about the human 
mode of thought. As Nicholas Gane notes, human thought is reduced “to 
the immediate processing of information, and to the selection of prepro- 
grammed, and thus standardized, options from the framework of the sys- 
tem” (Gane 2003, 441). This is inhuman in Sim’s sense, as the demand 
to operate in a computerized society puts pressure on us to conform to 
computerized (and capitalist) ways of thinking. Second, that in an infor- 
mation society the human is in danger of being replaced by the computer 
(in the workplace, say) and so creative human thought is replaced by lim- 
ited computer thought. This is inhuman in the sense of the usurpation of 
human roles. Lyotard demands that we consider the way that technologies 
are today replacing us in many activities and the way that their inhuman 
mode of thinking is inadequate and dangerous. 
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This account of the paucity of computer thought becomes increasingly 
urgent as more and more operations are given over to algorithmic software. 
The sort of “smart” surveillance technologies prevalent today can combine 
not only data collection, but also decision-making — not only about what 
information is relevant, but increasingly what actions human or non-hu- 
man actors should take in response to it. 


5.3. INTERNET SURVEILLANCE TECHNOLOGIES 

Many commentators highlight the present or near-future nature of “think- 
ing things” (see, for example, Beer 2007; Hayles 2005; Mitchell 2005). 
These thoughtful objects take over many of the tasks that were previously 
the preserve of humans. I suggest, amongst others (Beer 2009; Lyon 2007), 
that it is important to situate surveillance in this context. A large part of 
surveillance today has become computerized. It is no longer so much about 
the visual tracking of persons — although this remains a large element of 
contemporary surveillance (see, for example, the debate in the UK about 
ubiquitous surveillance in cities such as Birmingham; for an example of 
press coverage see Lewis 2010) — but about the processing of information. 
To this end, many surveillance technologies now work algorithmically, 
sorting data through a series of set instructions. In what follows I will use 
examples that have already entered academic thinking in order to initiate a 
critique of, first, the operating logic of “inhuman” surveillance technologies 
and, second, their complicity with the extension of capitalist development. 

5.3.1. The Inhumanity of Usurpation 

In our contemporary “surveillance society”, we are under the impression 
that our every move is being watched, with ubiquitous CCTV cameras 
supposed markers of this. Yet it is more common that we are watched only 
retrospectively, if something happens that requires it. Being recorded by 
CCTV is not the same thing as being watched. Often nothing happens to 
the data recorded other than it being stored for possible later access — if, 
for example, we are the victims of crime or commit a crime. However, 
new “intelligent” CCTV cameras change this situation. Although we are 
still not being watched, something is happening to the data that is col- 
lected: it is processed algorithmically by software. These technologies 
are leading us towards the “automation of street surveillance” (Graham 
2005, 572), wherein human input to the process, after the writing of the 
software, is marginalized. 

Event-driven CCTV is an example of the inhumanity of usurpation. Such 
technologies are programmed to recognize “apparently abnormal behav- 
iours, presences, and people”, for example “the signature walking styles 
that are deemed to be most often used by those committing criminal acts” 
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(Graham 2005, 572). They work by having first been programmed to recog- 
nize deviation from normal (i.e., expected) behaviours. This human input — 
which of course raises the Lyotardian problem of who knows/decides what 
is expected/normal — then retreats, with software left to do the “thinking”. 
As Stephen Graham reports, a foot moving backwards and forwards is 
interpreted as a kick, a rapid arm movement as a violent act (Graham 2005, 
573). What we see is the migration of thinking from the human to technol- 
ogy. But will the software be able to tell the difference between a peaceful 
protest and a riot? Or a parkour runner and a burglar? Or street theatre and 
a street brawl? The problem here is the rigidity of the algorithmic mode of 
processing data compared with the human’s ability to ascertain the contex- 
tual difference between what can be exactly similar movements. 

The importance of this technology should not be underestimated when 
considering Internet surveillance. With all the video content uploaded to 
web 2.0 sites — Facebook, YouTube, etc. — the application of such behaviour- 
recognition software cannot be ruled out. At the time of writing, student 
protests against tuition fees in the UK are gaining a considerable amount of 
media coverage. With some of these protests escalating into acts of vandal- 
ism or violence there is a perceived need to identify agitators. How might a 
seemingly innocuous video of one of the protests posted online by a student 
be processed? Might one student be loitering at the edge of the frame with 
a suspicious gait? It is presently unclear whether such techniques have been 
used in this context, but the potential is very real. Consider the “Recog- 
nizr” facial recognition technology discussed in Marisol Sandoval’s contri- 
bution to the present volume. She observes that “Recognizr”, developed by 
The Astonishing Tribe and designed to cross-reference social networking 
sites with photographs taken on camera phones in order to recognize faces 
of photographed individuals, could be used for precision-targeted market- 
ing by finding out an individual’s buying practices through using images 
of faces to locate their social networking profile. This, as Lyotard would 
observe, would make for a more efficient capitalist system, but, in relation 
to usurpation, it is possible to imagine further applications. An individual’s 
associations could be easily traced through such software, facial recogni- 
tion applied to group photos posted online, and offering an ambiguous 
account of with whom s/he has met. “Ambiguous” because being in a pho- 
tograph with someone says nothing more than that they have met; and yet 
dangerous because of the guilt by association — with, say, known terrorists 
or exuberant protestors. If nothing else, the use of facial recognition tech- 
nology in mobile photography suggests that behaviour-recognition through 
online videos on social networking sites is not too far-fetched. 

We see with this computerized surveillance the inhuman with which 
Lyotard was so concerned. When surveillance is achieved through algorith- 
mic processing it can be identified as inhuman in the sense of usurpation in 
four ways. First, a role that would ordinarily belong to the human comes to 
be technological. The decision-making power of these software algorithms 
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challenges human agency (Beer 2009, 987). Humans are taken out of the 
decision-making process when analyzing surveillance data, taking human 
thought with them; more performative computer software takes our place, 
and decision-making becomes a question of processing information accord- 
ing to set instructions. Second, this mode of technological “thinking” is 
impoverished in comparison with human thinking. Sim (2001, 35) gives 
a good example of this when discussing The Inhuman: if I get part of an 
address wrong when sending a letter, the deliverer will in many cases be 
able to work out where it needs to go, and so it will reach its destination; 
get an e-mail address wrong, and it will be bounced back to the sender. 
Lyotard argues that human thought can work with imprecise or ambigu- 
ous data, data that is not selected by pre-established codes; that it “doesn’t 
neglect side effects or marginal aspects of a situation”; and that humans 
can intuit, think laterally, and operate without rules (Lyotard 2004, 15). 
Compared to the strict algorithmic functioning of computers, where think- 
ing is reduced to passing information through a determined sequence of 
operations, our thought is far more flexible. These “intelligent” surveillance 
devices are making decisions ordinarily entrusted to humans, with serious 
consequences (far more so than unsent correspondence), and yet with a 
vastly inferior mode of reaching that decision. Third, Lyotard’s concern for 
saving time in The Inhuman plays out here, as such technologies operate in 
computerized time — or what Manuel Castells called “timeless time” (Cas- 
tells 2006). The speed at which these technologies operate does not reflect 
the more thoughtful periods at which the human operates. As Nicholas 
Gane and David Beer note, “timeless time refers to a regime of instant 
communication and information exchange in which there is little time for 
reflection” (Gane and Beer 2008, 21). Without time for reflection, the sorts 
of decisions these technologies make are compromised, as instantaneous 
processing responds to spontaneous situations without pause for thought. 
Finally, this way of thinking instantiates computerized capitalism’s disre- 
gard for difference. With event-driven CCTV, ludicrously, certain ways of 
walking or moving or behaving in general are identified as abnormal and, 
if not criminalized, deemed worthy of further surveillance. As Graham 
notes, such systems risk further demonization of minority groups, some- 
thing already entrenched in “neoliberal [ . . . ] landscapes of power” (Gra- 
ham 2005, 574). For Lyotard, this would illustrate the inhuman effect of a 
system that operates in “gross stereotypes, apparently leaving no place for 
reflection and education” (Lyotard 2004, 64). 

5.3.2. The Inhumanity of the System I 

The (so-called) thinking surveillance technologies in our human environ- 
ment can also be understood in terms of the inhuman in Lyotard’s first 
sense: the inhumanity of the system. Take, for example, the RFID (radio 
frequency identification) tag. RFIDs have entered the academic imaginary 
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in recent years (see for example: Beer 2007, 2009; Gane and Beer 2008, 
62-64; Gane et al. 2007; Mitchell 2005) as part of the “thinking” environ- 
ment. These tags are implanted in consumer goods to allow objects and 
consumers to be tracked through time/space; they can be “pinged” much 
like a barcode, but from a distance. With RFIDs there are “unprecedented 
capacities for surveillance and control, for RFID technologies now allow 
physical objects and bodies to be positioned and tracked through the Inter- 
net” (Gane and Beer 2008, 63). In an interview with N. Katherine Hayles, 
Gane remarks: “RFIDs are the dream of the capitalist marketplace, being 
able to identify and track consumers” (Gane et al. 2007, 331); track, that 
is, the right consumers. These tags allow goods and services to be targeted 
at specific groups of consumers in a faster, more efficient way — creating 
a smoother, frictionless system. With RFIDs those who are being tracked 
are often unaware, but we see also examples where something similar is 
a consumer “choice”. Many applications on Apple’s iPhone give users the 
choice to have their position located by GPS. This allows the application 
to present to the user nearby retail/leisure facilities, for example (as is the 
case with Wetherspoon’s Pub Finder application). Similarly, the voluntary 
“checking-in” via a mobile Internet device of a user’s location through Face- 
book’s Place application allows for the location of the user and the offer of 
discounts at nearby shops, restaurants, etc. Is this tracking a nightmarish 
surveillance or the offer of a convenience culture? 

Lyotard shows us that this dichotomy is a false one. That is, convenience 
in a system of computerized capitalism comes with surveillance as its price: 
for mechanisms of consumption to be sped up the means of exchange needs 
to be sped up — and this means digitalized. More than this, though, the 
surveillance/convenience binary can be restated as an opposition between 
control and freedom; yet freedom here is only freedom to consume more 
efficiently, to move through frictionless channels. The choice of freedom/ 
convenience is a choiceless choice as we would merely be choosing to oper- 
ate according to the performative logic of the system. Choiceless because 
this performativity is the very demand of the system: be operative or be 
obsolete (Lyotard 2005, xxiv). The danger is that those groups of people 
that do nothing to enhance and extend the development of the system (by 
making themselves convenient — trackable) are abandoned (Lyotard 2004, 
77). The facade of “convenience” merely indicates what Lyotard calls “Mr 
Nice Guy totalitarianism” (Lyotard 1993, 159). 

5.3.3. Pause for Thought 

The technologies surveyed in this section highlight the state of surveillance 
and/through the Internet and further afield. We have seen how Lyotard 
allows us to understand the way these technologies work in terms of their 
inhuman “thinking” (processing) and their complicity with the extension of 
computerized capitalism. We can understand this latter process as “software 
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sorting” (Graham 2005) or “social sorting” through surveillance (Lyon 
2003) or as “knowing capitalism” (Thrift 2005); however Lyotard’s notion 
of the inhuman captures not only this element — the way new technologies 
are complicit with the system, shaping the social for its furtherance — but 
the way that the very mode of technological operation works according to 
its logic: performative (or time-saving) and intolerant of difference. Gross 
stereotypes are written into surveillance software, and those who do not 
submit to surveillance become obsolete. 


5.4. SURVEILLANCE THROUGH SOCIAL NETWORKING 

The technologies above go some way towards supporting Scott Lash’s 
(2007) claim that power operates through the algorithm. As social life 
becomes “mediatized” (Lash 2007, 70) so does power extend into the every- 
day, through software: “A society of ubiquitous media means a society in 
which power is increasingly in the algorithm” (Lash 2007, 71). Beer (2009) 
has shown how this (Lyotardian) notion of power ought to be applied to 
“participatory web cultures” (or, web 2.0), and so my focus below is on 
surveillance through social networking sites. Lyotard has highlighted the 
complicity of technological development with capitalist extension. The 
potential of web cultures to be incorporated into capitalist culture was slow 
to be seen, with the early Internet (web 1.0) being a site of what Felicia Wu 
Song (2009, 136) calls “visionary communal” groups where strangers met 
with strangers to form online communities. Needless to say, this curious 
disconnection of technological development and capitalist extension was 
bridged, and, in what follows, I will frame this history and the present 
practice of surveillance of social networking profiles for commercial ends 
as part of what Lyotard calls the inhumanity of the system. This includes 
three key observations: the opacity of the algorithmic functioning of this 
surveillance; the transformation of web cultures into capitalist cultures; 
and the system’s disregard for difference. I will conclude this section with 
some reflections on the volunteering of information by individuals through 
social networking sites, or the inhumanity of social conditioning. 

5.4.1. The Inhumanity of the System II 

The Internet was not always a site of economic interests, early groups such 
as the WELL being formed with countercultural, communal ideals in mind 
(Wu Song 2009, 82). But with the mid-90s boom came online advertising: 
first, hypertext links that allowed users to navigate to advertising pages; 
these were largely ineffective because relatively few users “clicked-through”, 
so, second, banner adverts became the norm, with the advert situated on 
the page the user was already accessing; third, more imposing forms then 
came to be used, such as pop-up adverts and flash banners; these were 
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largely seen to be too aggressive, and so, finally, what we now most com- 
monly encounter are text adverts, small and situated to the side/s of web 
pages — such as those we see when we perform a Google search (Wu Song 
2009, 84-85). However, advertising is only half the story. When the bubble 
burst in the early ’00s, ushering in the end of web 1.0, media companies 
began a period of acquisitions, such that previously non-commercial sites — 
sites that were fundamentally communal, despite their reliance on selling 
“space” for advertising — became part of media stables (such as when the 
WELL was acquired by the online media company Salon.com in 1999) (Wu 
Song 2009, 82-83). It was only so long before corporations realized the 
value of the very form these communities took. 

Take, for example, the Lacebook profile: here are collected together 
various key items of information: name, age/date of birth, location, hob- 
bies and interests, musical tastes, and so on. Users input this to present an 
identity to others. At the same time this is highly valuable information. 
Wu Song notes that “personal data become a form of currency in online 
participation” (Wu Song 2009, 88) — a form, I would add, of cultural cur- 
rency that becomes a valuable commodity to corporations. The informa- 
tion contained in these profiles can be collected and analyzed to look for 
preferences and patterns of behaviours amongst the social network, allow- 
ing for precision targeting — an efficient mode of advertising, in tune with 
the Lyotardian principle of performativity. Anecdotally, I remember clearly 
being surprised when adverts for B.B. King tickets and Stevie Ray Vaughan 
t-shirts regularly appeared on my Lacebook page: how did they know ? As 
Wu Song notes: “Although the rhetoric and discourse of most online com- 
munities never even hint at the ubiquitous data collection and surveillance 
that normally occur, such activities are buried in the fine print of the Terms 
of Service and Privacy Policy that most members never bother to read” (Wu 
Song 2009, 89). Lacebook’s privacy statement reads: 

We allow advertisers to choose the characteristics of users who will see 
their advertisements and we may use any of the non-personally identifi- 
able attributes we have collected (including information you may have 
decided not to show to other users, such as your birth year or other 
sensitive personal information or preferences) to select the appropriate 
audience for those advertisements. (Lacebook Privacy Policy 2010) 

Along with this personalized advertising, Lacebook also collects site activity 
information and information on the kind of device used to access Lacebook 
(including browser type, IP address, location, and the sites the user visits) 
(Lacebook Privacy Policy 2010). When shared with third parties, such infor- 
mation can be used for precision targeting of markets and consumers. 

What is unclear, however, is how the information is processed. The 
controversy over Lacebook Beacon, the advertising system that ran from 
its inception in 2007 to its deactivation in 2009, is illustrative (see http:// 
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en.wikipedia.org/wiki/Facebook_Beacon). This system used data from 
other websites — for example, online transactions — in order to target 
advertising on Facebook. Users complained that the process was opaque, 
and confusion about what data was being collected — which online actions 
tracked — was widespread. Although Beacon was shut down, this obfusca- 
tion continues: nowhere in Facebook’s literature is it clearly stated quite 
how their data mining and surveillance works. The question Lyotard asks 
in The Postmodern Condition is posed once more: who will know? The 
power is in the algorithmic functioning of data-processing software, and 
yet its functioning is unknown to the users of social networking sites. Who 
writes the software? What commands does it follow? How does it target 
data? And what does it collect? 

Whereas Lyotard’s The Postmodern Condition prompts us to explore 
the hidden power of such technologies, and already warns of the commod- 
ification of (personal) information, it is his The Inhuman that can take 
us further in examining the impact of the logic that motivates it. Lyotard 
observes here that as cultures and subcultures begin to operate through 
telecommunications technology they run the risk of being consumed by 
capitalist culture. Their key elements — memory (taking in and storing 
knowledge) and recall (regulating access to knowledge) — are digitalized, 
causing cultures to become spatially-temporally “unanchored”, therefore 
easily transmissible and “exploitable” (Lyotard 2004, 49-50). Cultures and 
subcultures begin to have a market value; once translated into information 
they can be packaged and sold. For Lyotard, nothing can escape this pro- 
cess as even the most subversive of countercultures can be marketed and 
so become profitable. What is so surprising in hindsight about the early 
stages of the Internet is that, despite being comprised of digital “webcul- 
tures” and communities, commercialization was slow to come. What we 
see with participatory webcultures such as Facebook is the way that they 
are increasingly being exploited for profit. The various diffuse subcultures 
and communities that exist within the Facebook framework have been col- 
onized by the “hegemonic teleculture” (Lyotard 2004, 50) of computerized 
capitalism — the only real game in town. 

This observation also highlights an ethico-political problem raised by 
Lyotard. When virtual communities become commercialized, different 
communities become different markets. This has two effects. First, as Wu 
Song (2009, 95) notes, when minority groups come to be seen as niche mar- 
kets, the inequalities between groups are masked: all that is relevant is what 
data can be gathered about what they consume so that goods and services 
can be marketed accordingly. Instead of seeing unequally advantaged citi- 
zens, this process sees dissimilarly consuming customers. Lyotard feared 
that such groups would be abandoned by the system unless they became 
performative (Lyotard 2004, 76-77). What we see today is that such 
groups are tolerated because, through data mining, their inequality can be 
exploited for profit — which is to say, they have become performative. The 
effect is a systemic quietism towards social inequality, because it represents 


Jean-Fran^ois Lyotard and the Inhumanity of Internet Surveillance 119 

another space into which the system can extend. Second, as different cul- 
tural groups are exploited for profit “their members are homogeneously 
approached as consumers” (Wu Song 2009, 95). Instead of respecting the 
differences of cultural groups, this process sees only the cult of consump- 
tion. For example, one’s identity as a lesbian or black man is redefined as 
one’s identity as a consumer who buys the kinds of things bought by lesbi- 
ans or black men. Here we see the disregard of the system for difference: it 
is only tolerated to the extent that it can be used to market diverse goods 
and services — in effect subsuming it under the overriding sameness of con- 
sumption. In effect, as Christian Fuchs notes in his contribution to this 
volume, users are sold as a commodity to advertisers, fine-grained identity 
distinctions lost in the conformity of commodity. 

5.4.2. The Inhumanity of Social Conditioning 

The final exploration through Lyotard of this mode of surveillance involves 
returning to the second kind of the inhuman, the inhumanity “of which the 
soul is hostage” (Lyotard 2004, 2), understood in Sim’s sense as “the inhu- 
manity of our social conditioning: the pressure to conform to prescribed 
modes of behaviour” (Sim 1996, 130). 

Social networking profiles, design flourishes aside, tend to be more or 
less the same. As noted above, standard items of information are displayed, 
such as name, age/date of birth, relationship status, location, hobbies and 
interests, and so on, and alongside the user’s photograph this makes up 
the core of the profile. This information was important for building online 
communities and initiating friendships with previously unknown individu- 
als in web 1.0, as some marker of shared characteristics and interests was 
necessary for such formations to be practicable. These standard profiles, as 
we saw above, were also eventually seen to be beneficial to corporations, as 
useful demographic data and consumption patterns could be read straight 
off them. As Wu Song notes, social networking in web 2.0 has moved away 
from the old “visionary communal” ideals of many web 1.0 communities: 
we seem no longer to be interested in “meeting anyone from anywhere” 
(Wu Song 2009, 136). Instead, sites such as Facebook are about maintain- 
ing communications with offline friends (loosely defined) with some geo- 
graphically defined commonality: school friends, university friends, work 
colleagues, and so on. Why, then, this vestigial profile? 

It seems, as Zygmunt Bauman (2008) notes, that we have become accus- 
tomed to putting the private into the public domain, as if we no longer see 
any distinction between the two. The trouble is that this incessant post- 
ing of personal information is exactly what speeds up and smoothes out 
the extension of computerized capitalism by facilitating targeted adverts 
and marketing strategies (Hill 2009). We translate our identities into valu- 
able information and post it online, taken hostage by the very logic by 
which the system operates. One example, recent at the time of writing, 
will be illustrative. Coca-Cola ran a promotion for its Dr Pepper soft-drink 
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brand on Facebook that involved users allowing their profile status to be 
hijacked by the corporation (see Dodd 2010). According to Facebook’s Pri- 
vacy Policy (2010), this interaction with a third party means that they can 
subsequently access information about the user. These kinds of promotions 
show how users proactively allow personal information to be collected by 
third-party corporations. Perhaps more worrying, the Dr Pepper example 
demonstrates the willingness of users to relinquish control over the profile 
status update, usually a personal expression of current ideas or activities, 
to a product promotion. On the one hand, the expression of thoughts and 
feelings; on the other hand, the shameless hawking of fizzy pop: the will- 
ingness of the user to allow the latter to be represented as the former dem- 
onstrates the success of a system that conditions the human to act towards 
the system’s ends, with little regard for that which is proper to the human. 
Another example, discussed in Mark Andrejevic’s contribution to this vol- 
ume, suggests the further extension of this process. A Facebook applica- 
tion designed by Appirio gives employers access to their employees’ social 
networks, allowing for direct marketing through “word of mouth referral” 
within that network; the company increases profits, and the employee may 
earn a bonus dependent on the suitability of their social network. The idea 
that one’s social network might be not only profitable to companies but 
to the social networker him/herself suggests a yet further conditioning for 
individuals to treat something as vital as social relations according to an 
exploitative logic. And if the canny employee, with an eye for the bonus, 
begins to build social networks with the potential for profiteering in mind, 
then the degeneration is yet more marked. If the human is a social animal, 
then we are witnessing the submission of that which is special to “being 
human” to the demands and scrutiny of computerized capitalism. 

It is not so much that we are thinking like computers (as Lyotard also wor- 
ried): we are thinking, communicating, and expressing ourselves online like 
humans. The problem is, we are thinking, communicating, and expressing 
ourselves in accordance with the operating logic of computerized capitalism, 
extending its operation. We translate everything about us into information in 
order to exchange it as cultural currency; at the same time, we make informa- 
tion exploitable by corporations according to the very operating principles — 
translation, exchange — of the system itself. A reading of Lyotard here allows 
us to reflect upon how surveillance through social networking impacts upon 
our very core of humanity, an approach that I suggest is complementary to 
Mark Andrejevic’s account of exploitation in web 2.0 in the present volume; 
whereas Andrejevic’s focus is on the economic — alienation from the product 
of labour — a Lyotardian approach would suggest that we consider also our 
alienation from species-being. The inhumanity of this surveillance is that we 
internalise, not the gaze (pace Foucault), but the performative logic of com- 
puterized capitalism. We are haunted from within, the soul taken hostage 
(Lyotard 2004, 2) by this dehumanizing spectre. 
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5.5. CONCLUDING REMARKS 

I have attempted here to demonstrate the usefulness of a Lyotardian 
theoretical understanding of the computerized surveillance that operates 
though the Internet. Such an account crucially includes the commodi- 
fication of information; the highlighting of the opacity of surveillance 
software; and an understanding of the complicity of new technologies of 
surveillance with the capitalist system, both functioning according to the 
principle of performativity. Further, the notion of the inhuman was shown 
to be a tool for opening up several ethico-political questions concerning 
the paucity of computerized thinking in “smart” surveillance technolo- 
gies; the disregard for difference in computerized capitalism played out 
through surveillance software; and the social conditioning of citizens into 
active information sources. 

Lyotard asks: “What else remains as ‘politics’ except resistance to this 
inhuman?” (Lyotard 2004, 7). Resistance can take many forms. Sociologi- 
cal research into the functioning of surveillance software is necessary to 
address the problem of who will know. That way we can bear witness to 
the programs that “social-sort” or that threaten difference, whilst keeping 
tabs on what and how much information is collected. The problem of our 
own complicity is great in the context of resistance. Lyotard offered few 
solutions, and no programs of resistance. However, remarks in his Post- 
modern Fables (Lyotard 2003) may prove helpful. In resistance to flows of 
communication (such as social networking sites) becoming streams of capi- 
talism, Lyotard suggests we become “subterranean streams”, underground 
yet springing up in undetermined locations on the surface (Lyotard 2003, 
5). Although I partly agree with Gane that Lyotard is advocating a “radical 
‘underground’ existence” (Gane 2003, 448) that would resist the capitalist 
order, it is important to emphasize the relevance of the spring. Resistance 
cannot merely be about opting out, but about participating in unpredict- 
able ways — such that the surveillance technologies of the capitalist order 
cannot keep up. Resistance might follow from more research into the algo- 
rithms that contain the power. The information we glean could allow us to 
shape our profiles (in the loose sense) in ways that cannot so easily be read 
and that work to our benefit; in such a way we might remain underground 
whilst springing up when necessary or desired. This kind of streaming may 
not resist the capitalist order, but it would go some way to putting the ball 
in the court of the individual — and not the inhuman. 
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6 Critical Internet Surveillance Studies 
and Economic Surveillance 

Thomas Allmer 


6.1. INTRODUCTION 

Surveillance has notably increased in the last decades of modern society. Sur- 
veillance studies scholars like David Lyon (1994) or Clive Norris and Gary 
Armstrong (1999) stress that we live in a surveillance society. Although there 
are a lot of other features in contemporary society, such as information, 
neoliberalism, globalization, or capitalism, surveillance in general and Inter- 
net surveillance in particular are crucial phenomena. For instance, web 2.0 
activities, such as creating profiles and sharing ideas on Facebook, announc- 
ing personal messages on Twitter, uploading or watching videos on YouTube, 
and writing personal entries on Blogger, all enable the collection, analyses, 
and sale of personal data by commercial web platforms. 

The overall aim of this chapter is to clarify how we can theorize and 
systemize such phenomena. Lyon (1998, 95; 2003b, 163) emphasizes that 
economic surveillance on the Internet, such as monitoring consumers or 
the workplace, is a central aspect of modern surveillance societies. The 
approach that is advanced in this chapter recognizes the importance of 
the role of the economy in contemporary surveillance societies. To do so, 
the following thematically grouped research questions are subjects of this 
contribution: 

Foundations of Internet surveillance studies 

• How is Internet surveillance defined in the existing literature? 

• What are commonalties and differences of various notions of Internet 
surveillance? 

• What are advantages and disadvantages of such definitions? 

Critical Internet surveillance studies 

• Which theory provides a typology in order to systemize Internet sur- 
veillance in the modern economy? 

• What are examples of Internet surveillance in the spheres of produc- 
tion, circulation, and consumption? 
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This chapter can be fruitful for scholars who want to undertake a system- 
atic analysis of surveillance in general and Internet surveillance in particu- 
lar in the modern economy and who want to study the field of surveillance 
critically. It deals with surveillance in the modern economy and is a critical 
contribution to surveillance studies insofar as it is based on the foundations 
of a critical political-economy approach (MECW 28; MEW 23). The term 
modern economy refers to the capitalistic economy of modern societies. 
Modern society is the historical period that began with the Enlightenment 
and continues today. 

This contribution constructs theoretically founded typologies in order to 
systemize the existing literature of Internet surveillance studies and to ana- 
lyze examples of surveillance. Therefore, it mainly is a theoretical approach 
combined with illustrative examples, advancing from the abstract to the 
concrete level. Based on the research questions and the described methodol- 
ogy, the following structure can be outlined: 

Section 2 analyzes how Internet surveillance is defined in the existing 
literature, what commonalties and differences of various notions of online 
surveillance exist, and what advantages and disadvantages such defini- 
tions have. Furthermore, section 2 describes how different notions deal 
with economic surveillance on the Internet and makes clear if there is a 
gap in the existing literature in order to study Internet surveillance in the 
modern economy. The specific economic mode of Internet surveillance is 
studied in section 3. Based on the foundations of a critical political-econ- 
omy approach and the distinction of surveillance in the economy into the 
spheres of production, circulation, and consumption, a typology of online 
surveillance in the economy can be constructed. Constructing a theoreti- 
cally founded typology of economic surveillance is important in order to 
undertake a systematic analysis of surveillance in the modern economy. 
Economic surveillance on the Internet in the spheres of production, circu- 
lation, and consumption will be outlined. Section 4 concludes with a sum- 
mary and makes some political recommendations for overcoming Internet 
surveillance in the modern economy. 


6.2. FOUNDATIONS OF INTERNET SURVEILLANCE STUDIES 

In this contribution, Internet surveillance is understood as a special form 
of surveillance. Since Michel Foucault published his book Surveiller et 
punir, in French in 1975 and in English in 1977, the amount of literature 
on surveillance has increased enormously and represents a diffuse and com- 
plex field of research. Lyon (1994, 6-7) stresses: “Michel Foucault’s cel- 
ebrated, and contentious, historical studies of surveillance and discipline 
had appeared that mainstream social theorists began to take surveillance 
seriously in its own right”. David Murakami Wood (2003, 235) emphasizes 
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that “for Surveillance Studies, Foucault is a foundational thinker and his 
work on the development of the modern subject, in particular Surveillir et 
Punir (translated as Discipline and Punish), remains a touchstone for this 
nascent transdisciplinary field”. According to Google Scholar (2010), Fou- 
cault’s book Discipline and Punish (1977) is cited more than 17,000 times. 
According to the Encyclopedia of Philosophy (Pryor 2006, 898) and to the 
Routledge Encyclopedia of Philosophy (Gutting 1998, 708-713), Foucault 
is one of the most important historians and philosophers of the twentieth 
century and has had wide influence in different disciplines. 

The overall aim of this section is to elucidate how Internet surveillance 
is defined in the existing literature, what commonalties and differences 
of various notions of online surveillance exist, and what advantages and 
disadvantages such definitions have. To do so, Foucault’s understanding 
of surveillance and the idea of the panopticon are introduced (subsection 
1). Based on these findings, and by establishing a typology of the existing 
literature and discussing their commonalities and differences, subsections 
2 and 3 contain a systematic discussion of the state of the art of Internet 
surveillance. To analyze the existing literature on a more abstract level and 
identify advantages and disadvantages, it is essential to discuss common- 
alties and differences and to find certain typologies. Finally, subsection 4 
gives a summary, discusses how different notions deal with Internet sur- 
veillance in the modern economy, and makes clear if there is a gap in the 
existing literature. 

6.2.1. Foucault’s Notion of Surveillance and the Panopticon 

Foucault (1995; 2002; 2003; 2007) analyzes surveillance in the context 
of the emergence of disciplinary societies. He stresses an evolution from 
feudal societies of torture, to reformed societies of punishment, and on 
to modern disciplinary societies. In the age of torture, arbitrary penal- 
ties and public spectacles of the scaffold took place in order to exter- 
minate bodies. Afterwards, in the age of punishment, defendants were 
punished and exterminated. In the age of disciplines, direct violence has 
been replaced with softer forms of power in order to discipline, control, 
and normalize people in respect of drilling docile bodies and “political 
puppets” (Foucault 1995, 136). 

For Foucault (1995, 195-210), Jeremy Bentham’s panopticon is a sym- 
bol for modern disciplinary society: “On the whole, therefore, one can 
speak of the formation of a disciplinary society in this movement that 
stretches from the enclosed disciplines, a sort of social ‘quarantine’, to an 
indefinitely generalizable mechanism of ‘panopticism’” (Foucault 1995, 
216). The panopticon is an ideal architectural figure of modern disciplin- 
ary power. It exists of an annular building divided in different cells and 
a huge tower with windows in the middle. Prisoners, workers, pupils, 
as well as patients stay in the cells and a supervisor occupies the middle 
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tower. The architecture allows the supervisor to observe all individuals 
in the cells without being seen. Not every inmate is observed at every 
moment, but no one knows if she or he is monitored. Observation is pos- 
sible anytime. As a result, everyone acts as if kept under surveillance all 
the time — individuals discipline themselves out of fear of surveillance. 
The panopticon creates a consciousness of permanent visibility as a form 
of power, where no bars, chains, and heavy locks are necessary for domi- 
nation any more. Foucault (1995, 228) finally asks: “Is it surprising that 
prisons resemble factories, schools, barracks, hospitals, which all resem- 
ble prisons?” 

In summary, Foucault analyses surveillance in the context of the emer- 
gence of modern disciplinary societies. He understands disciplines as forms 
of operational power relations and technologies of domination in order to 
discipline, control, and normalize people. For Foucault, the panopticon is 
an ideal symbol of modern surveillance societies. Foucault’s understanding 
of surveillance and the panopticon allows to distinguish panoptic (affirma- 
tion of Foucault’s notion) and non-panoptic (rejection of Foucault’s notion) 
approaches of defining Internet surveillance that can be used for construct- 
ing a typology of existing surveillance literature and for discussing com- 
monalities and differences of definitions of Internet surveillance: The task 
of the following two subsections is to give a representative, but still eclectic, 
overview about different definitions of online surveillance. 

6.2.2. Non-Panoptic Notions of Internet Surveillance 

Lyon understands the “world wide web of surveillance” (Lyon 1998) as 
a neutral concept that identifies positive consequences such as protection 
and security as well as negative consequences such as control. Comput- 
erization of surveillance makes bureaucratic administration easier (Lyon 
2003b, 164), and surveillance in cyberspace permits “greater efficiency and 
speed, and may well result in increased benefits for citizens and consumers, 
who experience them as enhancing their comfort, convenience, and safety 11 
(Lyon 2003a, 69). Nevertheless, Lyon says that the nation state and the 
capitalist workplace are the main sites of surveillance on the Internet (1998, 
95; 2003a, 69; 2003b, 163) and argues that surveillance technologies such 
as the Internet reinforce asymmetrical power relations on an extensive and 
intensive level (Lyon 1998, 92): “So surveillance spreads, becoming con- 
stantly more routine, more intensive (profiles) and extensive (populations), 
driven by economic, bureaucratic and now technological forces” (Lyon 
1998, 99). The Internet has become a multibillion dollar industry, because 
it is primarily corporations that are interested in collecting, analyzing, and 
assessing a huge amount of personal consumer data in order to target per- 
sonalized advertisement (Lyon 2003b, 162). 

Similarly to Lyon’s notion of Internet surveillance that assumes there are 
enabling and constraining effects, Seumas Miller and John Weckert (2000) 
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articulate advantages and disadvantages of being monitored. Their paper 
examines monitoring at the workplace in general and observing of e-mail 
and the Internet usage in particular. Although the authors claim that pri- 
vacy is a moral right (Miller and Weckert 2000, 256) and criticize existing 
approaches that stress benefits of workplace monitoring for both employers 
and employees (Miller and Weckert 2000, 258-259), they argue that “sur- 
veillance and monitoring can be justified in some circumstances” (Miller 
and Weckert 2000, 255) and reason: “The proposition must be rejected 
that the extent and nature of the enjoyment of rights to individual privacy is 
something to be determined by the most powerful forces of the day, be they 
market or bureaucratic forces” (Miller and Weckert 2000, 256). 

For Anders Albrechtslund (2008; see also Albrechtslund’s contribution 
in this volume), positive aspects of being under surveillance are worth men- 
tioning, and he argues that online surveillance also empowers the users, 
constructs subjectivity, and is playful. Internet surveillance as social and 
participatory act involves mutuality and sharing. 

Online social networking can also be empowering for the user, as the 
monitoring and registration facilitates new ways of constructing iden- 
tity, meeting friends and colleagues as well as socializing with strangers. 
This changes the role of the user from passive to active, since surveil- 
lance in this context offers opportunities to take action, seek informa- 
tion and communicate. Online social networking therefore illustrates 
that surveillance — as a mutual, empowering and subjectivity building 
practice — is fundamentally social. (Albrechtslund 2008) 

Hille Koskela (2004; 2006) emphasizes the individual’s active role in the 
context of surveillance in general and online surveillance in particular. For 
instance, reality shows are based on viewer participation, mobile phones 
with cameras create an active subject, and home webcams generate new 
subjectivities. Koskela wants to analyze “the other side of surveillance”, 
which has resistant and liberating elements: “Webcams can also be argued 
to contribute to the ‘democratization’ of surveillance” (Koskela 20 06, 175). 
In addition, Koskela (2004, 204) argues that webcams have an empower- 
ing role and that the active role of individuals with surveillance equipment 
shows that the lines of control are blurred. 

In conclusion, non-panoptic notions of Internet surveillance either use a 
neutral concept that assumes there are enabling effects, such as protection 
and security, as well as constraining effects, such as control or a positive 
concept that identifies comical, playful, and amusing characteristics of sur- 
veillance, and where everyone has the opportunity to surveil. In addition, 
these approaches tend to reject the proposition that surveillance mecha- 
nisms are dominated by political and economic actors and see monitoring 
not necessarily as annoying and disturbing. In non-panoptic notions, Inter- 
net surveillance is understood as a useful and effective management tool 
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and as a fair method and procedure of monitoring individuals online. Now, 
we move on to panoptic notions of Internet surveillance. 

6.2.3. Panoptic Notions of Internet Surveillance 

Based on a diagrammatic understanding of panoptic surveillance, Greg 
Elmer (1997) predominantly understands the Internet as a powerful space 
of economic surveillance. “The Internet is first mapped, through indexical 
search engines, and then diagnosed, via ‘spiders’ and ‘cookies’, to actively 
monitor, survey, solicit and subsequently profile users’ online behavior” 
(Elmer 1997, 182). Corporations map consumer profiles including demo- 
graphic and psychographic data in order to target advertising and to accu- 
mulate profit (Elmer 1997, 186, 189-190). 

Likewise, in The Internet Galaxy, Manuel Castells (2001, 168-187) 
describes the Internet not only as a space full of opportunities, but also as 
a technology of control, which has primarily emerged from the interests of 
economic and political actors such as corporations and state institutions. 
He argues that these institutions make use of such technologies in order to 
locate individual users. State institutions such as governments and corpora- 
tions like Microsoft and Google use special surveillance technologies that 
allow the monitoring of online behaviour in one central database. 

Surveillance technologies . . . often rely on identification technologies 
to be able to locate the individual user . . . These technologies operate 
their controls under two basic conditions. First, the controllers know 
the codes of the network, the controlled do not. Software is confiden- 
tial, and proprietary, and cannot be modified except by its owner. Once 
on the network, the average user is the prisoner of an architecture he 
or she does not know. Secondly, controls are exercised on the basis of a 
space defined on the network, for instance, the network around an In- 
ternet service provider, or the intra-network in a company, a university, 
or a government agency. (Castells 2001, 171-173) 

Castells understands the rise of the Internet as an emergence of a powerful 
electronic surveillance system and concludes: “If this system of surveillance 
and control of the Internet develops fully, we will not be able to do as we 
please. We may have no liberty, and no place to hide” (Castells 2001, 181). 
Castells (2001, 171-173) considers, just like Foucault, surveillance to be 
negative and centralized and being connected to control and power. Hence, 
although Castells does not refer to the concept of the panopticon directly, 
his contribution to online surveillance can be considered as being a panop- 
tic notion of Internet surveillance. 

Michael Levi and David Wall (2004, 201-203) emphasize the new 
politics of surveillance in a post-9/11 European information society and 
the increase of the panoptic power of the EU member states as mediated 
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through surveillance techniques such as identity/entitlement cards, asylum 
seekers’ smartcards, data-sharing schemes, and smart passports in order to 
create a suspect population. Wall (2003; 2006) analyzes the growth of sur- 
veillant Internet technologies in the information society. He draws on Fou- 
cault’s understanding of panoptic power relations (Wall 2006, 344) and 
distinguishes between personal and mass surveillance (Wall 2006, 342). 
For Wall, the Internet as a multidirectional information flow has brought 
new opportunities for individuals in the context of surveillance. Techniques 
such as spyware, spam spider hots, and cookies allow a synoptic effect 
where the surveilled can surveil the surveillers (Wall 2006, 342-343). 

The Internet is not simply a ‘super’ (Poster, 1995), ‘virtual’ (Engberg, 
1996) or ‘electronic’ (Lyon, 1994, ch. 4) Panopticon: an extension of 
Foucault’s conceptualization of Bentham’s prison design — ‘seeing with- 
out being seen’ (Foucault, 1983, p. 223), as has become the conven- 
tional wisdom. It is important to emphasize that Internet information 
flows are simultaneously panoptic and synoptic — not only can the few 
watch the many, but the many can watch the few. (Mathiesen, 1997, p. 
215) (Wall 2003, 112) 

Wall argues that the balance between personal surveillance on the one hand 
and mass surveillance on the other hand is “rarely even” (Wall 2006, 346) 
and lists powerful corporations such as Doubleclick and Engage that are 
able to undertake large-scale surveillance (Wall 2006, 343). In addition, 
he emphasizes the growth of surveillance and privacy threats as tradable 
commodities in information capitalism (Wall 2003, 135) and presents an 
empirical case study of the spam industry such as e-mail list compilation 
and unsolicited bulk e-mails (Wall 2006, 350-352). 

Joseph Turow (2005; 2006) speaks about marketing and consumer 
surveillance in the digital age of media. He stresses that online media are 
interested in collecting data about their audience in order to sell these data 
to advertisers. In a next step, the advertisers use these data in order to 
increase the efficiency of marketing (Turow 2005, 103-104; 2006, 280). 
Furthermore, customer relationship management constructs audiences and 
produces a surveillance-driven culture, where consumers understand sur- 
veillance as a cost-benefit calculation and are willing to contribute to data 
collection by media and advertisers (Turow 2005, 105, 119-120). Turow’s 
understanding of surveillance can be seen in the context of Foucault’s 
notion of panoptic surveillance. He considers, just like Foucault, surveil- 
lance to be negative and centralized and connected to discipline, control, 
and power (Turow 2005, 115). Similarly to Foucault, Turow (2005, 116- 
117) stresses that surveillance is predominately undertaken by powerful 
institutions such as corporations. Also interesting in this context is the 
national survey of Internet privacy and institutional trust by Joseph Turow 
and Michael Hennessy (2007). In 2003, they undertook 1,200 quantitative 
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telephone interviews in the US with adults (18 years and older), who go 
online at home (Turow and Hennessy 2007, 304). The authors analyzed 
what US citizens think about institutional surveillance and concluded “that 
a substantial percentage of Internet users believes that major corporate or 
government institutions will both help them to protect information privacy 
and take that privacy away by disclosing information to other parties with- 
out permission” (Turow and Hennessy 2007, 301). 

Mark Andrejevic (2002; 2007b; also 2007a 135-160; see also Andrejevic’s 
contribution in this volume) wants to offer an alternative approach of online 
privacy in the era of new media. Andrejevic studies the economic surveil- 
lance of interactive media such as interactive TV (2002) and Google’s 
business model of free wireless Internet access (2007b) and analyzes inter- 
active surveillance in the digital enclosure: “the model of enclosure traces 
the relationship between a material, spatial process — the construction of 
networked, interactive environments — and the private expropriation of 
information 11 (Andrejevic 2007b, 297). He argues that Foucault’s panop- 
ticon is a suitable approach to study surveillance and hierarchical power 
asymmetries in the online economy and speaks about a “digital form of 
disciplinary panopticism” (Andrejevic 2007b, 237). Andrejevic argues that 
just as workplace surveillance rationalized production in the era of scien- 
tific management, online surveillance rationalizes and stimulates consump- 
tion (Andrejevic 2007b, 232; 244) and produces customized commodities 
and the crucial capital of the economy (Andrejevic 2007b, 234). “Viewers 
are monitored so advertisers can be ensured that this work is being done 
as efficiently as possible. Ratings, in this context, are informational com- 
modities that generate value because they help to rationalize the viewing 
process” (Andrejevic 2007b, 236). 

Also in the context of economic surveillance, John Edward Campbell 
and Matt Carlson (2002) revisit Foucault’s idea of the panopticon as well 
as Gandy’s notion of the panoptic sort. They apply these notions to online 
surveillance and the commodification of privacy on the Internet: 

The Panopticon was seen as a way of organizing social institutions 
to ensure a more orderly society by producing disciplined and ‘ra- 
tional’ (read predictable) citizens. With Internet ad servers, the goal 
is to provide marketers with the personal information necessary to 
determine if an individual constitutes an economically viable con- 
sumer. The enhanced consumer profiling offered by these third-party 
ad servers increases the effectiveness and efficiency of advertisers’ ef- 
forts, reducing the uncertainty faced by producers introducing their 
goods and services into the marketplace. (Campbell and Carlson 
2002, 587) 

Summing up, panoptic notions of Internet surveillance argue that power, 
control, and surveillance have increased in the era of the Internet. 


132 Thomas Allmer 


Furthermore, the rise of the Internet has brought a space of electronic sur- 
veillance, where the powerful will appropriate the Internet as a technology 
of control for their own instrumental advantage. These approaches con- 
sider online surveillance to be negative and being connected to coercion, 
repression, discipline, power, and domination. For these authors, power is 
primarily centralized and society tends to be repressive and controlled. 

6.2.4. Discussion 

The overall aim of this section was to clarify how Internet surveillance 
has been defined in the existing literature, what the different notions of 
online surveillance have in common, and what distinguishes them from one 
another. Based on the distinction of panoptic and non-panoptic notions of 
surveillance, a systematic discussion of the state of the art of Internet sur- 
veillance was conducted by establishing a typology of the existing literature 
and introducing a discussion of commonalties and differences. Table 6.1 
summarizes the results: 


Table 6.1 Foundations of Internet Surveillance Studies 


Non-panoptic 

notions of Internet Panoptic notions of 
surveillance Internet surveillance 


Non-panoptic 
notions of Inter- 
net surveillance 


Non-panoptic notions 
of Internet surveil- 
lance either use a 
neutral concept that 
assumes there are 
enabling as well as 
constraining effects 
or a positive concept 
that identifies comical, 
playful, and amus- 
ing characteristics of 
online surveillance. 


David Lyon (1998; 
2003a; 2003b), 
Seumas Miller 
and John Weckert 
(2000), Anders 
Albrechtslund 
(2008), Hille 
Koskela (2004; 
2006 ) 


Panoptic notions 
of Internet 
surveillance 


Panoptic notions 
of Internet surveil- 
lance consider online 
surveillance to be 
negative. These 
approaches argue 
that power, domi- 
nation, coercion, 
control, discipline, 
and surveillance have 
increased in the era 
of the Internet. 


Greg Elmer (1997), 
Manuel Castells 
(2001), David 
Wall (2003; 2006), 
Joseph Turow 
(2005; 2006), 
Mark Andrejevic 
(2002; 2007a; 
2007b), John 
Edward Campbell 
and Matt Carlson 
( 2002 ) 
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In conclusion, non-panoptic notions of Internet surveillance use either a 
neutral concept, which assumes that enabling as well as constraining effects 
exist or a positive concept, which identifies comical, playful, and amusing 
characteristics; they are represented by scholars such as David Lyon and 
Hille Koskela. In contrast, panoptic notions of Internet surveillance con- 
sider online surveillance to be negative. These approaches argue that power, 
domination, coercion, control, discipline, and surveillance have increased 
in the era of the Internet; they are represented by scholars such as Greg 
Elmer, Manuel Castells, and Joseph Turow. 

Although private actors monitor and watch over other individuals in 
everyday life experiences (for example parents taking care of their children, 
providing personal information on weblogs, and using social networking 
sites on the Internet), these acts are processes to which people agree and 
which involve no violence, coercion, or repression. In comparison, eco- 
nomic and political actors use surveillance and exercise violence in order 
to control certain behaviours of people, who in most cases do not know 
that they are surveilled. To accumulate profit and guarantee the production 
of surplus value, corporations control the economic behaviour of people 
and coerce them to produce or buy specific commodities. Corporations and 
state institutions are the most powerful actors in society and are able to 
undertake mass surveillance extensively and intensively (such as for exam- 
ple the collection and gathering of information on Internet user profiles in 
order to implement targeted advertising), because the amount of available 
resources shapes the intensity and extension of surveillance. In the modern 
production process, primarily electronic surveillance documents and con- 
trols workers’ behaviour and communication to guarantee the production 
of surplus value. The commodification of privacy is important to target 
advertising for accumulating profit. State institutions have intensified and 
extended state surveillance of citizens in order to combat the threat of ter- 
rorism (Gandy 2003, 26-41; Lyon 2003c). Therefore, one can assume that 
corporations and state institutions are the main actors in modern surveil- 
lance societies, and surveillance is a crucial element for modern societies. 

Those who hold non-panoptic notions of Internet surveillance under- 
stand surveillance in cyberspace in a non-hierarchical and decentralized 
way, where everyone has the opportunity to surveil. This argument over- 
looks the fact that corporations and state institutions are the most powerful 
actors in society and are able to undertake mass surveillance online — what 
private actors are not able to do. Neutral concepts of surveillance on the 
Internet tend to overlook power asymmetries of contemporary society and 
therefore tend to convey the image that private actors are as powerful as 
corporations and state institutions. Hence, a general and neutral under- 
standing of surveillance in cyberspace is not fruitful for studying online 
surveillance as it does not take asymmetrical power relations and repressive 
aspects of society into consideration. Approaches that stress that everyone 
today has the opportunity to surveil, that online surveillance is a useful and 
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effective management tool, and that Internet surveillance has playful and 
amusing characteristics are typical for postmodern scholars and disguise 
the fact of power and domination in contemporary surveillance societies. 

Surveillance studies scholars like Lyon (1998, 95; 2003b, 163) argue that 
economic surveillance on the Internet such as monitoring consumers or the 
workplace are central aspects of modern surveillance societies. The fol- 
lowing explanations indicate that most of the panoptic notions of Internet 
surveillance recognize the importance of economic aspects of surveillance 
in cyberspace: So for example Elmer (1997, 186; 189-190) investigates eco- 
nomic Internet surveillance predominantly in the sphere of consumption 
and analyzes how corporations map consumer profiles in order to target 
advertising and to accumulate profit. In contrast, Castells (2001, 173-174) 
mentions economic Internet surveillance in the sphere of production and in 
the sphere of consumption. When Wall (2006, 350-352) presents an empir- 
ical case study of the spam industry, such as e-mail list compilation and 
unsolicited bulk e-mails, he solely emphasizes surveillance in the sphere of 
consumption. Turow (2006, 114-118) analyzes consumer surveillance in the 
digital age and marks a development from customized media of one-to-one 
marketing to walled gardens as an online environment to interactive televi- 
sion such as video-on-demand. Andrejevic (2007b, 242-243) is primarily 
interested in analyzing consumer surveillance. In addition, Campbell and 
Carlson (2002, 587) understand online surveillance in the context of the 
commodification of privacy, consumer profiling, and advertising. In conclu- 
sion, panoptic notions of Internet surveillance primarily analyze economic 
aspects of surveillance on the Internet in the context of consumption. The 
following table summarizes these example approaches: 

Although panoptic notions of Internet surveillance recognize the impor- 
tance of the economy, they tend to focus on the sphere of consumption and 
to overlook online surveillance in the spheres of production and circulation as 
important aspects of contemporary surveillance societies. Furthermore, panop- 
tic notions of Internet surveillance claim that there are particular forms of eco- 
nomic surveillance without a theoretical criterion for a certain typology. 


Table 6.2 Economic Aspects in Panoptic Notions of Internet Surveillance 


Internet surveillance in 
the sphere of production 

Internet surveillance in 
the sphere of circulation 

Internet surveillance in the 
sphere of consumption 

Manuel Castells (2001) 


Greg Elmer (1997) 

Manuel Castells (2001) 
David Wall (2003; 2006) 
Joseph Turow (2005; 2006) 
Mark Andrejevic (2002; 
2007a; 2007b) 

John Edward Campbell 
and Matt Carlson (2002) 
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In summary, non-panoptic notions of Internet surveillance are in my 
view not fruitful for studying online surveillance as they do not take 
asymmetrical power relations and repressive aspects of society into con- 
sideration. In addition, panoptic notions of Internet surveillance tend to 
overlook online surveillance in the spheres of production and circulation 
as important aspects of contemporary surveillance societies. Therefore, a 
critical contribution to Internet surveillance studies is needed. 


6.3. CRITICAL INTERNET SURVEILLANCE STUDIES 

A critical contribution to Internet surveillance studies strives for the devel- 
opment of theoretical and empirical research methods in order to analyze 
surveillance in the context of domination, asymmetrical power relations, 
resource control, social struggles, and exploitation. It critically analyzes 
Internet surveillance as an important aspect of guaranteeing the produc- 
tion of surplus value and accumulating profit (Fuchs 2008, 268-270; 2010, 
19-21; see also the contributions by Fuchs, Sandoval, and Andrejevic in 
this volume). Furthermore, a typology of Internet surveillance in the mod- 
ern economy, which is based on Marx’s theory and critique of the political 
economy, allows to systemize economic surveillance on the Internet and 
to distinguish between online surveillance in the spheres of production, 
circulation, and consumption (see also Fuchs’ analysis of surveillance in 
the cycle of capital accumulation in this volume). A theoretically founded 
typology of economic Internet surveillance is important in order to under- 
take a theoretical analysis of online surveillance in the modern economy. 
Based on the foundations of a critical political-economy approach, the dis- 
tinction of production, circulation, and consumption within the economy 
is introduced (6.3.1) in order to establish a typology of online surveillance 
in the economy and to study Internet surveillance in the spheres of produc- 
tion, circulation, and consumption (section 6.3.2). 

6.3.1. The Spheres of the Economy 

In the Introduction to a Contribution to the Critique of Political Economy, Karl 
Marx (MECW 28, 26-37) distinguishes between (a) production, (b) circula- 
tion (distribution and exchange), and (c) consumption as dialectically mediated 
spheres of the capitalistic economy (a). The sphere of production appears as 
the point of departure. In the capitalist mode of production, entrepreneurs 
consume purchased commodities (means of production and labour power) in 
order to produce new commodities and surplus value, (b) Circulation is the 
“mediation between production and consumption” (MECW 28, 27). In the 
process of circulation, consumers purchase commodities for daily life and pro- 
prietors sell the produced commodities to realize profit, (c) In the sphere of con- 
sumption as the final point of the process, “the product drops out of this social 
movement, becomes the direct object and servant of an individual need, which 
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its use satisfies” (MECW 28, 26). Whereas in production the person receives 
an objective aspect, in consumption the object receives a subjective aspect. The 
“consumption, as the concluding act . . . reacts on the point of departure thus 
once again initiating the whole process” (MECW 28, 27). Although produc- 
tion, circulation, and consumption are separated spheres, they correlate in an 
interconnected relationship (see Figure 6.1): 

In the sphere of production, means of production are consumed, and in 
the sphere of consumption, labour power is (re)produced. “Production is 
consumption; consumption is production. Consumptive production. Pro- 
ductive consumption” (MECW 28, 30). Production is not possible with- 
out demand, and consumption does not take place without material: “No 
consumption without production; no production without consumption” 
(MECW 28, 30). Moreover, the process of production is determined by 
circulation of labour power as well as by means of production, whereas 
circulation itself is a product of production. Production, circulation, and 
consumption are not “identical, but . . . they are all elements of a totality, 
differences within a unity [ . . . J There is an interaction between the dif- 
ferent moments” (MECW 28, 36-37). Nevertheless, production, circula- 
tion, and consumption are not equal spheres in the economy; production is 
rather “the dominant moment, both with regard to itself in the contradic- 
tory determination of production and with regard to the other moments. 
The process always starts afresh with production [ . . . ] A definite [mode 
of; TA] production thus determines a definite [mode of; TA] consumption, 
distribution, exchange and definite relations of these different moments to 


Production 





Consumption 

Circulation 


Figure 6.1 Production, circulation, and consumption as dialectically mediated 
spheres of the modern economy. 
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one another. Production in its one-sided form, however, is in its turn also 
determined by the other moments” (MECW 28, 36). 

Based on the distinction of production, circulation, and consumption, a 
typology of surveillance in the economy can be constructed. Such a typol- 
ogy will be outlined in the next subsection. 

6.3.2. Internet Surveillance in the Spheres of the Economy 

Illustrative examples of economic online surveillance in the spheres of pro- 
duction, circulation, and consumption will be presented. The next three 
subsections are therefore structured according to this distinction. 


6.3.2. 1. Internet Surveillance in the Sphere of Production 

The Electronic Monitoring and Surveillance Survey (American Manage- 
ment Association and the ePolicy Institute 2008) offers interesting examples 
of Internet surveillance in the sphere of production: according to the Ameri- 
can Management Association and the ePolicy Institute (2008), who undertake 
an annual quantitative survey about electronic monitoring and surveillance 
with approximately three hundred US companies, “more than one fourth of 
employers have fired workers for misusing e-mail and nearly one third have 
fired employees for misusing the Internet”. More than 40% of the studied com- 
panies monitor e-mail traffic of their workers, and 66% of the corporations 
monitor Internet connections. In addition, most companies use software to 
block non-work-related websites such as sexual or pornographic sites, game 
sites, social networking sites, entertainment sites, shopping sites, and sport 
sites. The American Management Association and the ePolicy Institute (2008) 
also stress that companies track “content, keystrokes, and time spent at the 
keyboard [ . . . ] store and review computer files [ . . . J monitor the blogosphere 
to see what is being written about the company, and [ . . . J monitor social 
networking sites”. Furthermore, about 30% of the companies were also firing 
employees for non-work related e-mail and Internet usage such as “inappropri- 
ate or offensive language” and “viewing, downloading, or uploading inappro- 
priate/offensive content” (American Management Association and the ePolicy 
Institute 2008). This example shows that companies use surveillance and exer- 
cise violence in order to control certain behaviour of workers. Corporations 
control the economic behaviour of people and coerce individuals in order to 
produce specific commodities for accumulating profit and for guaranteeing 
the production of surplus value. In the modern production process, primarily 
electronic surveillance is used to document and control workers’ behaviour 
and communication to guarantee the production of surplus value. 


6. 3. 2. 2. Internet Surveillance in the Sphere of Circulation 

An interesting phenomenon of surveillance in the sphere of circulation is 
applicant surveillance: Rosalind Searle (2006, 343) states in this context that 
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“checking procedures are increasingly utilised to authenticate candidates’ 
data. In several countries financial services authorities have sanctioned for- 
mal vetting, often outsourcing it to external contractors [ . . . J such as Kroll 
and Carratu International”. The corporate investigation company Carratu 
International is headquartered in London. The company operates around 
the world, serving national and multinational corporations, insurance com- 
panies, law firms, and financial institutions, which are primarily found in 
the Fortune 500 and the Financial Times Top 100 rankings (Carratu Inter- 
national). Carratu International offers background screening services for 
companies and government agencies who want to check personal informa- 
tion about new job applicants. If Carratu International realizes a company’s 
application procedure, job candidates have to complete a detailed question- 
naire on the Internet as part of their application, which is sent invisibly to 
Carratu International (Searle 2006, 343). Carratu International argues that 
pre-employment screening is crucial, because up to 80% of new job candi- 
dates give incorrect information about themselves. 

According to Carratu International, the only opportunity to “know that 
the information provided is complete and honest” is to undertake a system- 
atic off- and online check of information such as personal data and infor- 
mation on civil litigation, credit history, bankruptcy, employment history, 
educational achievements, professional qualifications, and professional or 
occupational licensing. In addition, Carratu International provides three lev- 
els of off- and online pre-employment screening at different prices: the basic 
service includes data analyses of items such as address, educational qualifi- 
cation, and employment history. The intermediate service includes the basic 
service plus searches of the media, ownership records, company directorship, 
and judicial data. Finally, the professional level includes an investigation of 
“all details contained on the application document, carrying; TA] out all 
checks as detailed in Level Two validations, together with additional rel- 
evant research and investigations to confirm the probity and standing of the 
applicant” (Carratu International). Carratu International is a threat to the 
job candidates’ privacy, because the applicants assume their personal infor- 
mation is only shared with the company where they are applying, but the 
candidates do not know that their information is sent to Carratu Interna- 
tional. Carratu International and their entrepreneurial clients use surveil- 
lance and exercise violence in order to control certain behaviour of people. 
Carratu International also offers surveillance services of existing employees 
such as monitoring e-mail traffic and Internet usage (Internet surveillance 
in the sphere of production). This indicates that economic surveillance also 
occurs in combinations of different spheres and that forms of surveillance in 
the sphere of production, circulation, and consumption are interconnected. 


6. 3. 2.3. Internet Surveillance in the Sphere of Consumption 

To examine Internet surveillance in the sphere of consumption, the example 
of Google and Doubleclick can be outlined: According to Alexa Internet, of 
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the top websites, Google has the most visits on the Internet. Google uses a 
wide range of methods to collect data about its users, namely click tracking 
(to log clicks of users), log files (to store server requests), JavaScript and web 
bugs (to check users’ visits), as well as cookies (to record individual actions) 
(Stalder and Mayer 2009, 102). Doubleclick is one of the main projects of 
Google (Google 2008). It is a global leader in ad serving and has developed 
sophisticated methods in order to collect, analyze, and assess huge amounts 
of users’ data on the Internet (Campbell and Carlson 2002, 596-597). Google 
(2007; 2008) acquired Doubleclick in 2008 for $US 3.1 billion. Doubleclick 
is headquartered in New York City. It was founded in 1996 and works for 
leading digital publishers, marketers, and agencies around the world, such 
as About, Durex, Ford, Friendster, Optimedia, Scripps, and MTV (Double- 
Click). Ad-serving companies such as Doubleclick use methods by plac- 
ing advertisements on websites and analyzing their efficiency. Doubleclick 
develops and provides Internet ad serving services that are sold primarily to 
advertisers and publishers. DoubleClick’s main product is known as DART 
(Dynamic Advertising, Reporting, and Targeting). DART is an ad-serving 
programme that uses a complex algorithm; it is primarily developed for pub- 
lishers and advertisers to “ensure” that they “get the right message, to the 
right person, at the right time, on the right device” (Doubleclick). Double- 
Click collects personal data such as users’ individual behaviour, preferences, 
and interests from many websites with the help of automated computer pro- 
cesses and sells these data to advertising agencies in order to guarantee the 
production of surplus value and to accumulate profit. 

In this section, Internet surveillance in the context of the economy was 
analyzed. Based on the foundations of a critical political-economy approach, 
the distinction of production, circulation, and consumption in the economy 
was introduced in order to establish a typology of Internet surveillance in 
the economy. Illustrative examples of economic online surveillance in the 
spheres of production, circulation, and consumption were presented. 


6.4. CONCLUSION 

The overall aim of this chapter was to clarify how we can theorize and 
systemize Internet surveillance in the modern economy. The chapter con- 
structed theoretically founded typologies in order to systemize the existing 
literature of Internet surveillance studies and to analyze examples of sur- 
veillance. Therefore, it mainly was a theoretical approach combined with 
illustrative examples, advanced from the abstract to the concrete level. 

Foundations of Internet surveillance studies were discussed in the sec- 
ond section. In the third section, a critical contribution to Internet sur- 
veillance studies was drawn in order to distinguish Internet surveillance 
into the spheres of production, circulation, and consumption. Based on 
these findings, we were able to systemize illustrative examples of Inter- 
net surveillance in the modern economy such as the Electronic Monitoring 
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and Surveillance Survey, Carratu International, and Doubleclick into the 
spheres of production, circulation, and consumption. 

As shown in this chapter, economic actors such as corporations undertake 
surveillance and exercise violence in order to control certain behaviours, and 
in most cases people do not know that they are being surveilled. To guaran- 
tee production of surplus value and accumulate profit, corporations control 
economic behaviour of people and coerce them to produce or buy specific 
commodities. Therefore, one can assume that economic online surveillance 
is a negative phenomenon of modern societies, which should be questioned 
and struggled against. Based on Gandy (1993, 230-231), Castells (2001, 
182-184), Parenti (2003, 207-212), Ogura (2006, 291-293), Lyon (1994, 
159-225; 2001, 126-140; 2007a, 159-178; 2007b, 368-377), Fuchs (2009, 
115-117) and Sandoval (in this volume), some political recommendations 
can be drawn in order to overcome economic online surveillance: 

• The first recommendation is that support is needed for critical privacy 
movements on the Internet in order to develop counter-hegemonic 
power and advance critical awareness of surveillance. 

• As Lyon suggests: “Such public awareness of surveillance issues could 
further be raised through professional groups and organizations, 
especially those directly concerned with computing, information 
management, and so on” (Lyon 1994, 223). 

• Lyon also (2001, 127) identifies the importance of political activism 
by critical citizens: “Films, consumer groups, Internet campaigns and 
international watchdogs are just some of the ways that ongoing surveil- 
lance practices are brought to the surface of our consciousness, and thus 
overtly into the realm of ethical evaluation and political response.” 

• According to Fuchs (2009, 116), “critical citizens, critical citizens’ 
initiatives, consumer groups, social movement groups, critical schol- 
ars, unions, data protection specialists/groups, consumer protection 
specialists/groups, critical politicians, critical political parties observe 
closely the relationship of surveillance and corporations and docu- 
ment instances where corporations and politicians take measures that 
threaten privacy or increase the surveillance of citizens”. 

• In addition, Lyon recommends supporting cyber-activism and “coun- 
ter-surveillance” (Lyon 1994, 159) in order to surveil corporate sur- 
veillants or rather to watch the watchers. 

• Parenti (2003, 212) suggests civil disobedience, rebellion, and protest: 
“It will compel regulators to tell corporations, police, schools, hospi- 
tals, and other institutions that there are limits. As a society, we want 
to say: Here you may not go. Here you may not record. Here you may 
not track and identify people. Here you may not trade and analyze 
information and build dossiers”. 

• A further recommendation is to create non-profit, non-commercial 
social networking platforms on the Internet such as Kaioo (Fuchs 2009, 
116; Sandoval in this volume argues for an alternative web 2.0). Kaioo 
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is owned by the non-profit organization OpenNetworX, has been avail- 
able since 2007, and has currently about 30,000 users. Kaioo’s privacy 
terms are created in common and can be edited online by every user. In 
addition, the data belong to their users (Kaioo). OpenNetworX can do 
so, because they are not interested in targeting advertising and they do 
not need to produce surplus value and accumulate profit. 

• “To try to advance critical awareness and to surveil corporate and 
political surveillers are important political moves for guaranteeing 
civil rights, but they will ultimately fail if they do not recognize that 
electronic surveillance is not a technological issue that can be solved 
by technological means or by different individual behaviours, but only 
by bringing about changes of society” (Fuchs 2009, 116). Therefore, 
Internet surveillance has to be put into the larger context of societal 
problems in public discourse. “We should look at the whole macro 
picture.” (Ogura 2006, 292) 

• Finally, Internet surveillance is caused by economic and political 
issues and is inherent in modern society. It is neither just a technical 
issue, nor an individual problem, but a societal problem. Internet sur- 
veillance is a crucial phenomenon, but there are a lot of other features 
influencing contemporary society, such as information, neoliberalism, 
globalization, and capital. 
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7 A Critical Empirical Case Study of 
Consumer Surveillance on Web 2.0 

Marisol Sandoval 


7.1. INTRODUCTION 

Who are the owners of web 2.0 sites, and what are their motivations for 
providing their services? Often the owners of web 2.0 platforms are media 
corporations. Google for example owns YouTube and Blogger, Yahoo owns 
Flickr, and News Corporation owns Myspace. According to the Forbes 2000 
ranking 1 News Corp’s assets are $US 56.13 billion, the assets of Google 
amount to $US 40.5 billion, and the assets of YouTube are $US 14.49 billion. 
Obviously the aims of these companies are generating profits and increasing 
their capital stock. At the same time access to the mentioned 2.0 platforms 
is free of charge. Thus, why do these companies provide web 2.0 services 
for free? In this context critical scholars (Fuchs 2009b; Scholz 2008) have 
stressed that web 2.0 is about new business models, based on which user- 
generated content and user data are exploited for the profit purposes. In this 
case users receive access to web 2.0 platforms for free, and profit is generated 
by selling user data and space for advertisements. Selling user data for profit 
generation requires the surveillance of web 2.0 users for collecting these data. 
In order to understand how far capital accumulation in web 2.0 is connected 
to surveillance, in this chapter I address the following question: 

How does surveillance contribute to capital accumulation on web 2.0, 
and how do the owners of commercial web 2.0 sites collect and dis- 
seminate user information ? 

In order to answer this question, first some hypotheses about and theoretical 
foundations of consumer surveillance on web 2.0 are outlined (section 2). Sec- 
tion 3 describes the method used for the empirical case study. In section 4 the 
results are described and interpreted. Conclusions are drawn in section 5. 


7.2. CONSUMER SURVEILLANCE ON WEB 2.0: 
THEORETICAL FOUNDATIONS AND HYPOTHESES 


In the following I will give a brief outline of the central notions and concepts 
that are used in this chapter: surveillance, consumer surveillance, and web 2.0. 
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Neutral definitions of surveillance argue that surveillance does not 
necessarily imply coercion, domination, or oppression. They focus on the 
collection, storage, processing, and transmission of information about 
individuals, groups, masses, or institutions, irrespective of the context, 
motivations and consequences of surveillance. They either do not refer to 
the purposes of surveillance and the interests behind surveillance (see for 
example Ball/Webster 2003, 1; Solove 2004, 42; Bogard 2006, 101; Bogo- 
likos 2007, 590) or they do not judge whether these purposes are norma- 
tively desirable or not (see for example or Ball 2006, 297; Clarke 1988, 
499; Rule 1973/2007, 21). Sometimes neutral definitions explicitly point at 
the ambiguity of surveillance (see for example Hier and Greenberg 2007, 
381; Lyon 2007, 137; Clarke 1988, 499; Haggerty 2006, 41; Lyon 2003, 
13). In contrast to neutral definitions, negative notions of surveillance con- 
sider the latter always as a form of domination. Such understandings stress 
the coercive, hierarchical, and dominative character of surveillance and can 
for example be found in the work of Michel Foucault (1977/2007), Oscar 
Gandy (1993), Toshimaru Ogura (2006), and Christian Fuchs (2008; 
2009a). So there are on the one hand neutral concepts of surveillance and 
on the other hand negative ones. 

Consumer surveillance can be understood as a form of surveillance that 
aims at predicting and, in combination with (personalized) advertising, con- 
trolling the behaviour of consumers (Turow 2006, 282). Unlike workers, 
consumers for a long time were not under the control of capital. They were 
an anonymous mass, buying standardized mass products (Ogura 2006, 
273). But as Campbell and Carlson state the “last decades of the twentieth 
century also saw a massive expansion of efforts to use surveillance tech- 
nologies to manage consumers” (Campbell and Carlson 2002, 587). 

According to Mark Andrejevic, the increased tendency towards consumer 
surveillance is a reaction to the growing amount and variety of consumer 
products, which make necessary “techniques to stimulate consumption” 
(Andrejevic 2002, 235). To stimulate consumption means controlling the 
behaviour of consumers, that is, to make them buy certain commodities or 
services. Advertising is used as a means for influencing consumer behaviour. 
As Turow puts it: “the goal of advertising is straightforward: to persuade 
people to purchase or otherwise support the product, service or need” (Turow 
2006, 282). The more knowledge an advertiser has on consumers and their 
behaviour, the more specifically they can be addressed by advertising cam- 
paigns. Ogura stresses that the main motive for consumer surveillance is to 
know as many details as possible about the behaviour of unknown custom- 
ers (Ogura 2006, 271). This allows the creation of personalized marketing 
campaigns, which are tailored to the habits, lifestyles, attitudes, hobbies, 
interests, etc. of specific consumers or consumer groups. The idea behind 
personalized advertising is that the more appealing an ad is to a specific indi- 
vidual the more likely it is that s/he will buy a certain product. 
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For personalized sales strategies to be successful, marketing cam- 
paigns need to create the illusion that individuality and authenticity can be 
achieved by buying certain consumer products. Contemporary sales strate- 
gies thus rest on the surveillance and categorization of consumers as well 
as on an ideology that ties individuality to specific consumption patterns. 
Mass media play an important role in disseminating this ideology. In this 
context Mathiesen has coined the notion of the synopticon. In his view 
“synopticism, through the modern mass media in general and television in 
particular, first of all directs and controls or disciplines our consciousness” 
(Mathiesen 1997, 230). Controlling the behaviour of consumer, that is to 
make them buy certain commodities and services, also requires controlling 
their mind. Surveillance and manipulation are two complementary strate- 
gies for influencing consumer behaviour. Capital can only be accumulated 
when commodities and services are sold and surplus is realized. The more 
commodities people buy, the more capital can be accumulated. Capital is 
therefore interested in influencing consumer behaviour in order to sell ever- 
more commodities and services. Thus, if consumer surveillance stimulates 
consumption, it serves the interest of capital. 

The term web 2.0 is used for describing technological changes and/or 
changes in social relations and/or changes in technology usage and/or new 
business models. It has also been argued that the term web 2.0 describes 
nothing really new because web 2.0 is not based on fundamental techno- 
logical advancements (see for example boyd 2007, 17 Scholz 2008, online). 
Some critical scholars have argued that these terms function as a market 
ideology for stimulating profit generation. Christian Fuchs for example 
argues that “the main purpose behind using these terms seems to be a mar- 
keting strategy for boosting investment” (Fuchs 2009b, 80; see also Scholz 

2008, online). 

However, irrespective of whether these terms describe technologically 
new phenomena or whether they have been used as ideologies for advanc- 
ing new spheres for capital accumulation, the fact is that the term web 2.0 
today is widely used for describing an increasing amount of commercial 
and non-commercial web applications that have in common the involve- 
ment of users in the production of content. Technological refinements have 
made it much easer for users to produce their own media (Harrison/Barthel 

2009, 157, 159). 

Most understandings of web 2.0 have in common that they point at 
this active involvement of users in the production of content, that is user- 
generated content, as the central characteristic of web 2.0 (boyd 2007, 
16; Fuchs 2008, 135; 2009, 81; Cormode/Krishnamurthy 2008, online; 
O’Reilly 2005, online; Bruns 2007, online; van Dijck 2009, 41; Allen 2008, 
online; Harrison/Barthel 2009, 157; Kortzfleisch et al. 20 0 8 , 74; Jarrett 
2008, online; Beer/Burrows 2007, online). 

The main hypothesis that underlies this empirical study is: 
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H: The terms of use and privacy statements of commercial web 2.0 
platforms are designed to allow the owners of these platforms to ex- 
ploit user data for the purpose of capital accumulation. 

Zizi Papacharissi and Jan Fernback (2005) conducted a content analysis of 
privacy statements of 97 online portal sites. They tested the credibility as 
well as the effectiveness of these statements and found that “privacy state- 
ments frequently do not guarantee the protection of personal information 
but rather serve as legal safeguards for the company by detailing how per- 
sonal information collected will be used” (Papacharissi and Fernback 2005, 
276). Their study focused on the language used in these statements but did 
not evaluate which information online portal sites do collect and use. In 
a subsequent discourse analysis of privacy statements they analyzed the 
rhetoric of four corporate web 2.0 (MSM, Google, Real.com, and Kazaa) 
applications and found out that privacy statements support profit genera- 
tion (Fernback and Papacharissi 2007). 

The business model of most commercial web 2.0 platforms is to gener- 
ate profit through selling space for advertisements (Fuchs 2009b, 81; Allen 
2008, online). Thus web 2.0 platforms provide their services for free in 
order to attract as many users as possible (Fuchs 2008, 2009b). Selling 
space for advertisements in order to generate profit is nothing new. Tradi- 
tional media companies also employ this strategy. Dallas Smythe (1981) has 
in this context pointed out that media companies generate profit by selling 
media consumers as a commodity to advertisers. 

Fuchs (2009b) has applied Smythe’s notion of the audience commodity 
to web 2.0. He argues that in contrast to traditional media environments 
on web 2.0, users are not only recipients but, at the same time, also produc- 
ers of media content. They can therefore be characterized as prosumers or 
produsers (Fuchs 2009b; Bruns 2007, online; van Dijck 2009, 4; see also 
Toffler 1980). Advertisers favour personalized advertisements over mass 
advertisements because personalized advertisements increase the effective- 
ness of marketing campaigns (Charters 2002; Fuchs 2009). As personalized 
advertisements for advertisers are more valuable than mass advertisements, 
the owners of web 2.0 platforms can charge higher rates for personalized 
ads. Because personalized advertising is based on information about con- 
sumers, I assume that the owners of commercial web 2.0 platforms, in 
order to increase their profits, surveil users, and sell information about 
them to advertisers. 

This main hypothesis will be tested along with the following three topics 
and six sub-hypotheses: 

1. Advertising (Hla and Hlb) 

2. Data Collection (H2a and H2b) 

3. Data Dissemination (H3a and H3b) 


A Critical Empirical Case Study of Consumer Surveillance on Web2.0 151 

1. Advertising 

Hla: The majority of commercial web 2.0 platforms are allowed 
to target users with personalized advertisements directly on the 
platform. 

Hlb: The majority of commercial web 2.0 platforms is allowed to 
target users with personalized advertisements via e-mail. 

The average user of user-generated content sites is highly educated and 
well paid (van Dijck 2009, 47). Thus, “all UGC [user generated content] 
users — whether active creators or passive spectators — form an attractive 
demographic to advertisers” (van Dijck 2009, 47). Furthermore the techni- 
cal features of Internet technologies such as web 2.0 provide various means 
for personalized advertising (see for example: Campbell and Carlson 2002; 
Starke-Meyerring and Gurak 2007; Wall 2006). 

Because the aim of every company is to increase its profits, it is likely that 
the owners of web 2.0 platforms will make use of the technical possibilities 
and the available information about users for purposes of profit accumulation. 
Because selling space for personalized advertisements is a potential source 
for profit accumulation (Allen 2008, online; Fuchs 2009; van Dijck 2009), I 
hypothesize that commercial web 2.0 companies will place such ads directly 
on the platform (see Hla) as well as distribute them via e-mail (see Hlb). 

2. Data Collection 

H2a: The majority of commercial Web 2.0 platforms are allowed to 
track the surfing behaviour of users for advertising purposes. 

User information available on web 2.0 platforms not only includes infor- 
mation that users provide by themselves, but also information about their 
surfing behaviour, IP address, and their technical equipment, which is col- 
lected automatically while they are using the platform. 

Jose van Dijck (2009) argues that especially automatically tracked data 
about the surfing behaviour of users is of interest for advertisers. Petersen 
(2008, online) also stresses that what is valuable on web 2.0 sites is not con- 
tent, but context data. Advertisers are not only interested in user data but 
also in their actual behaviour. Tracking data about consumer behaviour 
and providing this information to advertisers constitutes another potential 
source of profit for web 2.0 companies. 

H2b: In order to use commercial web 2.0 platforms, users in a majority 
of cases have to provide the following personal information: e-mail ad- 
dress, full name, country of residence, gender, and birthday. 

Although data about the surfing behaviour and IP addresses of users 
can be tracked automatically, other personal information has to be actively 
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provided by users. Van Dijck states that in order to use a web 2.0 site, users 
have to register and provide information about themselves such as name, 
gender, e-mail address, nationality, etc. (van Dijck 2009, 47). Web 2.0 users 
are both “content providers” and “data providers” (van Dijck 2009, 47). 
The more data web 2.0 users provide, the more data can be sold and the 
more profit can be generated. Thus the owners of web 2.0 platforms are 
interested in gathering as much information about users as possible. One 
possibility for forcing users to provide data about themselves is an obliga- 
tory registration on the platform. 

3. Data Dissemination 

H3a: The majority of commercial web 2.0 platforms are allowed to 
sell aggregated information. 

H3b: The majority of commercial web 2.0 platforms are allowed to 
sell personally identifiable information. 

Web 2.0 companies can increase their profits by selling not only space 
for advertisements, but also information about users to advertising com- 
panies. These companies use this information in order to create targeted 
advertisements. In terms of the panoptic sort (Gandy, 1993) this means that 
web 2.0 platforms identify information about consumers and pass it on to 
marketing companies that categorize and assess this information in order 
to create personalized advertisements. 

A common distinction in regard to personal data is the differentiation 
between personal information and personally identifiable information 
(PII). PII is generally conceived as information that reveals the identity of 
a unique person (Krishnamurthy and Wills 2009, 7; Reis 2007, 383). It is 
“a unique piece of data or indicator that can be used to identify, locate, or 
contact a specific individual” (Reis 2007, 383). PII includes full name, con- 
tact information (mail address, e-mail address, phone number), bank and 
credit information, and social security number (Reis 2007, 383). Informa- 
tion that is collected anonymously (for example, age, gender, race, purchas- 
ing habits), as well as aggregate information about a group of individuals, 
is generally not considered as PII (Reis 2007, 383). 

Both kinds of personal information can potentially be sold to advertis- 
ers. Thus selling this information is another possibility for satisfying a web 
2.0 company’s desire for capital accumulation. 


7.3. RESEARCH METHOD 

The hypotheses described in section 2 were addressed by conducting a con- 
tent analysis of the terms of use and privacy statements of commercial web 
2.0 platforms. It mainly focused on quantitative measures. Nevertheless the 
quantification of results needs to be based on a qualitative analysis of the 
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sample. As Krippendorff states, “the quantitative/qualitative distinction is 
a mistaken dichotomy” (Krippendorff 2004, 86) because “all reading of 
texts is qualitative, even when certain characteristics of a text are later 
converted into numbers” (Krippendorff 2004, 16). Krippendorff mentions 
four important components of a content analysis (compare: Krippendorff 
2004, 83). These components are: 

• Unitizing (selecting those texts that are of interest in order to answer 
the research questions) 

• Sampling (selecting a manageable subset of units) 

• Recording/coding (transforming texts into analyzable representation) 

• Narrating (answering the research questions) 

The methodological procedure employed in this empirical study was ori- 
ented on these principles. First relevant texts (units), were identified. Sec- 
ond, a sample of all units was selected, which was subsequently coded. In a 
fourth step, the hypotheses were answered by evaluating the results of the 
coding (see section 4). 

The units, on which this content analysis is based, are the terms of use 
and privacy statements of web 2.0 platforms. These documents constitute a 
legal contract between owners and users of web 2.0 platforms, and define 
rights and responsibilities of both platform owner and users. Because they 
describe what platform owners are allowed to do with user data (Papacha- 
rissi and Fernback 2005; Fernback and Papacharissi 2007; van Dijck 2009, 
47; Campbell and Carlson 2002, 59), these documents are a viable source 
for figuring out how far platform owners are allowed to collect and dis- 
seminate user data. 

The sample selection was based on the Alexa Top Internet Sites Ranking. 
Alexa provides a daily updated ranking of the 1,000,000 most popular sites 
on the Internet. The ranking is compiled based on a combination of the num- 
ber of daily visitors and page views (see Alexa.com). The sample was selected 
based on the 1,000,000 most popular sites ranking from April 27, 2009. All 
web 2.0 platforms that were among the top 200 sites were selected. 

For the purpose of this study web 2.0 sites were defined as sites that 
feature content that is entirely or almost entirely produced by users (see sec- 
tion 2). According to this understanding, web 2.0 involves wikis, weblogs, 
social networking sites, and file-sharing sites (sharehoster). 

The selection process resulted in a sample of 71 sites that mainly feature 
user-generated content. Two of these had to be excluded because they pro- 
vided neither terms of use nor privacy statements. 2 Another four sites were 
excluded because they are subsites of sites that were listed earlier in the 
ranking. 3 Thirteen sites had to be excluded because of language barriers. 
On these sites, the privacy policies and terms of use were not available in 
English, German, or Spanish 4 and therefore could not be coded. The final 
sample consisted of 52 web 2.0 platforms. The terms of use and privacy 
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statements of these platforms were downloaded on April 27, 2009, and 
analyzed according to a predefined coding scheme. 

The construction of the coding scheme followed the six subhypotheses, 
underlying this study. As a pretest, the privacy policies and terms of use of ten 
randomly selected platforms were analyzed according to the initial coding 
scheme. After the pretest, the coding scheme was redefined and extended. 

The final coding scheme was structured along the following four main 
categories: 

• General characteristics 

• Advertising 

• Data collection 

• Data dissemination 

Within the category “general characteristics”, two subcategories were 
used in order to evaluate under which conditions users can access the plat- 
form and how the user has to accept the terms of use. The category “adver- 
tising” aimed at grasping the advertising practices of web 2.0 companies 
and consisted of five subcategories that addressed advertising, personalized 
advertising, third-party advertising, e-mail advertising for the platforms 
own products and services and e-mail advertising for third-party prod- 
ucts and services. The category “data collection” consisted of four subcat- 
egories. These were used in order to find out how and what information 
about users is collected on web 2.0 platforms. The subcategories included: 
employment of behavioural tracking techniques for advertising purposes, 
association of automatically tracked data with a user’s profile informa- 
tion, required information for platform usage, and data combination. The 
category “data dissemination” comprised three subcategories concerning 
whether platform owners are allowed to sell statistically aggregated, non- 
personally identifying information and personally identifying information 
about users to third parties. If the analyzed terms of use and privacy poli- 
cies did not contain information on a specific category, this category was 
coded 99, i.e., “not specified”. 


7.4. RESULTS 

The content analysis was based on a sample of 52 web 2.0 platforms: 51 
of them are commercial. The only non-commercial platform among the 
sample is Wikipedia. Since the hypotheses refer to commercial web 2.0 
platforms, Wikipedia was excluded from the data evaluation. Thus the fol- 
lowing results are derived from a content analysis of 51 commercial web 
2.0 platforms. Section 7.4.1 describes the quantified results of the content 
analysis and answers the hypotheses. In section 7.4.1 the results are inter- 
preted and supplemented with some qualitative findings. 
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7.4.1. Description of Results 

The following description of results is structured along three main topics 
of the content analysis 

1. Advertising 

2. Data Collection 

3. Data Dissemination 

1. Advertising 

Hla: The majority of commercial web 2.0 platforms is allowed to 
target users with personalized advertisements on the platform. 

Of all analyzed commercial web 2.0 platforms, 94.2% display adver- 
tisements. Only on 5.8% of all analyzed platforms advertisements will 
never be shown to users. Figure 7.1 illustrates that on 74.5% of all ana- 
lyzed platforms personalized advertisements can be found. In these cases 
the user does not have any way to deactivate this feature (opt-out). On 
another 15.7%, personalized advertising is activated as a standard set- 
ting, but the user is allowed to opt out. This means that in total, on 
90.2% of all analyzed web 2.0 platforms personalized advertisements are 
potentially shown to users. Only 9.8% of all analyzed platforms never 
feature personalized advertisements. 

Of all commercial web 2.0 platforms, 58.9% explicitly state in their 
privacy statements that they allow third-party advertising companies to 
place cookies on users’ computers for personalized advertising purposes, 


9.8% 


15.7% I M 

1 never 


M always 

74.5 % 

opt out 


Figure 7.1. Personalized advertising on commercial web 2.0 platforms, N=51. 
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without giving the user a way to opt out. Another 7.8% allow users to opt 
out of third-party cookies. This means that on 66.7% of all analyzed plat- 
forms third-party cookies are activated as a standard setting. Only 3.9% 
of all commercial web 2.0 platforms explicitly state that they do not allow 
third parties to use cookies in order to collect information about users. The 
remaining 29.4% of all analyzed privacy statements do not refer to whether 
or not they support third-party cookies. 

These results confirm Hla: On the vast majority of commercial web 
2.0 platforms, users receive personalized advertisements; on 74.5% of all 
analyzed platforms personalized advertisements are always shown to users; 
15.7% provide the possibility to deactivate personalized ads. Furthermore 
56.9% of all analyzed platforms allow third parties to place cookies on a 
user’s computer. On 7.8% third-party cookies are allowed unless a user 
explicitly deactivates this feature. 

Hlb: The majority of commercial web 2.0 platforms are allowed to 
target users with personalized advertisements via e-mail 

On 58.9% of all analyzed commercial web 2.0 platforms, the default 
setting is set so the user’s e-mail addresses are used for advertising the plat- 
forms’ own products and services. On 19.7% of all analyzed platforms this 
standard setting is unchangeable, but 39.2% do permit users to modify this 
default setting and to opt out of receiving such advertising e-mails. Another 
17.6% allow users to opt in for receiving advertising e-mails regarding the 
platforms products and services, and 23.5% never use the user’s e-mail 
address for their own advertising purposes (see Table 7.1). 

Of all analyzed commercial web 2.0 platforms, 62.7% do not use users’ 
e-mail addresses for advertising third-party products and services; 25.5% 
by default send advertising e-mails for third-party products and services; 
15.7% give users a way to deactivate this feature (opt-out). On 9.8% of 
all analyzed sites users are not alowed to opt out of receiving advertising 
e-mails for third-party products and services. On 11.8% of all commercial 
web 2.0 platforms users can opt in for receiving third-party advertising 
e-mails (see Table 7.1). 

Using the contact information provided by users for advertising products 
and services is a common practice on web 2.0. Nevertheless, on the major- 
ity of sites (56.8%), the user is put in the position to choose whether or not 
s/he wants to receive advertising e-mails (opt-in or opt-out). Less frequently 
the user’s e-mail address is used for advertising third-party products and 
services. On the majority of sites (62.7%) users will not receive third-party 
advertising e-mails. 

2. Data Collection 

H2a: The majority of commercial web 2.0 platforms are allowed to 
track the surfing behaviour of users for advertising purposes. 
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Table 7.1 Advertising E-mails on Commercial Web 2.0 Sites, N=51 



Advertising e-mails for the 
platforms products and 
services 

Advertising e-mails for 
third-party products and 
services 

Never 

23.5% 

62.7% 

Always 

19.7% 

9.8% 

Opt-out 

39.2% 

15.7% 

Opt-in 

17.6% 

11.8% 


The data evaluation confirms this hypothesis and shows that the vast major- 
ity of commercial web 2.0 platforms are allowed to track the surfing behav- 
iour for advertising purposes: 94.1% of all commercial web 2.0 platforms use 
behavioural tracking techniques for surveilling the behaviour of users on the 
site; 80.4% use the gathered information for advertising purposes. 

H2b: In order to use commercial web 2.0 platforms, users in a majority 
of cases have to provide the following personal information: e-mail ad- 
dress, full name, country of residence, gender, and birthday. 

On all analyzed commercial web 2.0 platforms, users have to complete 
a registration form for receiving full access to all services. During the reg- 
istration process, users are required to provide certain information. On 
all platforms, users have to provide their e-mail address. Name as well as 
birthday is required on 54.9%, gender on 43.10%, and country on 37.3 % 
of all analyzed web 2.0 platforms. 

3. Data Dissemination 

H3a: The majority of commercial web 2.0 platforms is allowed to 
sell aggregate information. 

Of all analyzed privacy statements of commercial web 2.0 platforms, 
86.3% state that platform owners are allowed to pass on aggregate infor- 
mation about users to third parties for any purpose. In these cases the 
user does not have a way to opt out. Only 2% allow users to opt out of 
passing on aggregate information about themselves; 5.9% do not explicitly 
state whether or not circulating aggregate information is allowed. Only 
5.9% declare that aggregate information is never handed on to advertisers 
(see Figure 7.2). Aggregated information involves all kind of information 
that does not personally identify a specific user. Thus it can include demo- 
graphic information and other information provided by users (except of 
name contact information and social security number), as well as informa- 
tion regarding the surfing patterns of users. 
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Figure 7.2. Dissemination of aggregate information on commercial web 2.0 plat- 
forms, N=51. 


Furthermore the privacy statements also indicate that 58.9% of all com- 
mercial platforms allow third parties to track the surfing patterns of users 
directly on the platform (see Hla). In this case instead of gathering and sell- 
ing aggregated information about users, platform owners sell access to user 
data to third parties that gather information about users on their own. 

These results confirm H3a and show that almost 90% of all commercial 
platforms are allowed to aggregate information about users and sell this 
information to advertisers. 

H3b: The majority of commercial web 2.0 platforms are allowed to sell 
personally identifiable information. 

On the one hand 29.4% of all analyzed commercial web 2.0 platforms in 
their privacy statements state that they under no circumstances pass on any 
information that identifies a user personally. On the other hand 27.5% are 
by all means allowed to circulate personally identifiable information. On 
13.7% of all platforms, personally identifiable information is only handed 
onto third parties until a user opts out: 21.60% have to ask for a user’s per- 
mission to pass on personally identifiable information — that is, users have 
to explicitly opt in. And 7.8 % of all platforms in their privacy statements 
do not state how they deal with data that personally identifies an individual 
(see Table 7.2). 

As these data show, personally identifiable information is less frequently 
passed on to third parties than aggregated information. In approximately 
one-third of all cases (35.3%) users are allowed to choose (opt-in, opt-out) 
whether or not they want to allow the dissemination of information that 
personally identifies them. In approximately a second third (29.4%) of all 
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Table 7.2 Dissemination of Personally Identifiable Information on Commercial 
Web 2.0 Platforms, N=51 


Never 

Always 

Opt-out 

Opt-in 

Not specified 

Dissemination of personally 29.4% 

27.5% 

13.7% 

21.6% 

7.8% 

identifiable information on 





commercial web 2.0 platforms 






cases personally identifiable information will under no circumstances be 
passed on to third parties. Approximately a third (27.5%) of all platforms 
do sell PII under all circumstances. 

7.4.2. Interpretation of Results 

The first important result of this study is that there is only one non-com- 
mercial platform among the 52 most popular web 2.0 sites (1.9%). The 
fact that contemporary web 2.0 is mainly a commercial web 2.0 has far- 
reaching consequences for users, because the main aim of these platforms is 
profit maximization. As will be shown, this motive of profit maximization 
at the same time creates financial benefits for platform owners and a broad 
range of disadvantages for individuals and society. 

This study has confirmed the assumption that the business model of 
commercial web 2.0 platforms is based on advertising. Thus, users receive 
access to web 2.0 platforms for free, and profit is generated by selling space 
for advertisements. The content analysis has shown that in more than 90% 
of all cases these advertisements are even personalized. Personalized adver- 
tising aims at targeting specific individuals or groups of individuals in a 
way that fits their lifestyle, interests, habits, or attitudes. It is based on the 
assumption that the more specifically an ad is directed towards an indi- 
vidual, the more likely it will influence his/her actual shopping behaviour. 
Thus this form of advertising is considered more effective than mass adver- 
tising. Therefore the owners of web 2.0 platforms can charge higher adver- 
tising rates for personalized advertisements, which allow them to increase 
their profits. 

Because web 2.0 is based on user-generated content it potentially con- 
stitutes a useful data source for advertisers. Apart from selling space for 
advertisements, selling these data is another convenient strategy for web 
2.0 platform owners to generate profits. But before this information can be 
sold, it needs to be collected and stored. The more user information is avail- 
able to platform owners, the more information can be sold and the more 
profit can be generated. This study shows that there are two main ways to 
collect data in web 2.0: First, users provide information about themselves 
either in the course of using the site or during the registration process. The 
fact that on 100% of all analyzed sites, registration is required for receiving 
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full access to the platform’s services ensures that every user provides at least 
a minimum of information about him/herself. As the following quotation 
from the terms of service of Tagged.com illustrates, commercial web 2.0 
platforms try to learn as much as possible from each user: 

During registration, users also complete survey questions that provide 
information that is helpful for us to understand the demographics and 
consumer behavior of our users, such as identifying the users’ eye color, 
style, personality type, favorite color, sport, food, activity or TV show, 
post-graduation plans or graduation year. (Tagged Privacy Policy, ac- 
cessed on April 27, 2009) 

Second, on most commercial platforms (94.1%) behavioural tracking meth- 
ods are used to automatically store data on a user’s hardware, software, or 
site usage patterns. This double strategy for collecting information about 
users that can be used for personalized advertising is for example expressed 
in the YouTube privacy policy: 

We may use a range of information, including cookies, web beacons, IP 
addresses, usage data and other non-personal information about your 
computer or device (such as browser type and operating system) to pro- 
vide you with relevant advertising. (YouTube Privacy Policy, accessed 
on April 27, 2009) 

As such the fact that this information about users is available is not neces- 
sarily problematic; risks for users rather arise through the usage of this data, 
particularly when this information is disseminated to third parties. This 
content analysis illustrates that, in fact, around 90% of all commercial web 
2.0 platforms are allowed to pass on aggregated information about users to 
third parties. Aggregated information includes all kinds of statistical data 
about users, which do not identify an individual personally. This kind of 
information is thus ranging from site usage patterns to sociodemographic 
information to information about social relationships with other users, etc. 
Furthermore, according to this study up to 63% of all commercial web 2.0 
platforms even sell information that identifies an individual personally. 

The majority of all commercial platforms allow third-party advertising 
companies to place cookies on the computer of users in order to collect 
information about them for advertising purposes. The ways in which these 
third parties deal with user information is not described in the platforms’ 
own terms of use, but subject to the third party’s terms of service. This is 
for example pointed out in the Fotolog privacy policy: 

In some cases, our business partners may use cookies on our site. For 
example, an advertiser like Google may place a cookie on your com- 
puter to keep track of what country you are from so they show ads in 
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the correct language. Fotolog has no access to or control over these 
cookies. (Fotolog Privacy Policy, accessed on April 27, 2009) 

Whereas in terms of profit, personalized advertising is beneficial for adver- 
tisers (because it increases the effectiveness of advertising) as well as for 
the owners of web 2.0 platforms (because it allows them to charge higher 
advertising rates and to sell user information), it brings along a number of 
disadvantages and risks for web 2.0 users. These risks for users arise due to 
the fact that the creation of personalized ads requires detailed information 
about a consumer’s habits, attitudes, lifestyles, etc., that is, the surveillance 
of users. In the following three main undesirable consequences of consumer 
surveillance and personalized advertising for users are identified: 

1. Negative consequences for the personal life of web 2.0 users: 

The fact that web 2.0 users are surveilled and information about them is 
sold to third parties can have undesirable consequences for individual users. 
The available information about them, which is stored in databases, can be 
combined with information from other sources and can produce a detailed 
picture about the life of an individual. As the following quotation from the 
Netlog privacy policy illustrates, advertising networks can access many dif- 
ferent web 2.0 sites and are thus able and allowed to combine information 
from various sources. This quotation furthermore shows the limited reach 
of terms of services and privacy policies: Third parties are indeed allowed 
to access user information on a specific web 2.0 site; however, the ways 
that they deal with this information is not covered by the specific website’s 
privacy policy, but rather is subject to the third party’s policies. 

Your online profile will also be used by other websites in the BlueLiti- 
hium Network to provide you with targeted advertising. These web- 
sites may combine the personal data collected on the Netlog website 
with personal data collected from other sources. Consult the privacy 
policies of our advertisement providers to learn more about how your 
personal data are used by them. (Netlog Privacy Policy, accessed on 
April 27, 2009) 

It therefore becomes almost impossible to determine which information is 
collected and to whom it is disseminated. The more commercial web 2.0 
applications an individual is using, the more likely it is that widespread 
information about him/her is available and disseminated to various compa- 
nies. This is problematic because it is not determinable for what purposes 
this information will be used and if the individual agrees to all these uses 
of his/her data. The possible undesirable consequences for an individual are 
manifold and range from political surveillance to professional and economic 
disadvantages due to employer surveillance to disadvantages regarding 
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health or life insurance. In the light of newly developed mobile applica- 
tions such as the face recognizer “Recognizr” from the software company 
The Astonishing Tribe (TAT), the fact that a broad range of information 
about individuals is stored in databases becomes increasingly threatening. 
“Recognizr” is a facial recognition application for mobile phones, which 
retrieves information about strangers from web 2.0 sites if they are photo- 
graphed with a cameraphone. Thus this application potentially allows the 
identification of every web 2.0 user everywhere and any time. It also allows 
instant retrieval of a broad range of information about users from their 2.0 
profiles simply by taking a user’s picture. In economic contexts, such an 
application could be used as another tool for enhancing capital accumula- 
tion by personalizing shop offers according to a person’s shopping habits, 
which can be instantly retrieved from a person’s web 2.0 profiles. In politi- 
cal contexts, it can have negative effects on individuals (e.g., the identifica- 
tion of protesters during a demonstration) and as a consequence limit the 
right to political opposition and protest. At the moment “Recognizr” only 
allows identifying individuals who are using this application as well (The 
Astonishing Tribe, 2010, online). Nevertheless it could potentially also be 
used for identifying persons that have not given their permission. 

2. Exploitation of web 2.0 users: 

In addition to potentially causing personal disadvantages for individuals, a 
second problem is that realizing profit out of personalized advertising also 
constitutes a form of exploitation of web 2.0 users (Fuchs 2010). Christian 
Fuchs (2010) has pointed out that on web 2.0 sites, users are productive 
workers because they create media content and usage data that result in 
profit. Without this content, web 2.0 sites would not be attractive to users, 
and the owners of these sites would therefore be unable to sell user data for 
advertising purposes and no profit could be generated. Tiziana Terranova 
has in this context spoken of “unwaged, enjoyed and exploited, free labor” 
(Terranova 2000, 33). 

Advertising on web 2.0 platform is only rewarding for advertisers if the 
site’s users form an attractive demographic audience of potential consum- 
ers. Thus only if a platform has enough users, will advertisers be willing to 
buy space for ads. User data can only be sold when enough users leave their 
information on the site. This shows that without the work done by users 
who produce and upload content, it would be impossible to generate profit. 
Thus the owners of web 2.0 platforms exploit the labour power of users in 
order to satisfy their profit interests. 

3. Manipulation and the reinforcement of a consumer culture: 

Another undesirable consequence of this web 2.0 business model is that 
users are permanently confronted and annoyed with ads that try to foster 
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the illusion that individuality and authenticity can be achieved by buying 
certain consumer products. Because most web 2.0 sites are commercial and 
employ an advertising-based business model, for users it becomes nearly 
impossible to escape from this atmosphere of consumption. 

As the terms of use and privacy statements of most commercial web 2.0 
platforms ensure that platforms owners are allowed to sell space for adver- 
tisements and user data to third parties, commercial web 2.0 users do not 
have any way to protect themselves from these undesirable consequences 
unless they refrain from using these commercial platforms. If users do not 
agree to the terms set by platform owners they are excluded from using 
their services. The results of this content analysis confirm that the terms of 
use allow the platform owners to force users to provide data about them- 
selves by threat of exclusion. This unequal power relation between plat- 
form users and owners, which puts platform owners in the position to set 
the terms of the contract, is expressed in the following passage of Google’s 
privacy policy: 

You can decline to submit personal information to any of our services, 

in which case Google may not be able to provide those services to you. 

(Google Privacy Policy, accessed on April 27, 2009) 

The business practices of commercial web 2.0 providers do not only have 
undesirable consequences for the individual user, but also negatively affect 
society as a whole. Personalized advertising brings about a commodifica- 
tion of information because data are increasingly turned into a tradable 
commodity. The web 2.0 business model thus contributes to the commer- 
cialization of the Internet on the one hand because the omnipresence of 
advertising creates an atmosphere of consumption and, on the other hand, 
because this business model is based on the transformation of user informa- 
tion into commodities. 

Personalized advertising has undesirable consequences for web 2.0 users 
and society as a whole, but it is beneficial for business interests of the own- 
ers of commercial web 2.0 platforms and advertisers. It allows owners to 
charge higher advertising rates, and it increases the effectiveness of adver- 
tisers’ marketing campaigns. 

This unequal relation of advantages for owners and advertisers and dis- 
advantages for users and society is not reflected in the terms of use and pri- 
vacy statements of commercial web 2.0 platforms. These documents rather 
aim at creating the illusion that personalized advertising is beneficial for 
web 2.0 users. The language used obviously intends to approach users in a 
personal way to create an atmosphere of friendship; but these documents 
ideologically mask the unequal power relation between owners, who design 
the terms of use in a way that allows them to generate profit out of users’ 
work and information, and users, who have to accept them. In this spirit 
Hyves.com for example writes 
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Hyves consists of a network of friends. We deal with your information 
as you would expect from friends. So Hyves takes your privacy very 
seriously and will deal with your information with due care. (Hyves 
Privacy Policy, accessed on April 27, 2009) 

Furthermore the language of the terms of use and privacy statements 
describes personalized advertising as beneficial for web 2.0 users, because 
it will ensure that users only receive “relevant and useful” information, 
“improve user experience”, and “prevent” them from seeing uninteresting 
ads. YouTube for example writes: 

YouTube strives to provide you with relevant and useful advertising 
and we may use the Doubleclick cookie, as well as other third-party 
ad-serving systems, to do so. (YouTube Privacy Policy, accessed on 
April 27, 2009) 

Similarly Facebook emphasizes that personalized advertising benefits the 
user: 

Facebook may use information in your profile without identifying you 
as an individual to third parties. We do this for purposes such as ag- 
gregating how many people in a network like a band or movie and per- 
sonalizing advertisements and promotions so that we can provide you 
Facebook. We believe this benefits you. You can know more about the 
world around you and, where there are advertisements, they’re more 
likely to be interesting to you. (Facebook Privacy Policy, accessed on 
April 27, 2009) 

The fact that in most privacy policies the word “selling” does not appear 
constitutes another aspect of the ideological character of the analyzed terms 
of use and privacy policies. Instead of “selling” the word “sharing” is used, 
which again reinforces the illusion of friendship and mutual benefits: 

From time to time, Tagged may share the email address and/or other 
personally identifiable information of any registered user with third 
parties for marketing purposes. In addition, Tagged may share a regis- 
tered user’s email address with third parties to target advertising and to 
improve user experience on Tagged’s pages in general. (Tagged Terms 
of Service, accessed on April 27, 2009) 

The results of the content analysis confirm that the terms of use and pri- 
vacy policies of commercial web 2.0 sites are designed to allow the owners 
widespread use of user information. At the same time, a qualitative reading 
of these documents shows that their language, style, and structure is con- 
fusing, misleading, ideological, or even manipulative. The main ideology, 
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on which these statements rest, is one of friendship, of equality, of sharing, 
and of user benefits. They try to create the impression that the only aim of 
these platforms is to provide to its users an attractive high-quality service 
and experience that allows them to produce their own media content and 
to connect with friends. The fact that these platforms are owned by com- 
mercial companies that aim at increasing their profits by selling user infor- 
mation and space for advertisements remains hidden. 

Apart from this ideological character, another problem concerning the 
privacy policies and terms of use of commercial web 2.0 platforms is their 
limited reach. Most platforms give third-party advertising companies access 
to user information. Nevertheless the privacy policies and terms of use of 
these platforms do not cover how third parties deal with user information. 
In fact these documents explicitly state that once data are handed over to 
a third party, the platform owners no longer have any control over further 
usage of this data. This fact can be illustrated with the following quotation 
from the privacy policy of Megaupload: 

We use third-party advertising companies to serve ads when you visit 
our website. These companies may use information (not including your 
name, address, e-mail address or telephone number) about your visits 
to this and other websites in order not only to provide advertisements 
on this site and other sites about goods and services that may be of 
interest to you, but also to analyze, modify, and personalize advertis- 
ing content on Megaupload.com. We do not have access to or control 
over any feature they may use, and the information practices of these 
advertisers are not covered by this Privacy Policy. (Megaupload Privacy 
Policy, accessed on April 27, 2009) 

This qualitative analysis shows that the privacy statements and terms of use 
of commercial web 2.0 platforms ideologically mask the unequal power rela- 
tionship between platform owners and users, conceal the profit motivations 
of platform owners, and downplay the risks for users that arise due to per- 
sonalized advertising. Some privacy statements and terms of use even create 
the impression that platform owners intentionally want to delude users. 


7.5. CONCLUSION 

In summary, the analysis and interpretation of the results of the conducted 
content analysis shows that the main hypothesis underlying this study can 
be confirmed: 

H: The terms of use and privacy statements of commercial web 2.0 
platforms are designed to allow the owners of these platforms to ex- 
ploit user data for the purpose of capital accumulation. 
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This case study of consumer surveillance on web 2.0 has shown that 
contemporary web 2.0 mainly is a commercial web 2.0 and that the 
business model of web 2.0 corporations rests on economic surveillance. 
The terms of use and privacy statements of commercial web 2.0 plat- 
forms allow the widespread use of user data in a way that supports the 
profit interests of platform owners. The business model of most com- 
mercial web 2.0 platforms is based on personalized advertising. Capital 
is accumulated by selling space for advertisements as well as by sell- 
ing user data to third-party advertising companies. Furthermore these 
documents try to advance an ideology of friendship and mutual benefits 
and thus mask and downplay the unequal power relationship between 
platform owners and users. Whereas personalized advertising satisfies 
the profit interests of platform owners it has undesirable consequences 
for individual users as well as for society. Thus, in terms of reducing 
economic surveillance and its negative effects on individuals and soci- 
ety the search for and support of an alternative web 2.0 is of specific 
importance. The launch of the newly developed non-commercial social 
networking site Diaspora might be an important step into this direction: 
“Diaspora doesn’t expose your information to advertisers, or to games 
you play, or to other websites you visit”. 5 


NOTES 

1. See Forbes Magazine (2010): The Global 2000. http://www.forbes. 
com/2010/04/21/global-2000-leading-world-business-global-2000-10_ 
land.html (accessed December 13, 2010). 

2. xvideos.com [rank 107] and xnxx.com [163]. 

3. orkut.co.in [rank 54] and orkut.com [106] belong to orkut.com.br [11]; files. 
wordpress.com [127] belongs to wordpress.com [7]; and wikimedia.org [192] 
belongs to wikipedia.org [3]. 

4. The following 13 sites had to be excluded because of language issues: 2 Rus- 
sian sites (vkontakte.ru [rank 28]; odnoklassniki.ru [48]); 6 Chinese sites 
(youku.com [53]; ku6.com [94]; kaixin001.com [110]; 56.com [116]; xiaonei. 
com [132]; people.com.cn [188]); 2 Japanese sites (mixi.jp [84]; nicovideo.jp 
[119]); 1 Taiwanese site (wretch. cc [97]); 1 Polish site (nasza-klasa.pl [100]); 
1 Persian site (blogfa.com [179]). 

5. See Diaspora: what is diaspora, http://blog.joindiaspora.com/what-is- 
diaspora.html (accessed on December 14, 2010). 
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8 Disciplining the Consumer 

File-Sharers under the Watchful 
Eye of the Music Industry 

David Arditi 


8.1. INTRODUCTION 

There has been a considerable amount of discussion over the past decade 
about the legality of downloading music. 1 Copyright and intellectual prop- 
erty have been at the centre of this debate, but few scholars have set aside 
the legal questions to consider the timing of file-sharing lawsuits and the 
mechanisms deployed to find and prosecute downloaders. Understanding 
the mechanisms and timing of file-sharing lawsuits can point to structural 
political-economic changes in the way people are encouraged to consume. 
By using surveillance on the Internet, the major players in the music indus- 
try have successfully re-established the dominance that they had at brick- 
and-mortar retailers on the Internet. 

In 2000, the Recording Industry Association of America (RIAA) 2 began 
its crackdown on Napster. Napster started as a peer-to-peer (p2p) file-shar- 
ing program 3 where users could share content directly with other users 
online. By alleging that Napster (and later other p2p programs such as 
Kazaa) knowingly created a service to foster copyright infringement, the 
RIAA successfully compelled the US Federal court system to shut down 
Napster on the grounds that they violated the Digital Millennium Copy- 
right Act (DMCA). Along with the court case shutting down Napster, there 
was quite a bit of publicity surrounding file-sharing that portrayed p2p 
users explicitly as copyright violators. File-sharing became synonymous 
with “piracy”, and the practical reasons for using p2p programs were 
drowned in the rhetoric of copyright infringement; it was entirely lost that 
these programs could also be used by independent artists and labels to 
circumvent the Big Four’s dominance in distribution. The RIAA and the 
four major record labels (also known as the Big Four 4 ) won the linguistic 
battle over file-sharers by equating the downloading of music to “piracy”; 
this is significant because it implied that everyone that used p2p file-sharing 
programs were in fact criminals. 

In 2003, the first major Internet music store, iTunes, was launched. At 
this point the RIAA began using surveillance tools, including hacking into 
p2p networks to monitor music downloads and uploads, to directly target 
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“pirates”. Prior to 2003, all RIAA affiliated lawsuits were aimed at p2p 
programs and ignored the people downloading and consuming music on 
the Internet. Spectacular displays of lawsuits against individuals partici- 
pating in file-sharing began in September of 2003, five months after the 
launch of the iTunes store. As Steve Knopper points out in Appetite for Self- 
Destruction (2009), the major record labels worked with Steve Jobs (CEO 
of Apple) to create a profit-making alternative to p2p file-sharing. Knopper 
argues that Major record labels realized that without a structured alterna- 
tive to p2p networks, suing users would have been self-defeating because 
it would push music consumers away from their labels. Creating a digital 
music store before lawsuits against individuals began allowed record labels 
to discipline digital music consumers, with surveillance technologies and 
lawsuits, into digitally mediated consumer capitalism. 

File-sharers immediately began to fear that their anonymous online 
transactions could in fact be monitored by the RIAA at anytime because 
the trade association was demonstrating its capacity to hack into p2p 
programs to discover personal information about users. How do major 
record labels and the RIAA use p2p surveillance to (re)produce ideas 
about the economy and consumption practices that previously existed in 
brick-and-mortar retail stores on the Internet? This paper will argue that 
ever since the Big Four major record labels gained the ability to monitor 
the usage of file-sharing networks through the RIAA, they began to use 
their surveillance capabilities to not only deter users from downloading 
music using p2p services, but also to monitor the market of what users 
were downloading/consuming. 

The methodological framework that I use to analyze this p2p networks 
is critical theory, which allows the research object’s description to reveal its 
own internal contradictions as described by Theodor Adorno in Negative 
Dialectics (1983). This methodological framework is applied to understand 
the role of p2p networks in the production and consumption of music on 
the Internet and how that process is a reappropriation of the mode of pro- 
duction. Adorno and the Frankfurt School delve deeper into the effects of 
science and technology than to simply accept the narrative of “progress” 
(Adorno 2003). By illuminating the negative side of new technologies we 
can see the contradictions that exist in a digital media environment. 

BigChampagne began as a company, in 2000, engaged in consolidating 
online media data to inform the Big Four and other corporations about 
demographic information regarding media consumers. The surveillance 
mechanisms that corporations use on p2p networks create new techniques 
to monitor the consumption of music and are in effect creating new sub- 
jects 5 that unknowingly work for the record industry. Downloaders are 
labouring for the record industry so that record labels can better market 
their product, even as some of the same users are being prosecuted for 
downloading that product without paying for it. Through p2p technology 
the Big Four can use illegal, in addition to legal, downloads as raw data to 
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get a heads up on new markets and essentially structure the norms and laws 
that govern consumption patterns of music downloaders. 

Downloaders in effect become “indirect knowledge workers” (Fuchs 
2010, 186) because although they create surplus value for the major record 
labels, they are not directly producing knowledge, but rather produce that 
data that is used as knowledge. The act of consuming digital music creates 
an audience commodity (Smythe 1981) that can be measured and used to 
generate profit. This data makes record labels more efficient in getting art- 
ists’ music to their fans, and the data can be sold to other companies for 
cross-promotional/advertising purposes. 

Although the Internet presents new ways for information to be shared, it 
also permits the increasing surveillance of those communications. Through- 
out this chapter I am using the term surveillance for the monitoring of 
human behaviour with the goal of altering behaviour. Michel Foucault’s 
concept of “governmentality” (Foucault 1978) is important to this concept 
because it deals with altering a subject’s behaviour to coincide with the 
norms, practices, and laws of a society. Through the use of surveillance, 
domination can be extended to every aspect of a subject’s life. As capitalism 
has shifted from one phase to another, 6 the superstructure that serves the 
mode of production has undergone transformations to re-establish the rate 
of profit. These adaptations are rarely sought by corporations, but rather 
these changes are happening with the transformation of capitalism and cor- 
porations scramble to create an advantage using the superstructure. In this 
case record labels have had to use surveillance on the Internet to re-create 
their dominant position in the production and distribution of music. 


8.2. INDUSTRY HESITATION 
FOR A DIGITAL MUSIC ECONOMY 

The story of surveillance of the Internet by the music industry comes out 
of a history of slow adaptation to new media formats. The Big Four major 
record labels were not only slow to adapt to digital music, but were more 
importantly hostile to the active development of mp3 technology (Knopper 
2009, 113). However, it has never been the music industry that has taken 
the lead on developing new mediations of music; it has always been the 
technology producing companies that take the lead on creating new tech- 
nologies because technology companies develop new media products (in 
this case music players) that then need content to drive the consumption of 
the technology (Kittler 1999). Record labels own the content that produc- 
ers of music players need to drive the consumption of their commodities 
and have an interest in maintaining the mediated status quo to keep current 
profit levels. 

Because record labels produce music as their commodity, it only makes 
sense for them to oppose the development of new technologies. It is a 
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highly risky maneuver for corporate CEOs to change their means of pro- 
duction because it can result in the loss of profit and the monopolistic/oli- 
gopolistic power that they hold in their industry. As Karl Marx describes 
in Volume III of Capital, “No capitalist ever voluntarily introduces a new 
method of production, no matter how much more productive it may be, 
and how much it may increase the rate of surplus value, so long as it 
reduces the rate of profit” (2000, 528). In other words, the consumption 
that compels the changes in mediation of music is not driven by the desires 
of the music industry itself, but rather, technological change is stimulated 
by the pursuit of profits by those companies that produce technology. 
Companies that manufacture record players/eight-track machines/com- 
pact disc players/mp3 players force record labels to adapt to new media- 
tions by producing new products and generating demand for content to 
play on those products. Companies that produce music players sell the 
players to make a profit and record labels cannot even sell records in a 
given format until a player is widely available. However, record labels are 
never sure what will happen with the rate of profit until the new media- 
tions are instituted on a large scale. 

Part of the music industry resistance to adapting to the digital mode of 
production is because record labels have historically benefitted from peo- 
ple that purchase the music that they already own in a new media format, 
also known as “repeat sales.” For instance, the change from vinyl records 
to compact discs (CDs) forced music listeners to purchase their already 
owned albums in the new format if they wanted to hear the music on their 
new players. When people began listening to music in digital formats, all 
that they had to do is rip their already purchased music onto a hard drive, 
but one of the sources of profit that the major record labels have always 
relied on is the repurchasing of music in recently developed formats (Park 
2007). Arguably, cassette tapes had the same effect, but digital rips of CDs 
are of the same quality as the original whereas every copy on analog tape 
is degraded from the original. Therefore, when people began purchasing 
mp3 players (or listening to music on their computers), there was not a 
jump in record sales from music fans re-purchasing music that they had in 
another format. 

The Big Four’s resistance to changes in music formats, although under- 
standable in political-economic terms, has made it so that the major record 
labels have had a lot of space to cover in order to catch up to independent 
labels and artists in their use of digital music distribution. Similar to large 
corporations in other cultural industries, 7 the major record labels have 
maintained their dominance in the music industry because of their control 
of the distribution networks, i.e., brick-and-mortar stores. As music con- 
sumers turned to online sources for their music, the Big Four lacked a way 
to make a profit from selling music to consumers, and the consumers turned 
to legally questionable sources for digital music. In an attempt to regain 
control in the market, the Big Four turned to surveillance to re-establish 
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their dominant power within the music industry by both disciplining users 
to use online stores to avoid lawsuits and by tracking users’ consumption 
habits. The surveillance techniques that the Big Four developed have been 
at various times draconian, extralegal, arbitrary, and deceitful. In the next 
section, I describe the ways that brick-and-mortar record stores differ from 
online music distribution in order to demonstrate the way that Internet 
surveillance re-creates the dominance of the Big Four on the Internet later 
in this chapter. 


8.3. BRICK-AND-MORTAR RECORD STORES 
VS. ONLINE MUSIC DISTRIBUTION 

When a person walks into a brick-and-mortar record store, she is faced 
with any number of options from purchasing music to stealing music, from 
leaving empty handed to asking the clerk to make a special order. Any of 
these options are viable, and very little qualitative information remains of 
the person’s visit beyond any transaction that may have been made while 
in the store. Surveillance, although present, is primarily geared towards 
preventing shoplifting. A clerk is present to keep a, generally distracted, 
eye on the store, convex mirrors may help the clerk see around blind spots, 
cameras may provide a permanent record that monitors shoplifting, and 
magnetic fields may lead a shoplifter to believe that an alarm will sound if 
she takes the merchandise through the doors. 

However, these mechanisms have no way of monitoring what a person 
does after she leaves the store with her legally purchased album. She can go 
home, make a thousand copies (compact discs or cassettes), and give them 
away to all of her friends and/or sell them to people on the street. There is 
also no way to tell how much she listens to the music that she purchased (if 
at all). She may have purchased an album as a gift for someone else, render- 
ing most demographic information about the purchaser useless, or she may 
have determined that she did not like the album and left it on her shelf to 
collect dust. With the invention of Nielsen SoundScan in 1991, a new layer 
of surveillance was introduced to the record store by allowing the music 
industry to track the sale of specific albums using bar codes and point-of- 
sale technology (Watkins 2005). This tracking system allows record labels 
to get near-instantaneous feedback on the albums that are selling at any 
given record store. Although SoundScan gives an accurate picture of what 
is purchased, it fails to monitor how and by whom the music is consumed. 
There is little information available about the use of any music purchased 
by this customer. 

Furthermore, there is qualitative information missing altogether on this 
imaginary customer’s trip to the record store. There is no data stored on 
what she specifically came to the store looking to purchase. If she is visiting 
the record store simply to browse, then she is limited by what is available 
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at the store; although she may ask a clerk (or search a catalogue) for some- 
thing specific that she has in mind, there is no way to track what she did not 
know she was looking for through her browsing. 

With the transmediation (Kittler 1999) of music from a material media 
to a digital media, the surveillance of a person searching for music dramati- 
cally changes. With any change in mediation, the uses of any new media 
can only be known after the media has become widely used because tech- 
nology is limited by the way that people use it. It is equally the case that 
industries that benefit from previous mediations will develop ways to use 
new mediations to reinforce their dominance in a given market. Changes in 
communication technology related to music have tended to favour the Big 
Four record labels and the same holds true for digital mediations. 

With the digital availability of music, the actions of our imaginary 
record store customer can be observed in profoundly new ways as digital 
technologies radically increase the information collected about consump- 
tion habits. If she logs onto a p2p network, her shared files are immediately 
available for viewing by other people on the network. First, the most visible 
bits of information about her are her genre preferences as articulated by the 
specific music that she possesses in her shared music folder. Second, there is 
a record of her search history. Third, there is data stored on the music she 
samples and the music she downloads. Finally, a computer savvy person 
can identify personal characteristics about her from her zip code and other 
websites that she visits. The information obtained from the users’ p2p net- 
work usage can then be paired with her preferences on other websites. It is 
possible to combine information from her p2p network with songs that she 
purchases from the iTunes Store or radio stations that she creates at Pan- 
dora. com. This information can be processed and used to produce music 
that is directly marketed towards her specific market segment, which can 
in turn be continually refocused towards that segment’s changing “tastes”. 
Whereas it was very difficult to tell exactly which music interested our 
customer in the record store, it becomes very easy to monitor her music 
interests on the Internet. 


8.4. DIALECTIC SURVEILLANCE 

As this hypothetical scenario demonstrates, the Internet has dramati- 
cally changed the surveillance of music consumers. It is important to 
understand the dialectic nature of p2p surveillance in order to analyze 
the role that large corporations (both within and outside of the music 
industry) play in reproducing the means and the mode of production 
(i.e., the relationship between labour and capital) during the creation of 
new technologies; this relationship is dialectic because the two types of 
surveillance described here are opposites and rely on the internal logic of 
the other to be effective. 
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First, the surveillance of p2p networks structure consumption habits by 
separating legality from illegality and encouraging users to self-regulate 
themselves out of concern for being monitored and punished by industry 
associations such as the RIAA. Downloading music using p2p file-sharing 
networks has become ubiquitous with music “piracy”. In the discourse 
about downloading music, very little room has been left to discuss the legal 
downloading of music. It is not my intention here to explore the nuances of 
copyright law as this has been done ad nauseam (Lessig 2004; Kohli 2001; 
Seadle 2006; Jeweler 2002; Langenderfer and Cook 2001), but rather to 
call attention to the way people have been forced to change their habits 
because of the RIAA intimidation that has occurred through surveillance. 
The RIAA has created spectacular events by suing thousands of people 
of all ages, from teenagers to grandmothers, for millions of US dollars in 
some cases, for downloading (or rather sharing) music online. Although 
“due process” has been absent from all of these cases, the RIAA has suc- 
cessfully deprived thousands of people of their life savings by suing each 
individual for $2,500 per shared song and muscling defendants out of a 
fight by threatening to tie them up in court for more money than they can 
afford to pay (Park 2007; Knopper 2009). 

Although the RIAA could not possibly sue every user on any given p2p 
network, the spectacle produced by the RIAA in the news media and courts 
acted as a deterrent for most people by convincing them that lawsuits 
exceeded their opportunity cost of downloading free music. The panoptic 
(Foucault 1977) effect of Internet surveillance creates a situation where p2p 
file-sharers are always unaware of whether the RIAA is watching them, 
which consequently structures their Internet habits. To further produce a 
sense of omnipresence the RIAA was even messaging users on p2p networks 
and warning them to not break the law because file-sharing is equivalent 
to “stealing music” (Park 2007, 85). Some music downloaders began to 
think that their every move on the Internet was being watched and began 
to conceive of p2p networks as telescreens reporting their habits back to 
Big Brother RIAA. Convincing p2p users that they were being watched 
by the RIAA and that downloading music could result in an astronomi- 
cal fine was the strategy that the RIAA chose to convince people to use an 
online retailer as opposed to sharing music online. Not only did surveying 
p2p networks create a questionable legal environment for those download- 
ing music, but it also brought an increased consciousness to Internet users 
that they were in fact not anonymous. 8 Because people never know if and 
when the RIAA is monitoring their p2p usage, the RIAA’s surveillance acts 
as a panopticon and disciplines users’ Internet habits. Whether or not the 
RIAA is in fact watching p2p users’ habits and whether or not their use is 
legal becomes secondary to their fear of being caught downloading music. 
The risk of being watched and subsequently sued drove a number of users 
away from p2p networks and onto online-retail stores. The simultaneity 
between the timing of lawsuits and the launching of the iTunes store (the 
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iTunes store started in April 2003 and the lawsuits began in September of 
2003) points to a desire by the RIAA and the major record labels to force 
people that had become used to downloading music into using an Inter- 
net store, which would enable the major record labels, whose interests the 
RIAA protects, to profit from the new technology (Knopper 2009). 9 iTunes 
has acted as a reasonable alternative to the legal gray area of the panoptic 
p2p programs for those consumers downloading mass-marketed music, but 
the acquiescence of popular music listeners does not effectively deal with 
the legality and usefulness of p2p programs. 

Getting p2p users to think that the RIAA was always watching is one 
important way that record labels have used the surveillance of the Internet 
to re-create their production and distribution advantages on the Internet. 
The disintermediation of the Internet presented risks to the record labels 
because it destroys the advantage that the major record labels have had over 
independent labels and artists in the production, storage, and distribution 
of music. Without an online music retailer designed to assert the domi- 
nance of the Big Four, the major record labels would be forced to compete 10 
with a greater number of independent artists. 

However, the recording industry’s surveillance of the Internet is not 
restricted to the repressive tactics of identifying music pirates; there has 
been an increasing nuance to record industry spying. The second method 
of surveillance is a more savvy technique used by individual record labels 
to measure where there is demand for its music. 

Whereas it used to be difficult for record labels to determine the demo- 
graphic information of consumers, the Internet has created an atmo- 
sphere where any information about consumers can be constructed by 
monitoring a music consumer’s Internet consumption patterns. Sound- 
Scan, discussed in my description of brick-and-mortar distribution, made 
it slightly easier for record labels to monitor the sales of albums at retail 
stores, but the data collection was limited to purchases. With the Inter- 
net, the music industry can see not only what is being sold in online and 
offline stores, but also what is being downloaded on p2p networks, what 
music is being streamed on Internet radio stations, what sites users are 
visiting, what people are searching for on music sites, how long they are 
viewing these sites, and where site visitors are coming from and going to 
before and after they visit a site. The composite data collected on Internet 
music listeners as immaterial labor can be used in a number of ways to 
generate profit for large corporations. 

The market surveillance of music habits on the Internet allows for the 
music industry to fundamentally shift its strategies for selling music. Over 
the past several years, major record labels have become increasingly inter- 
ested in services such as those provided by BigChampagne, a company ded- 
icated to tracking demographic information from p2p software and online 
retailers to provide data about who is downloading particular songs online. 
A 2003 Wired Magazine article explains that “[b]y matching partial IP 
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addresses to zip codes, the firm’s software creates a real-time map of music 
downloading” (Howe). There is a need to stress that although the RIAA is 
not directly suing users anymore (Reardon and Sandoval 2009), BigCham- 
pagne was providing this information for the Big Four during the zenith of 
music piracy lawsuits. Ava Lawrence explains that at the same time that the 
Big Four labels “are doggedly fighting to prevent online piracy, these com- 
panies are monitoring file-sharing and selling that information to the record 
companies for a hefty price. WebSpins and BigChampagne monitor what 
Internet users are sharing on peer-to-peer fileswapping services” (Lawrence 
2004, 30). Lawsuits and the media measurement of p2p networks have 
existed concurrently since the first lawsuits were filed. It is equally impor- 
tant to mention that BigChampagne is not intended for use by everyone; 
the cost of using BigChampagne is anywhere from $2,000 per month for 
an individual to track an album to $40,000 per month for a record label to 
monitor its market. BigChampagne’s scope of services changes depending 
on the money customers have to spend; this is important because it means 
that only corporations heavily endowed with capital can access and lever- 
age data from BigChampagne whereas independent artists and labels can- 
not afford this information. 

Data collected by BigChampagne is important for the major record 
labels because it can give them insight into where exactly a certain artist 
is popular. Where brick-and-mortar retail stores could provide data on the 
consumption of specific genres and artists, it was quite limited by what was 
available and the assumptions that record labels and distributors had about 
specific geographic demographics (Leslie 1995). Eliot Van Buskirk of Wired 
Magazine goes as far as to argue that “BigChampagne’s music panopticon 
does a fine job of summing [complete data] up in a neat package to give 
insiders an easy way to see what’s going on in their world” (Buskirk 2009). 
With BigChampagne’s data, record labels can pressure radio stations in a 
particular region to play an artist’s hit song by arguing that the music has 
been downloaded X number of times during the past week in that region. 
The record label can also insist that radio stations in a specific region con- 
duct on-air interviews or promos because of the artist’s celebrity power in 
that region. Furthermore, the record labels can make sure that the artist’s 
concert tour passes through the regions in which the artist is most popular. 
This data can in turn have an impact on how other products are marketed 
using musicians as sponsors by directly targeting fans while at the same 
time understanding specific demographics’ consumption preferences. 

Say a marketer has discovered that fans of the band Kings of Leon have 
a particular affinity for the beer brand she represents. According to the 
[data from August 2009], she should consider seeking out users of Last, 
fm, Napster, iTunes and Rhapsody, but not file sharing networks (rep- 
resented by the TopSwaps category) or Yahoo Music, where the song 
didn’t make the top ten. (Buskirk 2009) 
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This type of market monitoring allows advertising synergy to function 
in increasingly parasitic ways by not only creating advertisements within 
advertisements (LaFeber 2002), but also by directly targeting people based 
on their perceived personal consumption tastes. 11 

Whereas BigChampagne mentions that major record labels use its ser- 
vices, the labels try to keep their usage under the radar because the RIAA’s 
lawsuits assert that every use of p2p programs is an act of piracy. Record 
labels are in a position of contradiction when they in turn use p2p pro- 
grams to obtain information about their consumers’ consumption habits 
by using surveillance because of the dialectic tension between RIAA law- 
suits and BigChampagne. “If the labels acknowledge a legitimate use for 
P2P programs, it would undercut their case as well as their zero-tolerance 
stance” (Howe 2003). The litigation that creates the RIAA’s panopticon is 
a thin veil that has protected the absolute interests of the Big Four record 
labels: i.e., to profit from the sale of music. But consumers always-already 
know that they are participating in the commodification of music because 
as Guy Debord explains “The spectacle is the stage at which the commod- 
ity has succeeded in totally colonizing social life. Commodification is not 
only visible, we no longer see anything else” (Debord 1994, 21). It is not 
that consumers fail to see that the major record labels are becoming more 
directly in touch with demographic desires, but rather that consumers have 
begun to see this process as ubiquitous. 

Although the two methods of Internet surveillance used by the major 
record labels may appear at first glance to be contradictory, they actually 
constitute a dialectic that has become necessary for the functioning of the 
music industry on the Internet. Market surveillance by BigChampagne is 
only possible because of the RIAA’s opposition to the illegal downloading 
of music. RIAA lawsuits create a layer of panoptic protection for the RIAA 
hackers who are maliciously accessing p2p networks to litigate download- 
ed of corporate music. Legal respect for intellectual property rights, cre- 
ated through various laws developed by the World Intellectual Property 
Organization (WIPO), secures legal protection for these RIAA hackers; 
the pretext of fighting pirates in the US makes it difficult for p2p network 
advocates to appeal to privacy rights because that would protect the pirates 
in a country that “governs through crime” (Simon 2007). As the RIAA’s 
panoptic surveillance has increasingly scared music listeners away from 
p2p networks, the infrastructure for that surveillance has cleared the way 
for BigChampagne to monitor Internet music consumption. 

On a certain level, the music industry must ideologically sell itself as the 
only legitimate source of music in order to allow its rhetoric to function. 
Music listeners are sold the idea that downloading music could destroy the 
music industry, but the gap between the music industry and music as cul- 
ture is rarely identified. In turn, people are led to believe that the death of 
the music industry is the same thing as the death of music itself. The RIAA 
has been arguing that what will end music is the “illegal” use of Internet 
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technologies, but what the RIAA is actually wary of is the end of the Big 
Four’s oligopoly. 

The industry has alienated consumers by using surveillance to disci- 
pline its consumers and if the surveillance created by BigChampagne were 
broadly publicized, the industry’s shell game would be exposed. Because 
the major players of the music industry act separately in their respective 
forms of surveillance of the Internet and because only the RIAA’s panop- 
ticon garners attention in the media, the dialectic of Internet surveillance 
functions to reinforce the Big Four’s power in digital capitalism. If consum- 
ers were aware of this dialectic, then they may not be as docile in accepting 
record industry conceptions of ideal Internet usage. However, the record 
industry surveillance strategies have allowed current Internet use models to 
become so ubiquitous that the downloading of music through online retail- 
ers has become the standard model for music consumption. 


8.5. RIPPLES OF MUSIC SURVEILLANCE 

The Big Four’s use of both the RIAA to sue p2p users and BigChampagne 
to monitor the market are direct, and intrinsically linked, forms of sur- 
veillance. The music industry has not stopped at the monitoring of digital 
music downloads on the Internet. Digital music can be surveilled long after 
its initial download by computer code called Digital Rights Management 
(DRM). DRM acts as an additional level of surveillance for corporations 
and causes music listeners to further conform to a digitized post-industrial 
mode of production. Record labels and online retail stores code music with 
DRM to limit the number of devices and computers that a song can be 
played on, and DRM can track the movement of a song when the computer 
or device is connected to the Internet. This not only allows record labels to 
limit the flow of “free” music, but also forces music listeners to change their 
music listening habits in very specific ways. 

After numerous copyright lawsuits over the legality of copying pur- 
chased music through previous transmediations of music and other media, 
the RIAA (along with the Motion Picture Association of America) pre- 
empted copyright ambiguity and helped create the US Digital Millennium 
Copyright Act (DMCA) in 1996, which implemented DRM. This coding, 
which consumers purchase with their music, in turn has an effect on how 
people use music in everyday life by precluding people from listening to 
their music in particular ways. 

Digital downloads from online retailers complicate the social prac- 
tices that have developed around the exchanging of music and in many 
ways end the ability of people to actually share (in the non-p2p sense) 
music with friends. Music fans create mix-tapes of their favourite songs 
to demonstrate feelings and alert their friends to new music. The CD 
greatly increased the ease through which people could share music by 
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allowing traders to burn multiple copies of the same mix without los- 
ing quality, an attribute for which cassette tapes were infamous. Among 
some subculture circles, mix-tapes act as a way for people to share new 
music with other members of their circle; this is especially true with 
hip-hop (Harrison 2006). In the case of hip-hop, most of the recordings 
shared in this way are underground (independent of label influence), but 
there is a risk that as the number of artists that rely on getting their music 
out using iTunes (and other DRM encoded services) grows, the more dif- 
ficult it will be for them to share music. Although there are ways to get 
around DRM, 12 encoding music qualitatively shifts the way people listen 
to new music as they can only make a definite number of copies from 
their original copy. 

The DRM code attached to music files prohibits people from purchasing 
digital music and giving it to another person as a gift. Gifting was one of 
the reasons why it was difficult to tell the actual use of music purchased 
by the hypothetical shopper discussed earlier. The result of DRM prohibit- 
ing people from giving music as a gift (in digital form only) is that instead 
of buying someone a specific album as a gift, the only way to gift digital 
music is by purchasing gift cards through online music retailers. This has 
a number of effects both formally and informally in the way people give 
and receive gifts. Generally, people try to remove the price tag from a gift 
before giving it, but this has never been a possibility with a gift card: i.e., 
people always know the exact value of a gift card whereas other forms of 
gifts are more hidden. A gift card also lacks a personal touch because it is 
equivalent to giving money to a person to purchase his or her own gift at 
a specific store. But there are broader political economic problems with 
giving gift cards that generates even more profit for the music industry. If 
a person were to purchase an iTunes gift card, for example, then that gift 
giver is giving a specific amount of music to the gift receiver without put- 
ting much thought into the receiver’s aesthetic music inclinations. A $10 
gift card for iTunes allows the receiver to purchase ten songs at $0. 99/song 
charging the gift card $9.90; this means that there is an additional $0.10 
on every $10 gift card that cannot be used by the gift receiver. The extra 
money remains as profit for iTunes where the direct purchase of a compact 
disc, for instance, as a gift would earn no more profit for the retailer than 
the profit extracted from labour in the original price of the CD. 

When people purchase gift cards, it has the potential to change relation- 
ships that surround gifting in general. As Marcel Mauss describes it, a 
“gift economy” is based on three obligations “to give, to receive, to recip- 
rocate” (Mauss 1990, 39), but a gift qualitatively changes when the receiver 
knows exactly how much money went into the purchasing/making of the 
gift. Arguably, in a gift economy, the value of a gift is not directly known in 
monetary terms, but with gift certificates the gift is given an exact monetary 
value. Every item exchanged becomes valued by an exact monetary value 
in a digitally mediated economy. In this way, the surveillance associated 
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with the Internet has effectively transformed earlier (“primitive”) economic 
forms into the digitized post-industrial mode of production. 


8.6. PERPETUAL SURVEILLANCE CONSUMPTION MODEL 

Although the Big Four record labels were slow to acknowledge the effects 
that digital music would have on the music industry (Knopper 2009), they 
more than made up for lost time with the aggressiveness with which they 
cornered the digital music market. Major record labels use lawsuits for 
Intellectual Property violations and media measurement companies to cre- 
ate a media environment that benefits the Big Four business models over 
independent record labels and independent artists; the tactic is to scare 
people from using p2p networks while at the same time monitoring music 
downloaders’ actions to know where to market music. After the realiza- 
tion of competition from independent artists on Napster (Arditi 2007), the 
major record labels responded with a strategy to re-establish their power in 
a new sales medium. David Park explains that the Big Four re-created their 
hegemonic power on the Internet with a four-pronged approach: 

First, it wanted to give the public the option to purchase individual 
tracks and albums online, but at higher profit margins. Second, it 
wanted to offer some digital tracks for sale online before they were 
available in other formats . . . Third, the industry wanted to create sub- 
scription services where consumers have to pay to access and purchase 
music and last, it wanted to divide music through various labels and 
exclusive content throughout a number of online distribution services. 
(Park 2007, 94) 

These strategies have been the cornerstone for enticing consumers to buy 
more music online; indeed, fans of particular artists will inevitably seek 
out bonus tracks by subscribing to any service if it means being able to hear 
more music by a particular artist. However, if the music is available some- 
where online for free, that fan is likely to seek it there first. 

Forcing customers to buy music from multiple online outlets seemed like 
a great idea in theory, but the major record labels’ plan that Park outlines 
failed because too many online services developed between 1998 and 2003. 
Without a gatekeeper to restrict access to the music market, consumers 
tend to get lost in different sites of consumption on the Internet. Accessibil- 
ity to a wide range of online sites of consumption could have created more 
niche outlets for genres and multiplied those genres because there would 
have been less centralized control of distribution. This could have in turn 
created more room for competition from independent artists. Although 
BigChampagne monitors most conceivable ways of accessing music online, 
it alone does not create the dominance of the four major record labels that 
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brick-and-mortar stores have allowed through expensive distribution. 
Monitoring the market does little to re-create the advantages that the Big 
Four hold on distribution, and transmediation still threatens the long-term 
dominance of the major labels unless they can successfully discipline con- 
sumers to listen to their music. In this case, there is no substitute for the dis- 
ciplinary apparatus that the RIAA has for monitoring and prosecuting p2p 
file-sharers for “piracy”. Internet surveillance, particularly the surveillance 
of p2p networks, helps the Big Four to reassert their market dominance in 
the newly digitized music distribution networks. It is the dialectic relation- 
ship between the RIAA’s surveillance and BigChampagne’s surveillance 
that has re-created the oligopoly of the Big Four through the transmedia- 
tion of music on the Internet. 


NOTES 

1. See Lessig (2004); Kohli (2001); Seadle (2006); Jeweler (2002); Langenderfer 
and Cook (2001). 

2. The RIAA is the trade association that represents the music industry’s inter- 
ests in the US by lobbying Congress and conducting public relations cam- 
paigns. Its board consists primarily of representatives from the major record 
labels, but also includes minority representation from smaller labels (many of 
which are owned by the major record labels). 

3. Peer-to-peer (p2p) file-sharing programs and networks are tools that Inter- 
net users use to exchange various types of files on their computers with one 
another. Users can directly view, access, and download shared files on other 
users’ computers. 

4. The Big Four consists of the major record labels Sony Music Entertainment, 
EMI, Universal Music Group, and Warner Music Group. The Big Four con- 
stitute the main interests of the RIAA and is what people generally mean 
when they claim that the RIAA represents the music industry. Combined, 
the Big Four accounted for 87.64 percent of album sales in 2006 in the US 
(Cashmere 2007). 

5. Here Michael Hardt and Antonio Negri’s concept of “immaterial labour” is 
useful. By immaterial labour Hardt and Negri mean “labour that produces an 
immaterial good, such as a service, a cultural product, knowledge, or com- 
munication” (2000, 290). Immaterial labour is not only produced while at 
work, but also while the labourer is at home supposedly at “leisure”. The act 
of consuming becomes an act of production in an information economy, and 
this becomes accelerated with digital consumption (Dyer-Witheford 1999). 

6. There are numerous descriptions of shifts from the industrial to the post- 
industrial, from Fordism to post-Fordism or from a material to an informa- 
tion economy (Benkler 2006; Fuchs 2007; Dyer-Witheford 1999; Bell 1976; 
Castells 1996). All of these iterations describe a historical materialist devel- 
opment of capitalism. Also, see Harvey (2005). 

7. As Nicholas Garnham (1990) explains in relation to the movie industry, the 
media content available is severely limited by distribution networks. Whereas 
the cost of reproduction of media content is generally low, the access to exten- 
sive distribution networks is quite limited. The size and cost of these distribu- 
tion networks creates monopolies and oligopolies for media corporations and 
allows them to dominate the content distributed on these networks. Small 
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record labels and independent artists cannot get their albums to record stores 
and outlet centers across a wide geographic area, whereas major record labels 
can distribute music in a near universal manner. 

8. For more discussion on the way that Internet users perceive privacy on the 
Internet see Monika Taddicken’s chapter in this book. 

9. Steve Knopper’s Appetite for Self Destruction (Knopper 2009) provides a 
detailed journalistic account of the discussions that took place between the 
major record labels and Apple (specifically Steve Jobs) during the develop- 
ment of iTunes. 

10. As David Harvey explains in A Brief History of Neoliberalism (2005), the 
language of competition that neoliberals use is never truly about a “free mar- 
ket.” Instead, corporations constantly seek ways to have governments create 
laws that exclude new actors from a given market. The DMCA is no differ- 
ent in this respect because it creates an advantage for copyright owners in 
a digital environment by limiting the use of copyrighted material. By creat- 
ing Digital Rights Management and redefining piracy, the DMCA outlaws 
software technologies that violate the new copyright standards. These new 
technologies are precisely what would allow for broader competition. 

11. At the same time, working away from a music industry based on album sales 
to one that thrives on performances could be a hidden benefit to this model. 
This could mark a shift toward Jacques Attali’s concept of “composing” 
(1985) where the music ceases to function as a commodity. If the musicians 
become increasingly concerned with getting fans to their shows, then the 
recorded music becomes more of a promotional tool for the live product. 
Although the Big Four’s dominance in the surveillance of industry trends 
on the Internet still favors the interests of artists on the major record labels, 
it could help change the way that people conceive of the commodification 
of music. This could be a move away from the industry fetishization of the 
recorded product and signify a move back to the importance of live perfor- 
mance. However, the continued disciplining of consumers to purchase music 
online contradicts any move towards a music industry that is unconcerned 
with the monetization of the recorded product. 

12. A song that is in the iTunes format can be converted to WAV format and 
burned onto a disc, but the digital song owner must be careful to not copy 
the file in the original format because this will count as one of the copies 
allowed by DRM. There are other ways to get around DRM, but they are 
time intensive and often require an advanced level of computer skill. 
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9 Socializing the City 

Location Sharing and 
Online Social Networking 

Anders Albrechtslund 


9.1. INTRODUCTION 

In the mid-1990s Microsoft founder Bill Gates claimed that computers and 
the Internet were making geography less important (1995). This statement 
illustrates a common theme of the early Internet days: that the “infor- 
mation highway” and “cyberspace” would connect people with similar 
interests and thus bridge gaps of distance, culture, and language. To some 
extent this has become reality, but mostly it has remained a beautiful vision 
of a potential global society. However, in later years the focus moved from 
this anti-geographical understanding of the Internet to a location- or place- 
based understanding. A number of Internet-connected surveillance-capable 
technologies have been introduced to everyday life and especially adapted 
in urban spaces. These include a variety of mobile devices that allow for 
location tracking, which along with more familiar technologies, such as 
closed-circuit television (CCTV), make up a network of surveillance-en- 
abling technologies in urban spaces. The technologies facilitate both new 
surveillance practices and practitioners, as not only city authorities and 
private businesses have access to surveillance equipment. Ordinary citizens, 
tourists, restaurant guests, drivers, pedestrians, and many other inhabit- 
ants of the city carry mobile devices, which distribute the surveillance capa- 
bilities to a wide variety of actors. 

The increase in surveillance technologies and practices has already been 
thoroughly explored and analyzed (for example: Andrejevic 2006, Fuchs 
2008, Lyon 2006); however, this chapter offers an alternative perspective 
on surveillance technologies and the Internet that focuses on the “locative 
turn” (de Lange 2009, 56) in new media practices and approaches this 
topic phenomenologically. The questions that guide this focus are (a) what 
is online sharing? (b) what does location mean to online sharing?, and (c) 
how can we understand the popularity of this practice? 


9.2. WHAT IS ONLINE SHARING? 


A central characteristic of Internet usage is the sharing of information. 
Today, in its broadest interpretation, this includes activities at commercial 
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and corporate websites, private websites dedicated to personal interests, 
multiplayer games, web applications, blogging, media websites, forums 
and message boards, social networking sites, and many other platforms 
for computer-mediated communication. More specifically, when we think 
about online sharing, we often refer to social practices that have come to 
prominence during the last decade. Websites such as Twitter, Foursquare, 
MySpace, and, in particular, Facebook have changed how we connect to 
each other on the web, which in turn has changed web culture, professional 
relations, as well as consumer behaviour. Even though social life is not new 
to the web (boyd and Ellison 2007), i.e., only a “web 2.0” phenomenon, the 
majority of Internet traffic today is related to social network sites (Lenhart 
and Madden 2007). Therefore, in order to explore online sharing, I will 
focus on this main social activity on the web. 

In this section I will further discuss online sharing in three ways: First 
step is to elaborate the definition of the social web to get a better grasp 
on this dominating practice. Second, the focus is on whom we are shar- 
ing with, especially those people, agencies, and organizations that are not 
necessarily our friends. The final step is to broaden this surveillance per- 
spective from potential privacy breaches with regard to the recipients of the 
shared information to the online social networking as social surveillance 
practice in itself. I suggest that online sharing can be viewed as a practice 
of exchanging more or less personal information, and thus, social network- 
ing has the characteristics of other surveillance practices. However, there 
are notable differences with regard to power relations, reasons for engage- 
ment, and the structure of transparency, and I will explore these alterations 
brought on by this practice of social surveillance. 

9.2.1. The Social Web 

Social interaction in its many varieties is the dominant Internet activity 
today, and especially online social networking has grown considerably with 
Facebook (500 million users as of 2010 1 driving the development. To distin- 
guish these activities from other types of computer-mediated communica- 
tion, danah boyd and Nicole Ellison offer this three-fold definition of social 
network sites (SNS): 

We define social network sites as web-based services that allow individ- 
uals to (1) construct a public or semi-public profile within a bounded 
system, (2) articulate a list of other users with whom they share a con- 
nection, and (3) view and traverse their list of connections and those 
made by others within the system. The nature and nomenclature of 
these connections may vary from site to site, (boyd and Ellison 2007) 

According to this definition, a SNS includes making visible a network of 
friends to this very network and possibly to people outside the network. 
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The level of transparency of the network depends on the particular user’s 
privacy settings, which can be more or less determined by the design of 
the SNS. Sharing your life with others on the web can also be about meet- 
ing strangers; however, studies show that most people rather develop and 
maintain the same social relations online as well as offline (Ellison, Stein- 
field, and Lampe 2007; Lenhart and Madden 2007). Observing SNSs today 
and considering the rise of Twitter, Foursquare, and the News Feed-feature 
in Facebook, it seems that the importance of the first point of the defini- 
tion (the profile) has diminished compared to the flow of a “news stream”, 
“tweets”, or “check-ins”. 

An important consequence of this behaviour is that the alleged gap 
between offline and online worlds has been bridged. Previous discourses 
about the Internet have described it as a transcendent space (for example 
“cyberspace”, “information highway”, or “global village”) with its own con- 
ventions, structure, types of activities, and even as a separate moral universe. 
Opposed to cyberspace was the “real world”, that is, our physical, mundane 
reality. These two supposedly separate worlds have been woven together; 
this is especially obvious in connection with our social interactions, which 
take place in the mixed spaces, i.e., online and offline. In other words, the 
activities and general social life we experience with our circle of friends take 
many forms offline and online — sometimes these are performed at the same 
time with different audiences. These co-online/offline social activities can 
be observed especially in relation to smartphones, where we can physically 
be together with (some) friends and simultaneously interact via, e.g., Twitter 
“tweets”, picture uploads to Flickr, and Foursquare check-ins to our net- 
work of online friends, including those physically present with us. 

A second significant observation about SNSs compared to other forms of 
computer-mediated communication has to do with the online persona. The 
general idea is that profiles should reflect the “real” person, group, project, 
or organization, i.e., the offline identity of the profile holder. Thus, when 
we share our social life on the web, our profiles are not supposed to be an 
alter ego, but rather a more or less accurate representation of ourselves. 
Facebook even insists that profiles must be personal and use real names, 2 
whereas Foursquare and Twitter allow for alias names — and the latter for 
multi-person accounts (e.g., groups, organizations, and projects). Similarly, 
it is common to use a personalized photo and provide profile information 
that is grounded in something outside the Internet. 

9.2.2. Sharing With Whom? 

We share information with a number of connections, our online social net- 
work, but we also more or less involuntarily share beyond our circle of 
friends. This is in part a result of the SNS design including privacy options 
and in part how the user configures these options. The sharing of infor- 
mation beyond the network occurs in numerous ways, including with the 
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service itself, application developers, search engines, and other third-party 
stakeholders. A wide range of stakeholders will presumably have an interest 
in detailed information about individuals. Here I will mention two: com- 
mercial and government interests. 

From a commercial point of view such data are valuable, because they 
provide insights into customer interests, preferences, and activities. To know 
what people do, what they want, and what they think makes it much easier 
to market products. Thus, the insights gained from SNSs can be used to 
better profile and target consumers. Fuchs (2008), Andrejevic (2007), and 
others argue that this knowledge is the foundation for corporate exploita- 
tion of users. 

Further, some government organizations and agencies can have an 
interest in gaining information about their own citizens and even about 
foreign organizations and citizens. It is not difficult to understand why 
governments have an interest in SNSs. To effectively profile and inves- 
tigate individuals, an organization needs to combine a wide variety of 
information, including circle of friends, activities, preferences, beliefs, 
opinions, views — all types of personal information that only a few years 
ago were very difficult to collect. Here, people themselves publish this 
kind of information and this makes online social networking appear as a 
“snoop’s dream” (Marks 2007). The purposes for government interest in 
this kind of information can range from suspicion of tax fraud to possible 
involvement in terrorism. This might contribute to what Mark Andrejevic 
has termed “lateral surveillance” (2007), the process of mixing social, 
policing, and government technologies and practices, and thus spreading 
panopticism further. 

When we take part in online social networking and when we more or 
less involuntarily share information beyond our circle of friends, it can have 
serious consequences. Commercial exploitation, including targeted market- 
ing, can be extremely annoying and privacy invading, and on a societal level 
it can contribute to social sorting by including or excluding people (Gandy 
1993; Lyon 2002). Moreover, to be (wrongly) suspected of terrorism is even 
more unpleasant, if not dangerous. Accordingly, when our everyday social 
musings are shared with commercial and government stakeholders, it rep- 
resents the boundary of free social interaction. 

9.2.3. Online Sharing as Social Surveillance 

As a result of certain surveillance practices, there can be undesirable or 
even malicious side effects when we take part in social interactions online 
(Zimmer 2008). However, my interest here is directed towards another per- 
spective on the possibilities of surveillance. This perspective emphasizes 
the social, playful, and potentially empowering aspects of surveillance 
practices, and it is therefore radically different from the dominant ways 
of understanding the practices, as described above. I have introduced the 
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concept “participatory surveillance” elsewhere as a theoretical framework 
that allows for this understanding (Albrechtslund 2008). 

Many types of surveillance practices can have social, playful, and poten- 
tially empowering aspects, but these are especially recognizable in con- 
nection with online social networking. When we use social media such 
as Facebook, Twitter, and Foursquare, the basic practice that facilitates 
social interactions (distributing and collecting information) is — perhaps 
surprisingly — surveillance. This is certainly a departure from well-known 
concepts, including Orwell’s iconic Big Brother figure and Bentham’s prison 
design, Panopticon. However, rather than replacing these ways of thinking 
about surveillance, I introduce participatory surveillance as an alternative 
concept, as it is clearly not applicable to all kinds of surveillance practices. 
Similarly, the Panopticon and Orwellian ways of thinking about surveil- 
lance do not adequately help us to better understand all types of surveil- 
lance practices — at least they do not exhaust every possible perspective. 
My aim with this alternative conception is to better explain the reasons 
and intentions that people might have for taking part in their own sur- 
veillance — a practice which is very difficult to meaningfully explain from 
an Orwellian or Panoptic conception of surveillance. In this way I hope to 
contribute to a pluralistic approach to surveillance studies that emphasizes 
the many possible motives, means, ends and conceptions at play. 

Participatory surveillance is the kind of practice we take part in volun- 
tarily. The prisoners in the Panopticon also take part in their own surveil- 
lance when they internalize the gaze, and the characters in 1984 participate 
in their “love” for Big Brother; however, there are a number of important 
differences. The panoptic and Orwellian concepts of participation are both 
the result of processes of mind control and, thus, cannot be described as 
voluntary engagements, but rather as a form of forced pseudo-participa- 
tion. The kind of practices of self-surveillance that are consistent with what 
is here described as participatory surveillance must be pursued actively and 
truly voluntarily. Of course, absolute freedom of will — complete, uncon- 
ditional free choices — are probably not a practical possibility for anyone, 
as even voluntary choices always have to be made in specific situations. 
Thus, a number of conditions, expectations, specific circumstances, etc. are 
always also considered when making a choice. Similarly, free choices might 
be motivated by other circumstances, expectations, conditions, etc. Still, 
the practice of online sharing remains highly voluntary by comparison. 

As a consequence, the gaze plays a different role in the context of par- 
ticipatory surveillance. To be exposed to the gaze is not necessarily equal 
to being vulnerable. In the Panopticon, the gaze of the guards is a powerful 
way to discipline the prisoners, and in 1984, the gaze of Big Brother is an 
almost destructive force that transforms people into victims. In connection 
with practices of participatory surveillance, visibility is not associated with 
vulnerability or victimization. Rather, being visible is an important part of 
these practices, which transforms the gaze into something desirable. This 
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also leads to significant changes in how we can understand the power rela- 
tions of surveillance practices. Instead of being intimidating and potentially 
damaging, certain surveillance practices demonstrate that it can be empow- 
ering to be on the receiving end of the gaze. Accordingly, the power relation 
between watcher and watched is not always a one-way connection that puts 
the former in control; some surveillance practices empower the watched 
and, thus, sometimes reverse the panoptic and Orwellian understanding of 
gaze and power. 


9.3. WHAT DOES LOCATION 
MEAN TO ONLINE SHARING? 

To share a location with other people is more than simply conveying geo- 
graphical information. Embedded in our locations is partial information 
about activities, interests, opinions, patterns of movement, and much more. 
In the context of online social networking these types of information are 
already available, but location sharing on the one hand works as a “handle” 
that holds together manifold types of information, and on the other hand 
expands and enriches this information. In the following I begin with an 
example — “a day in the life” — to illustrate how location sharing combines 
with online social networking. In the second subsection I discuss the idea 
of “mixed places”, i.e., the necessary connection between physical loca- 
tions and shared locations in the context of online social networking. The 
final subsection explores how the process of social interaction and location 
sharing can be better understood as a mapping process that involves two 
aspects of mastering. 

9.3.1. A Day in the Life: An Example 

An example can illustrate how location sharing combined with online 
social networking adds more information to the picture than the sum of 
its parts. Someone named Anders uses Foursquare to check in to a venue 
called “IMV Helsingforsgade 14 Wiener Building” most weekdays some- 
time between 9:11 and 9:18 in the morning. This particular venue is located 
in Aarhus, Denmark. About one and half hours earlier he checked into 
a venue called “Skorping station”, which is at a railroad station ca. 80 
km north of Aarhus. Sometime during the morning, he responds to a few 
tweets as well as posting one himself saying “working on book chapter”. 
This tweet is automatically imported into Facebook and broadcast on his 
wall and, thus, included in his network’s news feed (depending on individ- 
ual settings). This status update — which it is called here — spurs a few com- 
ments that lead to a brief discussion about location sharing. At about 11:30 
most weekdays, he uses Foursquare to check in to the venue “INCUBA 
Science Park Katrinebjerg”. He is back at IMV Helsingforsgade 14 Wiener 
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Building about 30 minutes later. In the afternoon, at about 16:30, he is 
back at Skorping station, and for the rest of the day there are no other Four- 
square check-ins, but a few Twitter tweets as well as occasional comments 
on Facebook posts by people in his network. 

Anders is the “mayor” of several venues, including Skorping station and 
IMV Helsingforsgade 14 Wiener Building. He holds a number of Foursquare 
badges, including “Bender”, “Overshare”, and “Babysitter”. Because he is 
the mayor of more than ten venues (currently 17 venues), he also holds the 
“Supermayor” badge. Some of his mayorships include “Rebild Bakker”, 
“Rold Skov”, “Troldehaven”, and “Legepladsen, Stentoften”. All of these 
venues have few or even no check-ins by other people and, looking at a 
map, most of them are located in a specific rural area. Also, the dominant 
categories of these venues are park, playground, and train station. How- 
ever, Anders is also mayor of the urban-located venue IMV Helsingfors- 
gade 14 Wiener Building, and, here, a number of other people also check-in 
frequently, most of whom are in Anders’ network. The venue is located at 
the Department of Information and Media Studies, Aarhus University. 

The activities described above could represent a typical day for some peo- 
ple. Although this person is actually not very active with regard to sharing 
information, there are plenty of data for people in his network — and in part 
outside of it as well — to make some interpretations and assumptions. One 
interpretation is that Anders lives in a rural area about 80 km north of Aar- 
hus, and most weekdays he commutes by train to Aarhus where he works 
at the Department of Information and Media Studies. He is employed in a 
scientific position that involves writing scholarly manuscripts, and he there- 
fore is likely to hold a PhD degree. There must be a cantina that serves lunch 
in the nearby INCUBA Science Park Kartrinebjerg. Our example person is 
probably a father to at least one young child, as he often checks into a play- 
ground (the Playground badge is awarded for 10+ check-ins at playgrounds). 

The mundane repetition of some of these activities at specific times of the 
day and at specific locations hints of certain routines and patterns of move- 
ment. Also, the general picture of activities might indicate to some that 
Anders is not among the most experienced users of social media. However, 
activities that are not done as well as tweets and posts not made nuance 
and expand this knowledge. The rarity of check-ins in the evening might 
emphasize partly that Anders has young children and is therefore simply at 
home most evenings, and partly that he lives in a rural area with perhaps 
few places to go at night. Moreover, the absence of check-ins, tweets, and 
posts during the night indicate a pattern of sleep between roughly 23:00 
and 7:00. Most weekdays Anders checks in at the train station and his 
assumed workplace (Aarhus University), but one or two days a week he 
does not. However, the tweeting and posting indicate that he is working, 
so it can be assumed that he works at home some days. 

What is constructed through location sharing and online social network- 
ing is not a snapshot of someone’s life; rather it is a continually unfolding 
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narrative where repetitive activities over a time span form a multifaceted 
picture. It is the context of activities that makes it possible to form this 
picture through interpretation, and this is, of course, dependent on how 
people are related to Anders in the network. For some people the mundane 
activities described above will just confirm what they already know, and for 
others the activities will expand knowledge about this person — perhaps as 
missing pieces that complete the puzzle. 

9.3.2. Mixed Places 

As discussed in section 9.2.1 the online and offline worlds seem to seamlessly 
mix into a whole social world. Similarly, location sharing makes it difficult to 
uphold a sharp division between locations in the physical space and “places” 
(Facebook) or “venues” (Foursquare) in online social networking. 3 

Locations in online social networking are necessarily tied to a physi- 
cal location as representations of these. The Foursquare venues mentioned 
above — e.g., IMV Helsingforsgade 14 Wiener Building, Legepladsen, 
Stentoften, Troldehaven, INCUBA Science Park Kartrinebjerg — these all 
have references in physical space. However, this does not mean that these 
venues are only meaningful as a reference to physical space. Often the 
opposite is the case, and the relation between digital and physical loca- 
tions is comparable to the relation between geotagged objects and physical 
locations (de Lange 2009). Geotagged objects add meaning to the physical 
world, as “physical locations are often visited, defined, and experienced 
on the basis of geotags and digital metadata” (de Lange 2009, 60). When 
we share locations online, these places or venues mix with physical loca- 
tions, and, together, they form augmented locations that can be accessed 
by our social networks. Comments, suggestions, photos, etc. can augment 
and thus reconfigure these locations, and these layers of meaning change in 
accordance with relations in the social networks. 

If we revisit the example above we can observe this mixing of places. For 
example, the Foursquare venue IMV Helsingforsgade 14 Wiener Building 
is connected to a particular physical location with the address Helsing- 
forsgade 14, 8200 Aarhus N, Denmark, and, as mentioned in above, this 
address is home to the Department of Information and Media Studies, Aar- 
hus University. When Anders arrives at this venue, his Foursquare network 
is notified, and in addition to the check-in, he can share information, opin- 
ions, or “tips” (Foursquare) with his network. One of Anders’ colleagues 
has tagged the venue with the comment “Damn good coffee!” — which has 
been acknowledged by a number of other visitors to this place. 4 This sim- 
ple, knowing statement carries meaning for the network and contributes 
to a distributed experience of the place, as the stream of shared informa- 
tion reach people regardless of where they are located in physical space. 
Moreover, the activity itself adds to the shared knowledge in the network 
about the whereabouts of different people, e.g., who are at the office, who 
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are away for conferences or other external activities, and who are work- 
ing from home. This is of course not an absolute source of information, 
as people might not actually check-in even though they are (occasionally) 
sharing their locations; however, the insight into people’s sharing habits 
contribute to a more precise picture: For example, is Anders in the habit of 
checking in at IMV Helsingforsgade 14 Wiener Building whenever he is at 
the office, which means that people in his network can expect to find him 
at the department when he checks in to Foursquare. 

9.3.3. Mapping as Mastering 

To better understand what location means to online sharing, it can be use- 
ful to view it as a mapping practice. When we share information about 
activities and locations, this is also a process of mapping parts of our social 
life. These activities and locations represent a twofold way of mastering: 
first, as a reduction of complexity where the different events are fitted into 
a panorama or seemingly “full picture” of the social life. Second, this map- 
ping process is not private, but rather shared with the network, and this 
aspect can allow for empowerment. The process of mapping is not neces- 
sarily limited to any specific SNS, as available information across social 
platforms is aggregated. Locations, comments, tweets, posts, etc. are docu- 
mented and archived and, as such, form a history of activities. In a literal 
sense the mapping is a way to create an overview, which is at the same time 
a mastering of the social life. 

Mapping as mastering is a well-known cultural practice in human his- 
tory, and as such, location sharing can be compared to the nineteenth- 
century concept of the panorama where painters strived to give exhausting 
representations of a given subject (often landscapes or historical events) by 
creating a wide, all-encompassing view for the audience. Roland Barthes 
(1997) interprets the panorama as a way of making the world intelligible 
as part of a pleasurable fantasy of a demystifying overview. It is pleasur- 
able because it structures the world in a certain way that reduces diversity 
and replaces it with meaning, and the mastering is a fantasy because the 
panoramic mapping cannot be exhaustive. This can be observed when we 
consider the aggregated information from SNSs, e.g., the example involv- 
ing Anders. Although the collected information gives insight into activities, 
behaviours, interests, and patterns of movement, it is far from a full picture 
of this person. This is the case even though the collection of information 
as a whole (including activities that are not done) gives more insight than 
the sum of the individual pieces. It is a consequence of the blurry boundar- 
ies between online and offline, different types of spaces and places, that 
subjectivity and social life is distributed and thus impossible to capture in a 
single, objectifying perspective. However, the pleasurable activity of map- 
ping as mastering might be seen as a strong motivation for the practice of 
location sharing online. 
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The mapping does not result in a stilleben, as it is a process where the 
subjectivity co-shapes the picture. Moreover, the mapping process is not 
only available to oneself; it is also a sharing process that allows for empow- 
ering aspects. When we engage in social interaction online, this is a semi- 
public process visible to a selected network and perhaps partially visible to 
the greater Internet-using public. As discussed in section 9.2.2 this more 
or less broad sharing has a dubious side; however, it also constitutes a way 
for people to co-construct meaning and identity, as discussed in section 
9.2.3. As participants in online social networking, we play a leading role 
in providing the material that represents us to other people in the network. 
Compared to for example governmental mapping of citizens (e.g., popula- 
tion register, tax and salary information, address, civil status), social inter- 
actions empower people to shape how they appear to others. Mastering as 
both reduction of complexity and empowerment indicate that the flaneur, 
i.e., the figure of the turn-of-the-century urban observer, is still relevant 
for understanding the city, mapping, and mastering. The user of location- 
based SNSs can be seen as a kind of flaneur employing a certain form of 
perception of urban space that focuses on finding pleasure in the different 
layers of meaning while still keeping a distance of cool observation. 


9.4. CONCLUDING REMARKS 

Location sharing is an obvious extension of online social networking that 
offers an opportunity to connect the potentially empowering self-surveil- 
lance practices of social life that is especially observable in the city. The 
ambition of this chapter is not to describe the abstract power structures 
inherent in the practices of online sharing; rather the point of departure 
is the subjectivity that takes part in its own surveillance. The reason for 
this focus is to better understand why people voluntarily engage in such 
self-surveillance. It is evident that a vast number of people find it attractive 
to do so and, thus, it becomes interesting to explore and conceptualize this 
practice. A qualitative, phenomenological approach has been taken here in 
order to search for the characteristics of the subjective experience and moti- 
vation implicated in location sharing and online social networking. 


NOTES 

1. http://www.facebook.com/press/info.phpPstatistics (accessed on October 27, 
2010 ). 

2. http://www.facebook.com/help/?page=808 (accessed on October 27, 2010). 

3. This is not meant as a classification of the words location and place (and 
venue) as relating to respectively physical space and cyberspace. I use loca- 
tion, place, venue, etc. synonymously, however, as opposed to (physical, 
cyber and mixed) spaces. Thus, I lean on the classic understanding of place as 
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positioned in space, but without a sharp distinction between types of places 
and types of spaces. 

4. In Foursquare terms the other people have “done the tip”. 
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10 What Do IT Professionals 
Think About Surveillance? 

Ivan Szekely 


10.1. INTRODUCTION 

A sceptical reader might be tempted to fire back with a “Who cares?” Sur- 
veillance exists and is becoming more widespread, independently of what 
the experts think. In addition to presenting the findings of a recent research 
project and interviews with information technology (IT) professionals on 
such issues as surveillance and the handling of personal data and privacy 
in general, my intention is to frame an argument in favour of making IT 
professionals’ views on these matters count more in the formulation and 
implementation of the concept of modern surveillance systems. 

Another interesting aspect of the topic is that, insofar as research on 
privacy is concerned, the IT community constitutes something of a white 
area, and, therefore, our conclusions may enrich the discussions on the 
subject with some novel viewpoints, hopefully leading to the emergence 
of new policies, strategies, and areas of intervention for the benefit of the 
numerous stakeholders. The immediate motive for writing this chapter has, 
however, been supplied by the BROAD project. This recent research project 
employed quantitative and qualitative methods alike, and was designed to 
test the views, the knowledge, and the attitudes of IT professionals. 

This chapter also wishes to call attention to the importance of the empir- 
ical approach by pointing out that, in addition to purely theoretical con- 
structions, the direct study of reality could also help galvanize speculative 
methods and engender further interactions between theory and practice. 

Once we subscribe to Lessig’s (2000) famous view whereby “the Code 
is the law” in modern information societies, it will follow directly that 
the coders are the lawmakers in today’s society. And if they are indeed 
the lawmakers, they are likely to produce laws that will reflect their own 
views, depth of knowledge, and attitudes — naturally, alongside the views 
of their paymasters. This system has certain boundary conditions, such as 
economic interests and legal regulations, but those will merely shade the 
views of the IT professionals, rather than defining them. Experience tells us 
that the law in general — despite its fundamental role in mediating values — 
seems to carry very little weight with IT professionals, who tend to regard 
laws as useless restrictions. 
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Naturally, the law cannot simply be envisioned as the sum total of 
abstract rules, as the law must, at some level, relate to the underlying val- 
ues that determine the workings and the conditions of a society. 1 Individual 
societies may differ with regard to the closeness and transparency of this 
relation: it is stronger in legal systems steeped in the traditions of natural 
law, and weaker in countries preferring a positivist approach. In the case of 
data protection laws, or in a broader sense privacy laws, the value content is 
clearly reflected in those internationally accepted legal principles that form 
the basis of national and international legal documents. 

Therefore, if one is to discover what factors are likely to influence the 
views of IT professionals, one should first have to find out about the depth 
of their knowledge about data protection or privacy legislation, indepen- 
dent of the actual views they hold about it. Naturally, one would have to 
learn a great deal more about the members of this professional group before 
one could form a picture of their views about surveillance, enhanced or in 
some cases generated by today’s ICTs, as well as about the subjects of sur- 
veillance and the handling of their data. We must learn about their views 
on social values, with special emphasis on the ways of their realization in 
today’s ICT environment; we must discover their opinions on data subjects, 
the users of Internet services, their colleagues, and even themselves. And if 
we want to extend our research into the causes that give rise to these specific 
“laws” of information society, we should also study the micro-environment 
and operational structure in which IT professionals work. 

But first we must settle one fundamental question: Who qualifies as an 
IT professional? Or in a broader sense, who qualifies as an “informati- 
cian”? Is it any person who engages in some areas of informatics in ways 
that are beyond the capacity of an ordinary user? These terms have been 
slow to take root in the English usage; although the word “informatics” 
has by now gained general currency, it still smacks of its French origin, 
l’informatique. And anyone who works in informatics can at best be called 
an informatician, 2 or perhaps more appropriately an information technolo- 
gist or an information scientist. The scope of the present chapter does not 
allow me to analyze the substantive differences between the Anglo-Saxon 
and the Francophone terminology; nevertheless, we must find a way to 
draw the boundaries of our research subject. 

If we want to limit our study to the circle of IT professionals, then we 
must be able to define the range of people who belong to that circle. So 
who is an IT professional? Anyone who has received formal IT training? 
Anyone who works in IT-intensive jobs? Anyone who is a member of any 
professional organization? Or anyone who considers himself or herself an 
IT professional? According to the definition provided by Wikipedia: 

IT professionals perform a variety of duties that range from installing 
applications to designing complex computer networks and informa- 
tion databases. A few of the duties that IT professionals perform may 
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include data management, networking, engineering computer hard- 
ware, database and software design, as well as the management and 
administration of entire systems. 3 

We must bear in mind, however, that a social group thus defined pos- 
sesses neither a central registry nor a coherent pool of statistical data, and, 
therefore, its members can only be reached through indirect methods, 
with the result that our population sample in no way can be regarded as 
a representative one. When we designed the BROAD project, which will 
be presented in detail later, we decided that instead of striving for repre- 
sentativeness, we would try to identify the characteristic groups of the IT 
community, engage them in our research, and base our conclusions on their 
views. In order to select from the vast toolbox of social science studies those 
elements that are methodologically suitable and practically viable and can 
empower us to put forward relevant statements on the views of IT profes- 
sionals, we had to resort to qualitative and quantitative tools alike. 

Naturally, we also had to take into account those research preliminaries 
that either could serve as reference points for our study or help prove that 
our project has filled a gap in this research area. 


10.2. RESEARCH PRELIMINARIES 

First it should be noted that a large part of the papers on surveillance are 
studies conducted from a criminology or law enforcement angle, which 
means that they tend to take a positive view of surveillance, with an aim 
to develop efficient strategies to further the social acceptance of surveil- 
lance. Some of these studies justify the need for surveillance by drawing 
general conclusions from cases, which, from the viewpoint of law enforce- 
ment, have been perceived as success stories (Hanna and Mattioli 1995; 
Clark 2009); some others legitimize the practice by analyzing the laws that 
regulate surveillance (Figliola 2007); whereas still others talk about the 
natural marriage between law enforcement and the surveillance industry 
(Enright) — to name but a few examples. We have not covered these stud- 
ies, partly because instead of taking such a particularistic view we wish to 
approach the subject of surveillance in a much more general manner, and 
partly because — although we have done our best to remain objective accord- 
ing to all the rules of our profession — we, the author and his colleagues, 
consider the prospect of the surveillance society (or its special category, the 
actuarial society) an unwelcome development that has numerous negative 
aspects. One such negative aspect is the growing information gap between 
the observer and the observed; another one is the tendency whereby indi- 
viduals living in such societies are becoming less and less capable of con- 
trolling the fate of their personal data and increasingly lack the capacity to 
see the impact that these data can have on their lives. Similarly negative, in 
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our opinion, is the approach that prefers a treatment of symptoms to the 
addressing of the root causes by perceiving everyone as a potential deviant 
who needs to be placed under constant surveillance. 

The research preliminaries included in our study belong to the category 
of either an area known as surveillance studies 4 or the broader field of 
privacy studies. We concluded that in most of the cases such studies either 
take the entire population as their research subject, or focus on some easily 
identifiable segments, such as young people, consumers, Internet users, or 
students. With sporadic exceptions, IT professionals as a group have not 
been investigated in these studies. s 

Globalization of Personal Data (GPD), one of the most important 
empirical studies of recent years, was conducted by the Surveillance Stud- 
ies Centre of Queen’s University. The multi-country survey covering Bra- 
zil, Canada, China, France, Hungary, Mexico, Spain, the US, and Japan, 6 
involved nearly 10,000 respondents and targeted the general population, 
or the population of telephone users, to be precise. 7 However, the telephone 
penetration rate is so high in the countries concerned (with the exception of 
Brazil, China, and Mexico) that this imposed no special filter on the selec- 
tion of respondents. This was a pioneering project, not only because of its 
cross-country and cross-cultural aspect, but also in the sense that instead 
of settling for the recording of the respondents’ views, it also probed the 
depth of their knowledge, as well as their attitudes, values, and beliefs with 
regard to surveillance and information privacy. To achieve this, they con- 
ducted qualitative focus group interviews in each country prior to their 
survey, which were analyzed quantitatively. 8 

At this point I would like to note that, with regard to the Hungarian 
data, which was of special interest to me, the findings of the GDP research 
provided further evidence for the existence of the threshold of abstrac- 
tion, a concept I introduced (Szekely 2010, 167-168). It is well known to 
researchers conducting empirical studies that face-to-face interviews often 
yield opinions and attitudes that are different from those obtained through 
survey-type questionnaires from the same respondents. This is partly 
explained by the fact that survey-type questionnaires, and most notably 
those related to surveillance and the handling of personal data, tend to use 
abstract concepts and refer to abstract situations, the actual content and 
relevance of which the respondents can comprehend only after receiving 
detailed explanation, and so the two methodologies yield different opin- 
ions. Among others, the acknowledgment of this led the planners of the 
BROAD project in their decision to complement the online survey with a 
series of semi-structured face-to-face interviews in two countries. There- 
fore, the GDP survey targeted the total population, and we cannot extract 
the data of IT professionals from this sample because of the incomplete 
information regarding the respondents’ occupation. 

Another major empirical study completed in recent years was the survey 
conducted under the aegis of PRIME, 9 a project involving nearly 8,000 
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respondents from three countries, first and foremost the Netherlands 
(Leenes and Oomen 2009). 

The PRIME survey focused on users’ attitudes with regard to trust, pri- 
vacy, the handling of personal data, and Privacy Enhancing Technologies 
(PETs). One of the most interesting developments in connection with the 
survey was that, based on its findings, Oomen and Leenes (2008) created 
a privacy risk perception index, which offered an alternative to the well- 
known — and, in its critics’ views, somewhat oversimplified — Westin/EIarris 
Privacy Segmentation Index (Harris Interactive 2001). 10 Despite its interest- 
ing conclusions and methodological thoroughness, the PRIME survey can 
be taken as a research preliminary for the BROAD project only in a limited 
sense. The PRIME survey studied a particular segment of the population, 
namely higher education students. It approached 388 universities and col- 
leges from three countries — Belgium (Flanders), the Netherlands, and the 
UK — and their students made up the survey’s respondents. The respon- 
dents included students studying IT-related subjects, but their views were 
not separated within the study. Although it would be possible to conjecture 
the character of training from the respondents’ educational background 
and university, any comparison with the BROAD project’s subsample, the 
IT students, would only have limited usefulness. 

The only widely known survey focusing on a particular segment of the 
community of IT professionals is described in detail by Thomas R. Shaw 
(2003). In his research work, Shaw studied the attitudes of the webmasters 
of the world’s most visited websites in relation to their decisions affecting 
the private lives of the users, as well as the their considerations behind these 
decisions. Although his population sample was relatively small in a statisti- 
cal sense, 11 his hypotheses and methodology were noteworthy. Shaw con- 
ducted his investigations on the basis of the theory of moral intensity. Out 
of the six dimensions of the theory, 12 he found two to be applicable: those 
of the magnitude of effect and the social consensus. He complemented the 
theory with the indicator of proximity, which turned out to be crucial from 
the viewpoint of organizational consensus and moral attitudes (the role of 
the organizational consensus was also studied in the BROAD project). 

Similarly noteworthy was the methodology Shaw used, as he substituted 
the study of actual behaviour with the study of attitudes on the basis of 
the theory of reasoned action, which was developed by Fishbein and Ajzen 
(1975). He had two reasons to do this: first, the behaviour of the respon- 
dents was not easily observable in the given survey situation; and second, 
self-reported behaviours tend to provide unreliable data. At the same time, 
the attitudes were directly related to both the moral decisions and the 
actions arising from them, so they were suitable as substitutes for the direct 
observation of behaviour. On top of that, in comparison to the rate of tech- 
nological developments, the attitudes can be described as relatively stable 
phenomena, and, therefore, they provide suitable material for the prognos- 
tication of behaviour in the environment of future technology. 
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10.3. THE BROAD PROJECT 

Carried out by Dutch and Hungarian educational and research institutions 
(2009-2010), 13 the project Broadening the Range Of Awareness in Data 
protection (BROAD) 14 has three main action areas: to study the views of IT 
professionals and to provide feedback to the people concerned; to develop 
an Internet platform for sharing knowledge and opinions about PETs 15 ,; 
and to produce creative artworks to increase people’s awareness of surveil- 
lance and other privacy evasive phenomena. 16 

The action area designed to study the views of IT professionals (Survey 
and Feedback) was led by the Tilburg Institute for Law, Technology, and 
Society (TILT), which is part of Tilburg University. The research consor- 
tium’s work was actively supported by its two Hungarian members, Central 
European University and Eotvos Karoly Policy Institute. 

The objectives of this activity were to explore in Hungary and in the 
Netherlands the opinions, values, and attitudes of the target groups that 
exert a decisive impact on the possibilities and limitations of people’s pri- 
vacy in today’s “information society” (multipliers) and to feed back the 
results to the target groups and common knowledge. To achieve this objec- 
tive, (a) face-to-face interviews and (b) a dedicated online survey were con- 
ducted in two specific target groups in both countries: 

1. IT professionals (including those who work in explicit rights-restrict- 
ing areas such as surveillance systems, border control, etc.) — in other 
words, those who are making (designing and operating) IT systems 
processing personal data; and 

2. Principals, i.e., those who are commissioning these systems and pay- 
ing these IT professionals, namely 

(i) bureaucrats and decision makers, and 

(ii) business managers of service providers and operators, includ- 
ing small and medium enterprises (SME) 


10.4. HYPOTHESES 

We started out from the following general hypotheses, which we have 
advanced partly on the basis of our study of the source materials and partly 
as a result of our lead researcher’s practical experiences deriving from 
working with information technology professionals for decades: 

HI: The opinions, values, and attitudes of IT professionals and their 
principals have a decisive impact on the IT systems they create and 
maintain for processing personal data; thus this has a direct impact on 
data protection/information privacy of the data subjects; and this may 
have an indirect impact on citizens’ opinion and attitudes. 17 
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H2: The survey and the interviews will result in significantly different 
findings (“threshold of abstraction”). 18 

H3: [At least in Hungary] the majority of IT professionals are social- 
ized to serve the stronger party (their principals or the information 
monopolies). However, there exists a small but characteristic “free- 
dom-minded” minority in the IT sector, the members of which have 
different views. 19 

In working out the detailed plans for the online survey, we stated some 
further hypotheses (Leenes et al. 2010), with special regard to the findings 
of earlier surveys: 

• There are differences between distinct groups in the sample with 
regard to their knowledge of the Data Protection Act (DPA). 

• Participants who find the DPA relatively more important also have 
more knowledge of it. 

• There are differences between distinct groups in the sample with 
regard to their concerns about privacy protection. 

• Privacy concerns are reflected in people’s actual online behaviour and 
work. 

• There is a difference between Dutch and Hungarian respondents with 
regard to organizational consensus, defined as the overlap between 
an individual’s attitudes about personal data and the attitudes about 
personal data held in the organization he/she is working in. 

• There are differences between distinct groups in the sample with 
regard to hierarchy in the organization. 

• There are differences between distinct groups in the sample with 
regard to their familiarity with and use of PETs. 

• There are differences between distinct groups in the sample with 
regard to their degree of responsibility, defined as their resistance to 
carry out decisions about personal data if they disagree with them. 

• Responsibility, defined as an individual’s resistance to carry out deci- 
sions about personal data if he/she disagrees with them, is related 
to ratings of importance of DPA rights and concerns about privacy 
protection. 

• There are differences in behaviour based on the differences in per- 
ceived behavioural control. 

Leenes et al. (2010) also worked out a model to explain the interconnections 
between attitudes, external factors, and behaviours, which is an extended 
model of Ajzen’s theory of planned behaviour (1991). 20 

The BROAD project covered numerous viewpoints, not only at the level 
of hypotheses and theoretical models, but also in the area of empirical 
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research; the research report in itself could fill a smaller book. 21 The pres- 
ent chapter primarily concentrates on those elements of the research con- 
clusions that are relevant from the aspect of IT professionals’ views on 
surveillance, as well as those that could be of interest from the viewpoint of 
IT professionals’ moral decisions and behaviours. 


10.5. METHODOLOGY 

Twelve, roughly one-hour-long, semi-structured interviews were con- 
ducted in each country, using non-random samples. In the Netherlands, 
we selected the respondents with the snowball method; the main objec- 
tive here was to learn the views of people who occupied different positions 
within the same organizational hierarchy, with a special focus on the study 
of organizational consensus. In Hungary, the primary aim in selecting the 
respondents was to ensure that all the relevant groups to be covered in the 
subsequent survey would also be represented by a typical or characteristic 
member in the interviews. Because the author knew many of the selected 
respondents personally, the interviews were conducted by a colleague who 
was unknown to the interviewees, thus trying to reduce the risk of the 
respondents’ echoing the views of the author. 

We prepared an online survey for the qualitative study. Putting together a 
sample of IT professionals to be interviewed was not an easy task. Because 
representativeness of the unknown population was a methodological require- 
ment, the sample population was put together in two stages: in the first stage 
we approached the selected professional groups, relying on the technique of 
distributing organization-specific tokens 22 (controlled sample); and in the sec- 
ond, we announced the survey on public platforms and the respondents filled 
out the questionnaire in a form of self-assessment (random sample). 

For the quantitative survey, we compiled an online questionnaire, mak- 
ing use of the lessons learned from the interviews. The questionnaire con- 
tained 48 questions or blocks of questions, which incidentally turned out to 
be too many, as many of the respondents lost patience halfway through or 
lacked the necessary time, which resulted in a number of incompletely filled 
out questionnaires. The 48 questions were divided into 8 clusters: 

1. Current work situation (1 question) 

2. You and the organization you work for (5 questions) 

3. General description of your work (3 questions) 

4. Recent project (15 questions) 

5. You and your personal experience with IT (4 questions) 

6. Data Protection (10 questions) 

7. General attitudes towards the information society (6 questions) 

8. Demographics (4 questions) 
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In carrying out the online survey, we relied on the software Limesur- 
vey. 23 Only active IT professionals were asked to fill out the complete list 
of questions; IT students and respondents belonging to the category “mis- 
cellaneous” (for example, retired IT professionals) automatically skipped 
clusters 2 through 4, as they had no work environment. 

A total of 1,799 respondents filled out the questionnaire in the two 
countries. There were a large number of incompletely filled out question- 
naires, which nevertheless yielded useful information in relation to cer- 
tain questions. We could not, however, consider questionnaires on which 
the respondents spent no more than two minutes. The resulting sample 
contained 1,076 questionnaires for evaluation, which formed the basis 
of the analysis. The analysis was carried out using the programme IBM 
PASSWstatistics. 17 

Promotional work in preparation for the survey proved less successful 
in the Netherlands than in Hungary; as a result, 77.9% of the analyzed 
sample came from Hungary, and only 22.1% from the Netherlands, which 
somewhat restricted the validity of the comparative conclusions between 
the two countries. 


10.6. THE INTERVIEWS 

In the following we shall focus on a number of specific findings emerging 
from the analysis of the interviews, with special emphasis on the topic of 
surveillance, which has been added to the subject matter of the research 
project as a result of the Hungarian team’s marked interest. 

The twenty-four respondents represented a broad spectrum of IT appli- 
cations and job titles. Interestingly, the majority of the respondents, who 
represent twenty-four IT application areas and came from an age bracket 
as wide as 27-72, consider themselves IT professionals, despite the fact 
that most of them have never received any formal education in informa- 
tion technology. Most of them have completed some training course in IT- 
related subjects or acquired their professional skills in a self-taught manner. 
The older respondents obtained degrees in electrical engineering or math- 
ematics, which can be considered the predecessors of IT subjects. 

Nowadays just about anybody with a little knowledge about computers 
can be described as an IT expert, but personally I would continue to 
insist on linking it to a college degree, as a minimum condition. (Infor- 
mation security expert, HU) 

The interviews have revealed that the knowledge of IT professionals 
on personal data and data protection is equally sketchy in both countries. 
None of the respondents could provide either a formal or a substantive 
definition of personal data. Most of them gave a vague, general description, 
such as “data relating to a person”, or mentioned examples of personal 
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data, such as a credit card number. The respondents had similarly hazy 
notions of data protection. Most of them understood data protection as 
having to do with data security, although the Dutch respondents proved 
more critical in this regard. However, even data security proves secondary 
in the course of their work: 

In the end functionality will also win over security, otherwise your 
systems are locked up and of no use. (ICT project manager, NL) 

The respondents in both countries were also uninformed about data 
protection laws, with the majority believing that these had no relevance to 
their work. 

I don’t know the data protection law in any great details, but perhaps I 
know something about its effects, and also what it is about. It does not 
affect my work. (CEO IT association, HU) 

I have a gut feeling about what can be done and what can’t. This is 
more an ethical norm than a legal one. (Innovator, NL) 

Talking about the principles of data protection, one of the Dutch respon- 
dents made the following remark: 

I have heard about them, but I cannot name them. It is a feeling in my 
head. I do however believe that I take these principles into account in 
my daily work. (Developer, NL) 

Another regrettable yet unsurprising finding emerging from the survey is 
that the active IT professionals also have insufficient knowledge and appli- 
cation experience in the area of PETs: 

We do not really use PETs. There is no demand for them. (Unit man- 
ager, NL) 

Not directly. This is the responsibility of the client. (Consultant, NL) 

Clients may eventually ask for them, but we have not heard of requests to 
insert PETs into our technology. (Business development manager, NL) 

10.6.1. Internet Surveillance 

Most of the (Hungarian) respondents had no objections to the surveil- 
lance of their Internet habits and behaviour; they felt that they “had noth- 
ing to hide”. 

But personally, I do not consider anything about my life to be out of 
the ordinary [ . . . ] If there is anybody out there who wants to observe 
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me, then he might as well observe all the ten million inhabitants of this 
country. If I can be a target, so can anybody else. (Marketing and sales 
manager, HU) 

In any case, 98 or 99 percent of the people have nothing to worry, sim- 
ply because no one cares what they are doing. And as for the remaining 
one or two percent, they must get used to the fact that this is how the 
world operates right now. (Chief executive, IT security SME, HU) 

Some of them distinguished between surveillance and the various grades of 
behavioural targeting, for example: 

The simple fact that [a robot] watches my Internet habits and clicking 
patterns and compiles statistics about the pages I visit, effectively treat- 
ing me as a number, this does not bother me too much. But if someone 
tied my name to the types of web pages I visit and found me on that 
basis with a business proposition, say, or if this information came up 
in the course of a job interview, for example, now that would be trou- 
bling. That would truly be troubling (Database expert, HU) 

10.6.2. Workplace Surveillance 

Contrary to their views on Internet surveillance, the respondents were 
rather critical about workplace surveillance. Although they considered 
some forms of workplace monitoring to be permissible, or even neces- 
sary, in general they showed solidarity with the employees. This can partly 
be explained by the fact that the majority of the respondents themselves 
worked, or used to work, in subordinate positions. 

If the employees complete the task that has been assigned to them, they 
should be allowed to make phone calls or play on the computer a little. 
(Head of SW development firm, HU) 

I am firmly against it. Let’s face it, when somebody sits in front of the 
computer eight hours a day, and does nothing but work and work and 
work, that’s not a good thing. And when this person wants to take ten 
minutes off to check something out on the Internet, people should not 
make a big fuss about this. (Web services manager, HU) 

When it came to a workplace environment, the respondents took a much 
more nuanced view of the legitimacy of surveillance than with regard to the 
Internet, as the quote below can faithfully illustrate: 

I hate these methods. Even the mere thought of me monitoring on my 
central computer terminal how [her secretary] in another office room is 
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spending her time, gives me the creeps. [But] I would reprimand those 
civil servants who leak material, for example, out of political motiva- 
tion. (CEO IT association, HU) 

10.6.3. Surveillance by the State 

The majority of the respondents have considered surveillance by the state 
both natural and acceptable. The same chief executive of an IT association, 
who regarded the monitoring of her secretary’s work unacceptable, consid- 
ers surveillance by the state natural: 

Obviously, the state needs certain types of information, and it can com- 
pile the various databases any time it thinks necessary. There is nothing 
we can do about that. (CEO IT association, HU) 

Although it concerns a public utility company, rather than the state, the 
rather excessive view below is educational: 

Hungary has the strictest privacy protection regime in the world, one 
that verges on the irrational. [ . . . ] I mean that this not right that 
the BKV (Budapest Transport Company) should not be able to install 
surveillance cameras on its buses, in order to monitor its passengers! 
[ . . . ] We are protecting the criminals against the victims. (University 
professor, HU) 

10.6.4. Responsibility 

An analysis of the interviews reveals that the majority of the respondents 
think that they bear no responsibility in ensuring the legality of the system 
they help to develop or run: the responsibility lies with either the manage- 
ment or the clients, but is in any case outside their competency. We provide 
a few typical comments: 

This is not my area. The responsibility for complying with the law in 
this respect lies with the management. I do not know enough about it. 
(ICT innovator, NL) 

Besides calling the clients’ attention to the legal consequences, is there 
anything else that you can do or want to do? 

No, there isn’t, but then again, this is not our job. I think that by do- 
ing this we have done all that is expected from us in the matter. (CEO, 
IT security SME, HU) 

Hungarian companies, and especially the smaller ones, don’t give a 
damn about the whole thing. (CEO IT security SME, HU) 


210 Ivan Szekely 

Personal, ethical considerations are most likely to pop up in interviews 
with the Dutch respondents: 

I have a gut feeling about what can be done and what can’t. This is 
more an ethical norm than a legal one [ . . . ] The main objective for me 
is to teach the students [and] their teachers how to learn ICT responsi- 
bly. (ICT innovator, NL) 

In the case of a respondent from the Netherlands, the attitude is mani- 
fested in the ethical behaviour, at least in a self-reported manner: 

If a client would want to use the products we advise to target the IT 
behaviour of individual employees I would not accept the job. (Business 
development manager, NL) 


10.7. SURVEY DATA 

The BROAD survey contains 48 questions and more than three hundred 
variables; even a summary review of their multivariate analysis would con- 
siderably exceed the scope of this chapter. On this occasion we have selected 
three groups of questions: making decisions about the handling of personal 
data and the compositions of views influencing such decisions in the orga- 
nizational environment of IT professionals; the respondents’ assessment 
regarding the protection of their information privacy; and the respondents’ 
general ideas about the manifest features of information society. 

10.7.1. Decision-Making within the Organization 

Three-quarters of the active IT professionals declared that during projects 
that involved the handling of personal data there were explicit discussions 
about the specific ways of managing personal data. Nationality, age, and the 
size of the organization were not factors in relation to the actuality of the 
discussions. The only difference seems to be that those directly responsible for 
implementing IT methods are more willing to conduct internal discussions 
about the handling of personal data than are the leaders of the organization. 

The majority of the respondents agree with the decisions made about 
the handling of personal data throughout the project. Almost all of them 
claimed that if they happened to disagree with a decision, they would defi- 
nitely let it be known. However, three-quarters of them said they would 
go along with the decision, even if they disagreed with it, with only 25% 
stating that in such a situation they would refuse to implement the deci- 
sion. With regard to the handling of personal data, we tagged members of 
the first group as highly responsible, whereas members of the second group 
were termed as less responsible. 
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A detailed analysis of the data has revealed that neither nationality nor 
age appeared to be a factor with regard to responsible behaviour. The only 
significant difference in the composition of the two groups was related to 
position within the organizational hierarchy: Managers and IT architects 
had a higher representation in the high responsibility group than IT engi- 
neers and IT testers. However, it is far from self-evident whether the results 
really reflected the differences of responsible behaviour or merely testified 
to the fact that people in higher positions were in a better position to refuse 
to carry out decisions they disagreed with. 

In order to identify the underlying values that influence decisions about 
the handling of personal data within the organization, we asked the respon- 
dents to rank the following items on a scale of one to five, from ‘completely 
irrelevant’ to ‘very important’: 

1. Freedom of information 

2. Security of data 

3. Protection of personal data 

4. Risk management 

5. Cost effectiveness 

Respondents rated security of data and the protection of personal data 
as the most important, followed by risk management, freedom of infor- 
mation, and cost effectiveness; however, the differences recorded on the 
5-point scale were insufficient for a precise assessment of the importance 
of the various items. Using principal component analysis, it was possible 
to show that two factors played a significant role in the composition of the 
answers: one factor incorporated freedom of information, security of data, 
and protection of personal data (we termed this the security & data protec- 
tion factor), and the other was a combination of risk management and cost 
effectiveness (the risk management factor). 

A study of the respondents’ opinions about the views of their bosses, 
subordinates, and professional peers in connection with the ranking of the 
above items has revealed that the security & data protection factor weighed 
little in their assessment of their colleagues. In other words, the respon- 
dents felt that they rated these values higher than their colleagues did. 24 
At the same time, with regard to risk management and cost effectiveness, 
they apparently believed that these mattered more to them than they did to 
their subordinates, but they still mattered less than their bosses and clients 
seemed to think. This opinion was independent of their position, their age, 
the size of their organization, and their national identity. 

A difference in the general attitude of the two national groups has been 
measured in that, in comparison to their Hungarian colleagues, the Dutch 
IT professionals attached greater importance to the extent their peer group 
valued the security & data protection factor, and also that the managers — 
irrespective of nationality — assessed the importance these items had in the 
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eyes of their clients significantly higher than their colleagues employed as 
IT engineers did. 

Organizational consensus refers to the degree to which an individual’s 
attitudes coincide with the general attitudes within an organization. In our 
case we studied this consensus in relation to the importance attached to the 
assessment of the above values. An analysis of our data has revealed that 
neither age nor gender affected the organizational consensus. What did 
affect it, however, was nationality: according to their own assessment, the 
Dutch respondents were more in agreement with their colleagues than their 
Hungarian counterparts seemed to be. This conclusion, therefore, failed 
to support our general hypothesis, whereby the IT professionals in Hun- 
gary are more likely to identify with the views and value systems of their 
bosses than those of their colleagues who have been socialized in estab- 
lished democracies. 

10.7.2. Perceived Behaviour Regarding 
One’s Own Privacy Protection 

According to the evidence of the face-to-face interviews, the majority of IT 
professionals believe that IT professionals can protect their information pri- 
vacy better than others. So we posed the following question to the survey’s 
respondents: How closely do you agree with the suggestion that IT profession- 
als can protect themselves in the Internet environment? Half of the respon- 
dents were convinced that they could adequately defend themselves on the 
Internet, whereas one-quarter definitely disagreed; the rest could not answer. 

We also examined whether those who thought that they could protect 
themselves on the Internet made use of PETs in their own practice more 
than the rest of the respondents. We reached the conclusion that there was 
no significant difference in the use of PETs between members of this group 
and the others. Furthermore, we studied whether those who thought they 
could adequately protect themselves on the Internet actually used more 
PETs in the IT applications created or supervised by themselves than the 
others did. Here, too, we found that there was no significant correlation 
between subjective assessment and workplace behaviour. 

10.7.3. General Attitudes Towards the Information Society 

We inquired about the respondents’ level of concern for the following issues 
of apparent social significance: 

• Quality of health services 

• National security/terrorism 

• Standard of education 

• (Mis)use of personal data 

• Environmental issues 
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• Unemployment 

• Immigrants and asylum seekers 

• Discrimination and equality 

• Limitation to the freedom of speech 

• Emergence of a surveillance society 

Of the listed items, quality of health services, standard of education, and 
(mis)use of personal data received the highest scores. 

Next we asked our respondents to indicate on a 5-point scale — from 
strongly disagree to strongly agree — the extent of their agreement with the fol- 
lowing statements in relation to privacy and the handling of personal data: 

• People have lost control of the way their personal data is being collected 

• New technologies provide better privacy protection 

• Privacy used to be better protected 

• The protection of privacy has increased in the last couple of years 

• The protection of privacy has decreased over the last couple of years 

• Ordinary Internet users do not know how to protect their data on the 
Internet 

• Privacy can be traded in against benefits 

• Government and organizations collect personal data to gain control 
over people 

• The protection of privacy undermines national safety 

• IT professionals know how to defend themselves on the Internet 

• There is too much hype about the handling of personal information 

• The modern world is the end of privacy, you must live with it 

• People are not interested at all in what happens to their data 

• Internet users are themselves responsible for the way their data is 
handled on the Internet 

Our principal component analysis has revealed the presence of five 
factors, which we marked with the terms ‘changes’, ‘hype’, ‘lost control’, 
‘disinterest’, and ‘own responsibility’. According to the evidence of our 
analysis, the respondents agreed that the average Internet users had no idea 
how to protect themselves on the Internet and were not too bothered about 
the issue (‘disinterest’). The respondents also concurred with the view that 
people lost control over the handling of their personal data and that the 
government and various organizations were collecting personal data in 
order to increase their influence over people (‘lost control’). 

At the same time, it should be noted that one-third of the respondents 
could not decide whether they were concerned with the content of the listed 
statements; this indicates a considerable lack of interest for the handling of 
personal data. 

In another list of items, we asked the respondents how big a role the fol- 
lowing values played in their everyday lives: 
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• Freedom of information 

• Security 

• Protection of personal data 

• Risk management 

• Personal freedom 

• Democracy 

• Trust between people and government 

• Trust between organizations and their customers 

• Social order 

• Cost effectiveness 

The majority of the respondents rated all the listed items as valuable, 
without showing significant variations. In the detailed analysis we relied on 
the distribution of answers to select three factors, which we marked with 
the terms ‘democracy’, ‘cost effectiveness’, and ‘security’. Of these three 
items, the values comprising the factor ‘democracy’ received the highest 
score, albeit with a small margin. 

Finally, we checked whether the answers to the items list could be corre- 
lated and found that the answers to the following four items — each incorpo- 
rated in a different question — show significant correlation: concerns about 
the misuse of personal data, concerns about the emergence of a surveillance 
society, concerns about people having lost control of the way their personal 
data is being collected, and concerns about a decrease of privacy in the 
last couple of years. Using these four questions, we created a new variable, 
which we termed ‘privacy concern’. 

We have concluded that significant variations exist in the respective 
views of the groups of respondents from three different aspects: nationality, 
student status, and age. Respondents in the Netherlands were significantly 
more concerned about privacy than the Hungarian respondents were. Addi- 
tionally, IT professionals were more concerned about privacy than IT stu- 
dents. Respondents between 35 and 49 years old were significantly more 
concerned about privacy than younger participants. At the same time, age, 
gender, the size of the organization, and work position did not play any role 
in the level of privacy concern. 

We also compared the level of privacy concern with various elements 
of self-reported behaviour. We found that the level of privacy concern was 
not related to whether people used pseudonyms in their online activities, 
whereas there was a positive correlation between the level of privacy con- 
cern and people’s — habitual or occasional — tendency to provide false per- 
sonal information on the Internet. 


10.8. LESSONS LEARNED— AND THINGS TO DO 


Within the framework of the BROAD project, we have studied the views 
of people representing a profession generally regarded as influenced by the 


What Do IT Professionals Think About Surveillance I 215 

global technical development in two different social and cultural environ- 
ments. In numerous cases, nationality proved irrelevant to both the final 
conclusions and the quantitative cataloguing of the answers; in other cases, 
however, it revealed significant differences. Therefore, some of our conclu- 
sions can be regarded quite general, whereas others emphasize the impor- 
tance of the social and cultural differences between the two environments. 

Foremost among our general conclusions is the recognition that IT pro- 
fessionals play a pivotal role in the implementation of projects that involve 
the handling of personal data, and that they possess great potentials to 
foster the rights and opportunities of the data subjects, a circumstance they 
themselves seem to be keenly aware of. IT professionals, regardless of age, 
gender, and organizational background, had the same level of concern for 
data protection rights in both countries. They also held similar, rather pes- 
simistic views about the knowledge and skills of Internet users in the area 
of personal data protection. However, when it came to the protection of 
their own privacy, they claimed to be more cautious than the rest, with half 
of the respondents thinking that they were capable of protecting themselves 
on the Internet. 

The respondents from both countries shared a willingness to voice their 
concerns in case decisions irreconcilable with their views on the handling 
of personal data were discussed in their presence. However, the majority of 
the respondents in both countries admitted that in spite of such a disagree- 
ment they would carry out any final decisions. 

In the areas of data protection and PETs, the Dutch IT professionals 
have shown themselves more knowledgeable than their Hungarian counter- 
parts; they are also more concerned with the effects on the private sphere; 
and there is a wider agreement among them in professional matters. 

It can be concluded that the attitudes of the IT professionals only mar- 
ginally influence their actual behaviour, at least in the areas covered by the 
study. Those who care more about privacy do not appear to be using more 
PETs in their own online activities or in the products they have helped 
develop. On some occasions, such as workplace discussions, they appear 
to be more active. 

As for our general hypothesis, whereby the IT professionals who design, 
build, or operate the systems that manage personal data have a crucial 
role in the way these systems handle the personal data of the people con- 
cerned, this is fully in line with our collected data. As for the assump- 
tion that on certain issues the interviews and the survey yield substantially 
different information, this will need further clarification in the course of 
the detailed analysis. Our analysis regarding organizational consensus has 
failed to support our original hypothesis, whereby IT professionals — at 
least in Hungary — tend to identify with the value system of their bosses or 
clients; here, however, further investigation would be necessary before we 
can settle the issue. 

One of our detailed hypotheses, whereby there are differences between 
distinct groups in the sample with regard to their concerns about privacy 
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protection, has partially been borne out by our data: the Dutch and the 
older IT professionals are significantly more concerned with the protection 
of privacy than the rest. Our other hypothesis, whereby privacy concerns 
are reflected in people’s actual online behaviour and work, proved cor- 
rect only to a limited extent, as the attitudes only marginally affect peo- 
ple’s behaviour, according to our data. Our research results supported our 
expectations regarding national differences in organizational consensus. 

Our hypothesis claiming that there are differences between distinct 
groups in the sample with regard to their degree of responsibility, defined 
as their resistance to carry out decisions about personal data if they dis- 
agree with them, has essentially been unsupported by our data; the level 
of responsibility, which we have defined as someone not carrying out any 
decision that goes against his or her views on the handling of personal data, 
has turned out to be equally low in all groups. 

But before we turn to drawing our final conclusions, we ought to run 
through the limitations of our research. One such limitation results from 
the specific nature of the sample: using qualitative methods, we have inves- 
tigated a sample population of interviewees selected either by us or by their 
own colleagues, and we studied another, semi-controlled sample using 
quantitative methods. Several factors distorted our sample: it was possible 
that only those who had attached great importance to the topic from the 
start, or only those who wished to conform to certain expectations, ema- 
nating either from the heads of their organization or from their teachers, 
filled out our online questionnaire. The demographical composition of the 
survey sample was also uneven, and on the basis of the lessons learned from 
the analysis of the responses, certain modifications in some of the questions 
ought to be considered for any subsequent surveys. Finally, another limita- 
tion was the fact that only a few indirect comparative analyses could be 
carried out because of the pioneering nature of the research. 

After all, what do IT professionals think about surveillance? The emerg- 
ing picture is rather complex, and for the time being we only see the details. 
The one thing that seems clear is that we can describe the role of IT profes- 
sionals as neither “outright positive” nor “outright negative”; as a whole, 
they stand neither “for” nor “against” surveillance. What seems perfectly 
obvious, however, is that if we want to control or limit the emergence of 
surveillance society, especially in the Internet environment, then the only 
viable strategy must include the inculcation of IT professionals, or at least a 
large part of them, so as to encourage them to develop their knowledge and 
change their attitudes — and we need to do this not in a didactic way, but by 
taking into account their existing interests. 

The results of one research project will not suffice to achieve this; we 
need educational programs, professional platforms, and civil initiatives, 
as well as a meaningful dialogue between IT professionals and the other 
stakeholders in society. Naturally, we also need further research projects, 
either by repeating the BROAD survey in other countries or by improving 
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its methods. In the interest of furthering this goal, the research consor- 
tium has decided to make available its raw data for all researchers inter- 
ested in the topic. 


NOTES 

1. See for example Dyzenhaus et al. (2007). 

2. In the author’s own definition, a “social informatist” — even if this expres- 
sion cannot be found in any of the English dictionaries. 

3. http://en.wikipedia.org/wiki/Information_technology (accessed on Septem- 
ber 27, 2010). 

4. By now, this multi-disciplinary field has produced a number of highly 
acclaimed research and learning centres, such as the Surveillance Studies 
Centre at Queen’s University (Kingston, Canada) and City University Lon- 
don, which runs an MA course in Surveillance Studies; the academic field has 
a prestigious professional forum in the Surveillance and Society Journal, and 
its researchers and research centres can keep in touch through the Surveil- 
lance Studies Network (http://www.surveillance-studies.net). 

5. One part of the available studies deals with computer ethics or organizational 
ethics in general, which may include privacy- or surveillance-related aspects 
with regard to the views and behaviour of IT professionals. In this category 
the study of Collins and Stahl (2002) deserves particular attention, in which 
the authors analyze the moral problems of employee surveillance and the role 
of codes of conduct in influencing the behaviour of IT professionals within 
the organization. Studies have also been published about the potential risk 
posed by the IT professionals to the security of the organization, such as the 
annual “Trust, Security and Passwords” survey and analysis prepared by 
Cyber-Ark Software (2007-2010), implicitly suggesting that IT professionals 
themselves should be kept under surveillance. A significant exception to the 
negligence of researchers in the area of exploring IT professionals’ own views 
about surveillance and the management of personal data in general is Shaw’s 
empirical study of webmasters’ attitudes (2003). 

6. The data collection project conducted simultaneously in eight countries in 
the summer of 2006 was extended to Japan in December 2007; however, the 
(online) methodology used in the latter country was different. 

7. The survey interviews in Canada, France, Hungary, Spain, and the US were 
conducted over the phone by professional pollsters. 

8. The results of the research have been published in a book (Zureik et al. 

2010 ). 

9. Privacy and Identity Management for Europe (PRIME) was a project sup- 
ported by the European Comission’s Sixth Framework Program (2004- 
2009) aimed at developing privacy-enhancing identity management solutions 
(http://www.prime-project.eu). As part of the project, the Tilburg Institute 
for Law, Technology, and Society (TILT) led empirical research on user atti- 
tudes relating to privacy. 

10. For a critical analysis, see Kumaraguru and Cranor (2005) or EPIC (http:// 
epic.org/privacy/survey) (accessed on ???). 

11. From the nearly 5,000 webmasters successfully reached through e-mails, 
Shaw received a total of 359 usable responses (Shaw 2003, 309). 

12. Magnitude of effect, social consensus, probability of effect, temporal imme- 
diacy, proximity, and concentration of effect (Jones 1991). 
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13. The project was supported by the Fundamental Rights and Citizenship Pro- 
gram of the European Commission. 

14. http://www.broad-project.eu (accessed on ???). 

15. This is the trilingual PET Portal & Blog, http://pet-portal.eu (accessed on 

??? ). 

16. The professional videos are registered under Creative Commons license and 
can be freely downloaded from http://pet-portal.eu/video (accessed on ???). 

17. This is supported by the findings of researchers, for example Collins and Stahl 
(2002) or Shaw (2003), who have studied the moral considerations, intra- 
organizational relations and self-reported attitudes of IT professionals. 

18. This hypothesis rests on a certain realization, termed by the author the 
“threshold of abstraction”, whereby the answers depend not only on the 
severity of the breech of privacy, but also on the degree of abstraction, oth- 
erwise the level of palpability, associated with the violation. Typical survey 
questions dispense with most of the details, which means that they appear 
far more abstract than the problems outlined in an interview. A similar phe- 
nomenon emerged from the GPD survey (Szekely 2010). 

19. We have advanced this hypothesis on the basis of the author’s decades-long 
work as an expert and lecturer. 

20. We must point out here that the BROAD project, similarly to any research 
projects using interviews and surveys, has been designed to measure self- 
reported behaviour, rather than actual actions. Therefore, researchers under 
such circumstances need a hypothesis, which establishes the connection 
between the observable and the inferred elements, namely the knowledge, the 
attitudes, and the actual acts — in this regard we have borrowed the conclu- 
sions of Shaw’s research, and also adjusted the general Fishbein-Ajzen model 
to our own research environment. 

21. At the moment, the manuscript forms part of the closing report of the 
BROAD project. 

22. These tokens make the categorization of the anonymous responses from the 
various organizations possible; they also allow a comparison of the replies 
from the individual organizations. 

23. http://www.limesurvey.org (accessed on ???). 

24. In all probability the fact that people tend to judge their own attitudes more 
positively than their colleagues’ has a lot to do with this finding. Because the 
questionnaire and the general topic of the survey convey the importance of 
the topic, the respondents are probably inclined to see themselves as more 
interested and responsible in this area than they see their colleagues. 
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11 Fields, Territories, and Bridges 

Networked Communities 
and Mediated Surveillance in 
Transnational Social Space 

Miyase Christensen and Andre Jansson 


11.1. INTRODUCTION 

The rise of new media networks in general and the widespread appropria- 
tion of “web 2.0” applications in particular have not only altered the agenda 
of media studies, but also contributed to the growing osmosis between the 
discipline and its surroundings. Although it is relatively easy to identify the 
technological affordances of these media, especially in terms of global con- 
nectivity, the social consequences are notoriously ambiguous to pin down, 
and cannot be conceptualized without venturing into the broader interdis- 
ciplinary discourses of surveillance and community making. 

Let us, as a case in point, consider Andreas Wittel’s (2001) assertive anal- 
ysis of “network sociality”; a concept pointing to the distinctly new forms 
of disembedded sociality allowed by the affordances of networked means 
of communication. Wittel’s work is grounded in empirical data gathered 
in urban middle-class settings around the heydays of the “new economy” 
and depicts an order directly opposed to Gemeinschaft. Network sociality 
is based on an “exchange of data” rather than on mutual experience and 
narration — which, however, is not to be understood as an entirely pessi- 
mistic diagnosis: “Instead of perceiving this process as de-socialization, 
I suggest a shift away from regimes of sociality in closed social systems 
and towards regimes of sociality in open social systems” (Wittel 2001, 64). 
Clearly, Wittel’s study in many ways foresaw what was to come in terms of 
growing opportunities for (commodified) social networking and increas- 
ingly deterritorialized forms of coordination. However, through the combi- 
nation of converging (online) media industries, diversified genres of social 
media, and the pervasive, yet socially stratified everyday saturation of these 
media, Wittel’s claim as to the more general shift towards “sociality in open 
systems” seems to be increasingly problematic to sustain, and also deserves 
further sociological contextualization. 

Three types of complexity have surfaced since Wittel published his 
analysis. First, there is evidence that the “exchange of data” that occurs at 
social networking sites such as Facebook (not invented when Wittel con- 
ducted his study) is just as much about “narrational” relation building, 
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and the maintenance of communities, as it is about ephemeral encounters. 
Online interaction unfolds through diverse channels within a broad social 
spectrum, attaining the signs of durability (time bias) as well as expan- 
sion (space bias). This means that social control in the traditional sense of 
Gemeinschaft is still an influential social desire, even fuelled by growing 
experiences of insecurity (Abe 2009). 

Second, to the extent that network sociality does occur, in Wittel’s 
sense, it is usually entangled with processes of social exclusion and closure. 
Although social “networking” per se attains an expansive bias, it always 
takes place within more or less institutionalized social fields (Bourdieu 
1972/1977, 1979/1984) where the quest for influence and status neces- 
sitates various forms of symbolic boundary maintenance and distinction 
(Christensen 2011; Jansson 2011). There is also a technological side to this: 
whereas the diversification and sophistication of digital networking tools 
ensure increasingly global forms of connectivity, the very same develop- 
ment allows for refined regimes of closure, and the making of (deterritorial- 
ized) enclaves. 

Finally, the expansion of online social networks is inherently depen- 
dent on commoditized forms of interactive surveillance, meaning that 
media users are commercially monitored and targeted through their own 
representational activities (here, referring to actions and transactions tak- 
ing place within the online realm) (Andrejevic 2007). This condition has 
established a new complexity of gazes, where the “data subjects” may 
enjoy the sights of the simulated “data doubles” of themselves and others 
(Deleuze 1992; Bogard 1996, 2006; Best 2010), while the same data is 
also accumulated and processed for further monitoring purposes within 
the industry. Integral to the participatory, even emancipatory, expressions 
of convergence culture advocated by Henry Jenkins (2006) and others, is 
thus the rise of complex “surveillant assemblages” (Haggerty and Ericson 
2000), often critically assessed in terms of for instance “digital enclo- 
sures” (Andrejevic, 2007). 

Altogether, whereas “network sociality” seems a valid theoretical con- 
cept, the current developments of “web 2.0” call for a deeper problematiza- 
tion of the social interdependency of surveillance and community within a 
regime of mediated networking. This becomes a particularly critical chal- 
lenge in a world marked by the multiplication of global mobility, where the 
bonds and bridges between people must often be regained and reformu- 
lated at new geographical locations, either by free will or out of coercive 
necessity. Here, the everyday saturation of online media and interactive 
surveillance is both a driver and a social response (see Urry 2003) — medi- 
ating between the exhilarating prospects and possibilities of a freewheeling 
cultural identity and the fears of community loss and dissolution. 

The key for thinking about these approaches together, we argue, is to pay 
closer attention to the moral and ideological spaces within which people 
negotiate the various affordances of interactive technologies and manage 
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the tension fields between community making, networking, and surveillant 
practices. In addressing the three areas of inquiry in all their complexity 
and in the context of web 2.0 surveillance, we adopt a theoretical approach 
based on both political-economic and more postmodern considerations in 
order to account for the dualistic character (i.e., technologies of freedom 
and control) of late-modern surveillance practices and processes. Whereas 
Andrejevic (2007) points to a growing pre-eminence of, for example, digi- 
tal enclosures, Haggerty and Ericson (2000), with their metaphor of “sur- 
veillant assemblages” draw attention to the diffuse and disconnected (or 
rhizomatic) nature, hence potentially democratizing, potential of surveil- 
lance systems. Lyon’s (2003) analysis makes reference to systems of social 
sorting, and Jenkins (2006) stresses new potentials for community building 
and creativity in the interactive era. 1 These moral and ideological spaces are 
the spaces (always socially materialized, see Silverstone et al. 1992) through 
which various degrees of “complicity” (Christensen 2011) or resistance to 
different forms of surveillance emerge (compare: Best 2010). Here, we will in 
particular incorporate Bourdieu’s (1972/1977, 1979/1984) theory of social 
fields as an intermediary realm for making sense of the social construc- 
tion of online territories and the associated expressions of symbolic capital. 
In doing so, we will weave together theoretical assessments and empirical 
findings from fieldwork conducted in two transnational contexts. 

The first study deals with transnational migrants (of Turkish/Kurdish 
origin) residing in urban Sweden and involves qualitative, in-depth inter- 
views conducted in 2008 and 2009. The interview data utilized in this chap- 
ter from this study involves six individuals (three men and three women), 
who are either professionals or students of higher education institutions, 
and who have either lived in Sweden their entire lives (second-generation 
immigrants) or moved to Sweden for professional/educational purposes. 
Their ages range between mid- to late-20s to early 40s, and they are well- 
educated, well- to fairly well travelled, and have considerable cultural and 
social capital. All six individuals are long-time media technology users and 
are active in diasporic representative formations (offline formal institutions 
and/or online identity-based groupings) either in more formal capacity (for 
example, as institutional board members) or as administers of/active users 
in online social media groups. 

The second study was conducted in 2008 within a Scandinavian expatri- 
ate community in Managua, Nicaragua, that was linked to a global devel- 
opment business. One of the authors of this chapter spent four months 
working and living in Managua and experienced the expatriate life condi- 
tions. The interview data referred to in this chapter consist of six individual 
interviews with persons working for non-governmental organizations, and 
thus represent a formal structure and ethico-political project in which cos- 
mopolitan ideas are ingrained (see Nowicka and Rovisco 2009, 7). As the 
informants are part of a well-educated class faction tied to the “global civil 
society” (Kaldor 2003), their affluence resides in cultural capital rather 
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than economic capital (as seen from a Western perspective). In addition, 
they all have substantial previous experience working and living abroad. 
Demographically, the group includes three men and three women within 
the age-span of mid-20s to mid-50s. 

At their first level, these studies provide comparative views of how 
online interaction in general, and the everyday management of surveillance 
(through personal communication technologies) in particular, pertain to 
the constitutive logic of (transnational) social fields. 2 Together, these case 
studies exemplify the ways in which surveillance operates at the “subjective 
level” — a lesser explored area in studies of surveillance — in an interactive 
media environment, and how individuals regard various key notions such 
as privacy and visibility vis-a-vis surveillance. The examples also provide 
a basis to consider how online social networking, personal management of 
individual data, and various surveillance practices function as mechanisms 
of both deterritorialization and reterritorialization through re/construction 
of and prying into a variety of digital spaces. 


11.2. ON TRANSNATIONAL FIELDS 
AND B OURDIEUIAN SOCIOLOGY 

Parallel to the global-scale rise of trans-border activity and penetration of 
technologies of virtual mobility, both situated, geographically demarcated 
experiences of “elsewheres” and technologically mediated communicative 
exchange have become central elements underlying social relations and 
social playing fields across the board. Within transnational and transmi- 
gratory contexts, where social reality is further marked by various forms of 
multiplicities (of spatial belonging; of political representation; of identity), 
the adoption and use of communication technology takes on a more intense 
meaning. Most recent research on transnational groups and their media 
use centre on the significant role played by ICTs and diasporic media in 
the management of identity and social relations (compare Georgiou 2005, 
2006; Bailey et al. 2007; Titley 2008). 

Whereas the globalization paradigm has provided a convenient discur- 
sive tool in articulating both the fundamental macro dynamics and social 
instances of such multiplicities and virtual and actual border-crossings, 
scholarship within its scope has tended to adopt an overly generalizing, at 
times poetic, discourse that has been counter-productive in capturing par- 
ticularities. We are reminded here of Bourdieu’s antagonism to “theoreti- 
cal system building” (in Calhoun 1993, 44) or “theoretical theory”, which 
involves conceptualizations that have no or little practical and analytical 
purchase. For one, in relation to human and labour flows, globalism has 
strived to draw attention to (a) discontinuities and ruptures in the social 
order by way of underscoring areas and processes where the nation state (as 
a meta-field) is presumably absent, and (b) the realm of social imaginaries 
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(Taylor 2004) that feed from such flow and flux. Here, in an attempt to 
locate and articulate the ensemble of new modes of sociality, structural 
elements and industry-pushed practices that (re)produce both systems of 
social control/monitoring and new arenas of social dynamism, first, we 
take on board conceptual apparatus from two distinct veins of thought: the 
paradigm of transnationalism and Bourdieuian sociology. 

Transnationalism, which we take as a departure point here (and, despite 
its own shortcomings which we hope to alleviate in our larger study), allows 
for social analysis in which the puzzling role of the nation-state, alongside 
other social actors and in the grand scheme of mobilities, is understood 
more precisely and in relation to specific social instances of both its absence 
and ambiguous presence. The discourse of transnationalism also enables an 
analytical lens to pinpoint cross-locational elements that go into forging and 
maintaining socio-political formations beyond the confines of nation-state- 
centric frameworks and methodological nationalism (Beck, 2004/2006), 
which dominated social-scientific research over the decades. Most impor- 
tantly, unlike in many accounts produced by the globalization paradigm, 
spatio-temporal and contextual specificity and “difference” remains inte- 
gral to social analysis in transnationalism — and, as such, complements the 
Bourdieuian transhistoricity and lack of attention to epochal, spatial, and 
cultural particularity in his discussion of capital. 3 

This said — and, without following transnationalism into the depths of 
its analytic/paradigmatic confines — this vein of research has produced its 
own reductionisms and rigidities. It remains the case that in the body of 
literature produced on diasporas and migrant groups, the multiple com- 
plexities that structure transnational existence and everyday sociality are 
often explored in terms of geographic dualities. Such an approach is based 
on a linear logic of origin/destination paradox readily attributed to migrant 
or transient (as in the case of development workers) subjects and their 
(assumed) cultures/identities: home vs. host; sending country vs. receiving 
country; and, home culture (or national identity) vs. adopted culture are 
only a few of such categorizations that go into the formulation and opera- 
tionalization of research agendas. An adjacent shortcoming of research on 
transborder/translocal groups has been the pervasive inclination towards 
defining transmigrant communities based on their ethnicity and presumed 
embracement of their national/cultural identity — considering those who do 
not fit in these frames exceptions to the rule. 

Apart from the general problem of epistemological reductionism inher- 
ent in dichotomizing logics, such an understanding of migrant or tran- 
sient subjectivities and their territorial multiplicity in terms of an attribute 
of absolute ontological interruptedness also maps onto methodological 
approaches to the geography of technology and mediation in transnational 
and diasporic contexts (i.e., the analysis of reception/consumption of trans- 
national media). Although it does hold true that media (broadcast and 
print media, in particular) from the migrants’ geo -linguistic region play a 
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significant role not only in their capacity as information and entertainment 
sources but also in structuring sociality and power relations in social fields, 
the complexity of (new) media use by far exceeds the analytic potential that 
can be accommodated by the simple home vs. host duality. 

A multiplicity of spatialities (the home departed, the city of residence, 
neighbourhood, home, school/work, places of social togetherness/pass- 
time), and a multiplicity of individual positionalities (class, gender, race/ 
ethnicity, generation, sexual preference, politics/ideology, cultural taste, 
shopping habits, to name but few) shape technology use. And, each constit- 
uent, with its own morality, ideology, and economy, adds an autonomous 
dimension to the shape sociality takes. One good example was provided by 
a young Turkish man when he described how he created different groupings 
on his Facebook page to prevent his relatives from seeing photos tagged by 
his friends in Sweden and elsewhere and vice versa (in this case, to protect 
his privacy about his sexual preference and lifestyle), thereby creating dif- 
ferent embodiments of his public and private self (male in his 20s), as we 
will further discuss later in the chapter. Similar tendencies were found in 
the Nicaraguan study, where the embedded code of Facebook, the foster- 
ing of peer-to-peer surveillance, was even considered too problematic to 
manage, and thus (implicitly) a threat to the autonomy of the social field. In 
some cases these experiences eventually led to passive uses of Facebook, in 
order not to get too involved. 

As such, “the subjective geography of technology” (in Morley 2007, 
250) as a structured and structuring force in transnational social fields 
remains key (yet under-researched) in understanding mediated social prac- 
tice. Added to this are other forms of complexities brought about by sys- 
tems of sorting and practices of web 2.0 surveillance that are increasingly 
part and parcel of the quest for belonging and positioning engaged in by 
individuals. In order to make sense of the social construction of online 
territories, accompanying expressions of symbolic capital and the structur- 
ing character of digitality, we turn to Bourdieu’s (1972/1977; 1979/1984) 
theory of social fields as an intermediary realm. And, we do so for two 
reasons: first, the Bourdieuian conception of field is based on an under- 
standing of power, its unequal distribution and the forms of domination/ 
subordination it enables. Such a configuration of power and power relations 
remains key in constituting society, social relations and sociality. Second, 
although Bourdieu himself did not address “the transnational” per se as a 
realm where non-nation-state-centric fields take shape, his notion of the 
field allows for a construction of transnational social formations as fields 
with flexible boundaries, making room for the kind of multiplicities (rather 
than dualities) we discussed above. In terms of how they qualify as “fields”, 
in the strict sense of the word, there are differences between the social 
realms represented by the two studies. Whereas the construct of field could 
be more directly associated with the domain of international development 
work that, in our case, involves the Scandinavians in Nicaragua, employing 
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the term in discussing the diasporic spatio-social realm constituted by the 
Turkish groups in Sweden necessitates further elaboration. 

A two-tiered approach encapsulates our inclination towards seeing clear 
linkages between how fields operate and the ways in which community- 
building and sociality structure, and are structured by, deeply ingrained 
codes and regimes in diasporic contexts — hence, engendering field-like 
struggles and positionalities. First, despite the fact that diasporas and the 
mobility that precedes their formations are not instigated by institutional- 
ized, formal fields, if we are to take fields, akin to Jenkins (1992, 85), as 
social arenas defined by “the stakes that are at stake”, then the similarities 
between any differentiated field and the specific spatialities and regimes 
of being/becoming generated by diasporic dynamics become obvious ones. 
Diasporic constellations, which are constituted of very complex, intricately 
embedded aggregates of networks (and, networks of networks) operate 
every bit as arenas characterized by collective and individual struggles 
(based on various conventions and individual/group tactics for capital con- 
version towards symbolic accumulation) to achieve power and domination 
through legitimatization, affirmation, and representation (in the meta-field 
of the nation state; internationally and transnationally; and, amongst the 
subgroups within the diaspora). Second, despite the wide-ranging differ- 
ences in economic, social, and cultural, hence symbolic, capital that exist 
between the individuals and the groups that constitute transmigrant/tran- 
sient groups (a point we try to underscore throughout the chapter), their 
agents, in general, are stakeholders to similar goals and aspirations and 
similar motives: a collective quest for dignified image and recognition in 
the larger social field (representative power) on the one hand; and, inter/ 
intra group and individual struggles for symbolic power accumulation 
within the field itself. Further, the individuals interviewed for this study are 
active members in the diasporic arena and they embody a heightened sense 
of reflexivity about the inner workings of this particular diasporic group. 

In short, the findings from the two empirical studies highlight how com- 
municative, networked sociality is simultaneously delimited and enhanced 
by structural elements inherent in the transnational field/s (strategies) and 
by reflexive modulations and technologically induced interventions at the 
subjective level (tactics), 4 ultimately giving way to highly complex modes of 
surveillance and encapsulation. 


11.3. TERRITORIES AND FIELDS: SOCIAL NETWORKING 
AS SPATIAL PRODUCTION AND CONTROL 

The concepts of territory and field provide different, but also overlapping, 
connotations of spatial production. Whereas territory is most prominently 
associated with spatial enclosure, achieved through sharp boundaries that 
separate the rules and regimes of the inside from those of the outside, field 
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tends to be associated with open space; an open-ended area of social pos- 
sibility, agency and change. The field attains no distinct boundaries, and 
thus remains more or less open towards its vicinities, which also implicates 
that the division between “insiders” and “outsiders” becomes more diffuse, 
a matter of symbolic negotiation and visibility (see e.g., Tuan, 1977). This 
is to say that territory and field (within the present sociological context) sig- 
nify different spatial orders of interaction and control. In directly observ- 
able social contexts, however, the relationship between these two horizontal 
understandings of space is much more complex. On the one hand, arche- 
typal territories, such as nation states and institutionalized social enclaves, 
are never entirely sealed and homogenous entities, but marked by various, 
more or less regulated, in- and out-flows of people and information, as 
well as internal struggles for defining the means, ends, and limits of the 
territorial construct as such. Territories are thus always contested by vari- 
ous forces of deterritorialization, which destabilize pre-existing regimes of 
spatial control. On the other hand, in a social space such a thing as a com- 
pletely open field can never exist, because social interaction always brings 
with it the establishment of codes and conventions, which in turn have a 
tendency to agglomerate into more or less compartmentalized sets of rules. 
As the competition for spatial order and control increases, fields (and parts 
of fields) may thus successively attain more territorial characteristics. 

Although the concepts of field and territory can be analytically applied as 
separate spatial orders of interaction, the relationship between them must 
be understood as a social continuum rather than as a dichotomy. This point 
is comprehensively illustrated in Bourdieu’s (for example: 1980/1990) dis- 
cussions of the social field, which attains an intermediary position between 
the bounded social territory and the more open-ended system of exchange 
and flow. Whereas the social field provides a common ground for the cir- 
culation, exposition, and exchange of certain mutually recognized assets, 
that is, symbolic capital of a certain kind, it also constitutes a social battle- 
ground where different actors compete for centrality and power. Gaining 
access to a certain field is not a matter of crossing any absolute borders 
but rather about successively internalizing the rules and schemes of clas- 
sification through which the power structures of the field are maintained. 
Bourdieu (1980/1990, chapter 4) has famously described this process of 
accommodation in terms of acquiring the “feel for the game” — a process 
of symbolic naturalization that comes easily to those with the right social 
habitus, whereas others are effectively prevented from accessing, or even 
imagining themselves as part of the field. This underscores not only that 
social fields attain certain territorial qualities, in the sense that they are “the 
products of a long, slow process of autonomization” (Bourdieu 1980/1990, 
67), but also that boundary maintenance and remaking is an ever enduring 
socio-cultural battle. 

Furthermore, territories and fields can coexist and overlap in complex 
ways. Analyzing any spatial construct, such as a village or a city — or for 
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that matter a seemingly coherent and bounded online community — always 
involves the risk of making simplified claims as to what kinds of spatial 
orders actually prevail, and how different forms of social change, such as 
transnational mobility or the appropriation of new means of surveillance, 
influence those orders. The problem is particularly critical as such claims 
are always bound up with the representation of power. In the case of global, 
linked cities (Sassen 2001), for instance, the expansion of communication 
networks and the parallel rise of an online realm of network sociality can- 
not be separated from the logic of territoriality. In our case studies of trans- 
national spaces of interaction there is evidence of how the deterritorializing 
affordances of new means of mobility and networking are paralleled by 
a socio-spatial development towards “software-sorted geographies” (Gra- 
ham 2005) and what De Cauter (2004) calls “capsularization” (see also 
Jansson 2011). These mechanisms of segregation, which are to be seen as 
integral to the expansion of surveillant assemblages (Haggerty and Ericson 
2000), imply that different mobile class factions are separated from one 
another, not only when travelling, but also when dwelling and interacting 
online as well as offline. 

Our study of Scandinavian development workers in Managua, which 
will be discussed in the remainder of this section, confirms that expa- 
triate professionals are typically targeted by relatively little, or “soft”, 
administrative surveillance, whose purpose is primarily to ensure smooth 
passages, frictionless mobility, secure home environments, and a sense of 
“exitability”, that is, the opportunity to leave the country if things would 
get too risky or complicated (Urry 2007, 201). Even though the profes- 
sional, cosmopolitan ethos of development workers makes them inclined 
to engage with the poor, “motionless” areas of cities like Managua, their 
day-to-day presence in the city thus largely converges with the bounded 
routes and capsules of the global just-in-time city (compare Ciccolella and 
Mignaqui 2002, 322). 

The logic of this condition can be further explicated through Bour- 
dieu’s conception of the social field (for example, Bourdieu 1972/1977, 
1979/1984, 1980/1990). Although Bourdieu’s writings do not provide any 
account of the role of globalization and transnational flows in relation to 
the (re)production of social fields, one can certainly argue that the logic 
of certain fields, such as the above-mentioned field of international devel- 
opment aid, is constituted precisely through the premise of global mobil- 
ity, and thus follows a transnational set of rules. 5 The various actors and 
organizations that operate within the development sector all contribute 
to the consecration and legitimization of certain practices, competencies, 
and possessions as markers of symbolic capital (here broadly understood 
as the capacity to define and influence international development practices 
in a variety of transitional contexts), through which, in turn, the social 
positions of the actors and organizations are themselves classified. Typical 
indicators of capital are those skills and experiences that express individual 
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mastery of cross-cultural interaction and translation, not least language 
skills and the experience of having worked in a variety of transitory societ- 
ies (compare Eriksson Baaz 2005). For those in possession of such qualities 
the field operates as a vehicle and an arena for transnational mobility, as 
well as “motility” (Kaufmann 2002; Kaufmann et al. 2004), and thus for 
the further accumulation of the type of symbolic capital through which the 
field reproduces itself. 

Through a closer scrutiny of the everyday practices of this group we 
can also grasp how the use of networked media implies the continuous 
interplay, at different spatial levels, between boundary maintenance and 
transcendence. On the one hand, Internet use tends to reinforce the trans- 
national logic of the field — a tendency that is unambiguously expressed 
among those with longer experience of transnational professional mobility, 
that is, those who attain well-established positions within the field. These 
individuals testify to a slow process of accommodation, through which 
regular environmental changes and an increasingly globalized network of 
friends and acquaintances are turned into a natural part of one’s biography, 
and thus an embodied expression of habitus. Here, networked media attain 
a key function for the time-space coordination of everyday job-related tasks; 
the monitoring of potential career opportunities within the field; and the 
maintenance of a global social network. For example, several informants 
mention that they often keep a chat window open via Skype or a webmail 
account when working in their offices, in order to enable swift commu- 
nication within the professional context. In spatial terms their everyday 
work space thus expands from the local Nicaraguan setting to the rest of 
Central America, and to significant nodes in the rest of the world. There is 
no explicit mentioning of being under surveillance; on the contrary, these 
professional peer-to-peer monitoring practices, which might be subsumed 
under the term ‘interveillance’ (Jansson, 2010) to indicate their horizontal 
character, contribute to a deepening sense of integration within the field. 

On the other hand, the opening of those transnational media spaces is 
paralleled by specific regimes of enclosure. First, whereas mediated inter- 
action within the social field is experienced as smooth and liquid, many 
efforts to interact beyond the field are successively being compartmental- 
ized, positioned as exceptional, ritualized events. Such a thing as “keeping 
in touch” with family and old friends is partly experienced as a social obli- 
gation and a pressure that has to be reflexively managed. One informant 
mentions that she has ritualized a Saturday Skype call with her parents in 
Sweden. Another informant describes how she sometimes opens the chat 
function in order to lower the threshold for making contact: 

The continuous communication gets more spread out the longer you 
are away. After a while you get immersed into this new world and then 
it becomes less important to communicate everything. [ . . . J For some 
reason it’s also nice sometimes to keep the worlds apart. There might 
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be a pressure to keep in touch [with those back home], and when you’re 
finally ready to do that there must be something really exciting and 
emotionally precious to tell — but you may not feel that way, it may be 
a pressure actually, and then it’s sometimes easier just to open a chat. It 
can take the edge of all that — that ‘now I have to call home and inform 
them about everything’. (Female project leader in her 30s) 

When Sofia talks about immersion it is to be understood not only in terms 
of local immersion, the experience of leading one’s life under everyday 
conditions that are radically different from those of one’s old friends and 
family, but perhaps more prominently in terms of field integration. Among 
those informants who are most thoroughly integrated within the field, for 
whom the prospects of returning to their home country is becoming an 
increasingly obscure idea (as the very idea of the “home” loses its signifi- 
cance) the social pressure of connectivity also loses its strength. The social 
trajectory of transnational professionals implies that the social network 
converges with the structures of the field, which means that the social net- 
work, together with an ensemble of other (mediated) relations and prac- 
tices, increasingly operates as symbolic capital. 

This brings us to the second point, which has to do with the mediated 
territorializing processes that occur within the field. Engaging with relevant 
blogs, e-mail lists, and online news flows are key symbolic practices that 
not only manifest the logic of the field, the “rules of the game”, but also 
produce distinct online territories of belonging. As expressed by one of the 
informants, when reading the blogs of people he trusts and identifies with, 
he can “read between the lines” and thus gather a more nuanced picture 
than through mainstream media. By contrast, the margins of the field, and 
the socially restricted applicability of the rules of the game, become evident 
when the informants describe their experiences of networking platforms 
such as Facebook. Part of the problem with Facebook, as they describe it, 
is that it is too difficult to territorialize, and too complicated to manage the 
socio-technological imperatives of the surveillant assemblage: 

About Facebook ... I was invited and signed up, but I have a problem with 
Facebook. [ . . . ] One thing I find especially clever about digital media is 
that you don’t have to be simultaneous. That pertains to email or a blog — I 
can write when I want to, and somebody can comment when he or she has 
the time. Facebook does also work a bit like that, but I also feel that people 
try to drag me into things I don’t have time for nor any interest in. [ . . . ] 
Facebook takes away parts of what I see as the good things about digital 
media — that I control my filters! (Male consultant in his 50s) 

This approach appears to be typical. Other informants have even tried to 
restrict their profiles, activate filter functions, etc, but still find Facebook 
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problematic. A woman in her 30s stated that she was “in two minds for a 
start” and decided to include only those she knew well, “so that not just 
anybody should be able to enter and see pictures, or that others should be 
able to publish pictures [of her]”. Since then she has also realized that most 
of her job-related friends do not use Facebook very much. 

This does not mean that Facebook is non-significant among those work- 
ing within the development sector. But one obvious dilemma is that inter- 
action through Facebook cannot occur within the practical sense, “social 
necessity turned into nature”, of the field (Bourdieu 1980/1990, 69). 
Instead, the confrontation with diverse logics of practice leads to negative 
experiences of peer-to-peer monitoring ( ‘inter veillance’ as social control), 
boundary transgression, and the mixing of worlds that preferably should 
be kept apart. Our findings in this regard underscore the ambiguous spatial 
nature of surveillant practice, and may be compared to the conclusions that 
Abe (2009) reached in a study of the Japanese social networking site mixi, 
where the users (whose social features are not specified in the study) were 
found, on the one hand, to “joyfully consume the peer-to-peer surveillance 
enabled by the system”, but, on the other hand, seemed to be “obsessed 
with ascertaining security concerning their interactions with strangers” 
(Abe 2009, 86). We argue that a further scrutiny of how the logics of dif- 
ferent social fields are played out within online spaces is needed in order to 
reach beyond too broad, and sometimes techno-deterministic, claims as to 
what orders of interaction social media sustain, and how users cope with 
various extensions of the surveillant assemblage (which would then also 
involve a critical problematization of the situated phenomenological mean- 
ing of surveillance and social control). 

The picture is equally (if not more) complicated if we turn to our sec- 
ond case study. Although there is no professional field, as we discussed 
earlier, that precedes the agentic quest for mobility, and pursuits of rep- 
resentation and community building in diasporic contexts, the very acts 
of everyday, mundane online activity and social networking are bound 
up with in-group positioning, seeking belonging and identification (or 
the rejection of it), and creating alternative proximities through (virtual) 
geographic enclaves, as will be exemplified in the next section. In such 
cases, when “actual” (Morley 2011) spaces of being and living do not/or 
do partially map onto places of identification and physical territories of 
belonging, virtual geographies may end up embodying more closure and 
more rigorous regimes of border and activity control, thereby attracting 
certain groups and individuals who crave security through such closure 
and repelling certain others who merely seek the ontological comfort and 
practicality that come with online socialization (social network attri- 
butes) but wish to avoid structuring regimes of naturalization and control 
(field attributes). In the case of the Turkish diaspora in Stockholm, the 
two realms seem to be highly intertwined. 
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11.4. SOCIAL BRIDGES IN TRANSNATIONAL FIELDS: 

BETWEEN COMPLICIT SURVEILLANCE 
AND COMMUNICATIVE SOCIALITY 

As we argue throughout this chapter, whereas web 2.0 affords new forms 
of communal/interpersonal interaction and creative sociality, such social 
formations need to be understood within the broader context of social con- 
trol, processes of social exclusion and closure, and the complex forms of 
surveillance that they lead into. The transformation of existing norms and 
regimes and the emergence of new ones is always part and parcel of a social 
negotiation process that takes shape in moral and ideological spaces with 
both “complicity” (Christensen 2011) and resistance (compare: Best 2010) 
involved, hence various forms and scales of power relations always play 
a restructuring role. In this section, in addressing questions related with 
technologically enhanced communicative sociality and freedom vis-a-vis 
surveillance and closure in transmigratory contexts, we offer a discussion 
of online territorial constructions in specific contexts and perceptions of 
privacy and visibility. 

Our fieldwork on Turkish diasporic subjects in Sweden illustrates a highly 
complex scenario of technology use and subjective positioning through 
which (a) existing identificatory categories are enforced and maintained; 
(b) new categories of identification and inclusion are instigated; and, (c) 
strategies for less-overt association/identification are made possible. The 
interviews reveal intensely contested notions of communal identity that 
mark social relations and power struggles within the larger diasporic field. 
Although offline institutions such as Turkiska Riksforbundet (Federation 
of Turkish Workers) Turkiska Ungdomforbundet (Turkish Youth Federa- 
tion) have taken on representative roles over the decades, relatively new 
social constellations on online networking sites such as Facebook reflect the 
dynamic process of a quest for new spaces of belonging and identification, 
particularly amongst the younger individuals. 

“Isvecli Turkler (Swedish Turks)”, “Isvec Turkleri (Turks of Sweden)”, 
“Turkar i Stockholm (Turks in Stockholm)”, “Isvec’te Yasayan Turkler 
(Turks living in Sweden)”, “Isvec’teyiz (We are in Sweden)” moderated by the 
offline Sweden Idea and Culture Association, and “A Group for the Swedish 
Turkish” constituted some of the popular Facebook groups at the time of 
the fieldwork. In addition, offline institutions such as Turkiska Student och 
Akademikerforeningen (Turkish Students and Academics Association) also 
have their own Facebook groups, carrying their existing offline networks to a 
larger field with more visibility. All the groups noted here incorporate spatial 
and ethnic signifiers in their titles. 6 Yet, there is a wide range of sentimental- 
ity and various degrees of identification with the labelling amongst the infor- 
mants. Whereas some informants noted that they joined certain groups for 
the very purpose of seeking belonging and “like-minded company” (female 
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in her 40s) beyond what the offline institutions can provide, some others 
commented that they avoid becoming members (yet, use the posts and infor- 
mation that is circulated within the group) as they “don’t want to take on an 
identity like that” (female in her 20s). 7 

Merely being involved and active in one of many these domains bring 
with it symbolic assets that structure social relations and positions in intri- 
cate ways. Mediation takes the form of both practical resource and symbolic 
means (i.e., status marker through mere visibility and/or social influence). 
Activity online (or carving communicative space, as we discussed earlier); 
that is, profile maintenance, posting of information, clips, photos, messages, 
announcements, etc., equals symbolic capital actualization and accumula- 
tion. As such, activity online always translates into mis/recognition, is an 
immediate signifier for status, and inevitably coterminous with surveillance 
both at a vertical, and horizontal, subjective, and desired level. 8 This is par- 
ticularly the case with younger and/or (cultural)capital-rich individuals in 
diasporic/transnational settings who, by moving into domains of “virtual 
togetherness” (Bakardjieva 2003) to either enhance offline status quo and 
visibility or to bypass various forms of coerced allegiances (for example to 
national identity, territorial/ethnic origin, religious identification) and sym- 
bolic violence, de facto enter into playing fields structured by a complicit 
form of surveillance and where a different “feel for the game” (Bourdieu 
1980/1990, 66) is needed to mobilize capital conversion (into power) to 
pursue symbolic struggle. One informant who administered a Facebook 
group noted an overt example: 

When I took over I sent information about [this new group] to the other 
existing groups. But one of them seems to delete all the messages I have 
been sending so I stopped sending them. . . . (Female in her 40s) 

The complicity in question here, beyond the incriminating connotations 
it carries, is in referring to the agentic character of current modes of sur- 
veillance that is conceded (or ignored) by the users. In the Turkish study, 
most of the individuals (despite being long-time, savvy users) had little to 
no awareness about the perverseness of surveillance on social networking 
sites 9 and commodification of private data. Yet, most were very critical of 
more visible forms of surveillance: “I am not a luddite. . . . but I don’t buy 
the arguments put forth by politicians to promote applications like security 
cameras. ... I believe they shouldn’t be used” (male in his 40s). 

I lived in London and there are CCTV cameras everywhere. Actually, 
the fact that there are cameras everywhere makes you feel that there is 
a security issue. When there are no cameras, it implies that you live in 
a safe and secure society and that surveillance is not needed. (Male in 
his 30s) 
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The attitudes towards horizontal visibility and monitoring online ranged 
between indifference and knowing approval amongst the informants. More 
interestingly, the mediated deployment of various sets of private, digital 
data as a symbolic pursuit emerges as a tactic commonly used to both off- 
set borders and avoid exclusion, and to create “wittingly or unwittingly” 
(Bourdieu 1977, 79) new enclosures. 

One informant noted that although he was aware of the privacy issues 
on online social domains, paying too much attention to it would cripple his 
ability to socialize, thus creating spatial limitation (male in his 20s). Like- 
wise, other informants expressed preferences (based on different criteria) 
toward modulating who , in their circles, sees their private information and 
to what extent, rather than considering total withdrawal of personal data. 

MC: What does privacy mean to you? 

I: That I, as an individual, have control over . . . well, . . . that I have 
a sense of control over what people know about me and about 
my private life. So it’s sort of like I have a private sphere and a 
public sphere and some facts about me can be accessible publicly 
and I guess I usually know what depth of information is available 
about me in public. And whatever is not available is in my private 
sphere. . . . And, I have to be careful in certain contexts. About 
what people know about me. I am member of a Turkish associa- 
tion for example and there people can be very curious. They ask 
questions about you and talk to each other about you. 

MC: How do you feel about privacy and surveillance on social net- 
working sites? 

I: I heard a discussion about it a year and a half ago in Sweden. 
That’s when I became aware of it. But I must say that I am not 
that knowledgeable about the terms and conditions [on Face- 
book]. I haven’t read them properly. I must say that if they use 
it [private data] for commercial purposes, then I guess I am OK 
with it. But, I mean if it has my name on it, if they use my name, 
then it’s a different matter. (Male in his 30s) 


11.5. CONCLUDING REMARKS 

Based on our broader concern with surveillance on the one hand and 
networked communicative practice on the other, we have in this chapter 
explored two cases of mediated community making in transnational con- 
texts. Such contexts of mobile life biographies and long-distance social- 
ity could be predicted to incorporate this tension field in a particularly 
pregnant way, both at the general level, and at the level of distinct forms 
of situated transnational practice (here Scandinavian expatriate profession- 
als in Nicaragua and Turkish diasporic subjects in Sweden). Implementing 
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Bourdieu’s theory of social fields our field-work has demonstrated not only 
the enduring need to analyze the intersecting logics of surveillance and 
networking within a framework of social place-making and territorializa- 
tion, but also that an understanding of the distinct, yet overlapping, log- 
ics of symbolic struggle and boundary maintenance must be empirically 
grounded at the local, even phenomenological, level. 

Above all, our studies have unveiled how the management of converging 
social media reproduces segregating modes of community maintenance. In 
referring to Scannell (1989), Barnett (2004) suggests that “broadcasting 
cultivates a form of reasonable subjectivity, characterized by a willingness 
to listen and openness to other viewpoints that is essential to the main- 
tenance of a shared public life” (65, emphasis added). By contrast, as we 
have showed in this chapter, new online social media cultivate an exclusiv- 
ist subjectivity marked by a desire to control the inflow and outflow of 
public utterance, engendering a paradoxically traditional and novel sense 
of Gemeinschaft. Here, our studies reveal the existence of complex norms 
and dynamics that govern privacy control at the user end in the face of 
expanding surveillant practices: In that privacy (as well as various con- 
nectivities) emerges as an asset, akin to symbolic capital, which is (often 
creatively) modulated for the purposes of border control, thus maintenance 
of power and status — and hence, complicity in surveillant practice. This 
form of subjectivity and reflexivity (expressed through various modulations 
of information) stands in sharp contrast with the kind of subjectivity and 
public intimacy engendered through the older, few-to-many applications 
(such as portals) for communal interaction that are imbued with a broad- 
casting style publicness. 

What must also be noted here, however, is that the very articulations of 
this form of subjectivity vary significantly between different social fields, 
and that reflexivity as such is not always the desired logic of practice. On 
the contrary, as told particularly by the case of expatriate professionals, 
the technologically imposed management of online social networks (such 
as Facebook) and accompanying surveillant spaces is often regarded with 
great scepticism, even seen a threat to the socio-spatial order and practi- 
cal sense of the field. In the case of the Turkish diaspora, by contrast, such 
practices of spatial remediation and reflexive negotiation were rather shown 
to entail the promise of more field-like structures to evolve, taking on a new 
relevance beyond the confinements of territorial communities. Although 
one should be wary of extrapolating the findings of these two case studies, 
our analyses clearly indicate a need to consider the transnational condi- 
tion in close relation to surveillance. For mobility, home-making, and the 
simultaneous transcendence and craving of everyday mundane fixity (all of 
which are part and parcel of transnational life) are increasingly managed 
and negotiated through personal technologies that de facto lead to a social 
context deeply marked by a surveillant logic and personal management/ 
appropriations of it. We could further suggest that the ease, speed, and 
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ephemerality of mediated proximity and boundary maintenance conceal 
both the temporal (for example the persistent longevity of data) and the 
spatial (for example the presence of data in multiple digital locales) aspects 
of surveillance and systems of sorting, even in cases where a heightened 
sense of reflexivity is demonstrated by the users, thus raising further ques- 
tions. Larger scale, phenomenologically informed studies would help illu- 
minate the complex nature of the ways in which surveillance operates at 
subjective, contextual, everyday levels. 


NOTES 

1. Whereas these considerations (that both complement and stand in stark con- 
trast with each other) provide a starting point for our overall thinking of web 
2.0 surveillance in its complex forms, we do not necessarily closely follow or 
empirically employ each and every one of these terms in our analysis. 

2. This study is part of the ongoing research project Secure Spaces: Media, Con- 
sumption and Social Surveillance, conducted by Andre Jansson and Miyase 
Christensen with funding from the National Bank of Sweden. The authors 
are grateful to the persons who volunteered to participate as interviewees 
within the two case studies, as well as to the anonymous reviewers for their 
comments on the first version of this chapter. 

3. Due to lack of space, we cannot offer a detailed discussion of the relative rich- 
ness and analytic impasses in Bourdieuian theory of field. Taken together, 
transnationalism and field provide a more holistic account of the issues at 
stake here. The latter helps illuminate the workings of in-group dynamics 
and subjective positionalities in transmigratory contexts. The former con- 
textualizes a discussion of both moments of transformation and culturally/ 
locationally specific practices of conversion of capital into power. 

4. In the sense of De Certeau (1984). 

5. Even though the international development sector clearly shows qualities 
that make it possible to analyze it in terms of a field, this is of course a tenta- 
tive conclusion. The more precise dynamics, boundaries, and capital forms 
of such a field will not be assessed in this chapter. 

6. For some groups, the convenience of using an ethnic label as an interaction- 
starter and an easy marker for a meeting point for individuals with the same 
general transnational background is one practical reason. For some other 
groups, the label harbours deeper sentiments. 

7. This informant, a university student, occupies an active position at one of the 
largest representative institutions. 

8. This has to do with the fact that (a) social networking sites are ultimately 
marked by a top-down surveillant logic (industry/state surveillance of users 
for various gains and purposes) regardless of the degree to which users are 
aware of such monitoring, and (b) what underlies user practices is a regime 
of personal data management to allow for various degrees of visibility and 
peer -monitoring. 

9. By the industry, the state, and other social actors. The informants also had 
little knowledge of the possible longevity of personal data on social network- 
ing sites; of the various degrees of privacy that can be modulated through use 
of privacy settings; and of the fact that their online social network friends 
and their privacy settings can have serious consequences for their own pri- 
vacy of personal data. 
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12 When Transparency 
Isn’t Transparent 

Campaign Finance Disclosure 
and Internet Surveillance 

Kent Wayland, Roberto Armengol, 
and Deborah G. Johnson 

12.1. INTRODUCTION 

For many scholars who are concerned about surveillance of Internet users, 
demanding transparency (or greater transparency) in data-mining practices 
may seem a promising approach (Lyon 2007, 181-1833; Danna and Gandy 
2002). 1 The hope is that transparency about data collection practices would 
serve as an antidote to the erosion of online privacy. The argument is: when 
data-collection practices are revealed, users become aware of how they are 
being watched, and adjust their behaviour accordingly. They may opt out 
of the activity, change their behaviour, protest, or take some other action. 
They also might be able to negotiate changes to data uses. Transparency 
empowers, so the story goes. 

In this chapter we challenge the idea that transparency always or 
necessarily protects the public good and will therefore protect Internet 
users. We claim that when transparency is constituted on the Internet, the 
accounts produced are never simply the “truth” about what is happening 
as the term “transparency” might suggest. We use the case of campaign 
finance disclosure (CFD) in US elections to show that, in effect, trans- 
parency is not transparent. Put differently, transparency systems do not 
construct glass houses that allow others to see what is happening inside; 
rather, they pull data about people and institutions into a house of mir- 
rors in which the observer can “see”, at best, a partial construction — a 
mediated glimpse — of what those being watched are doing. The “house 
of mirrors” metaphor serves to describe and analyze what happens in 
transparency accounts, and to understand the limitations as well as the 
promise of transparency on the Internet. 

Elsewhere, we have argued that transparency systems have important 
structural similarities to surveillance systems and, consequently, the distinc- 
tion between these two types of systems is blurry (Johnson and Wayland 
2010). Indeed, our analysis of CFD illustrates how a system instituted for 
transparency of campaigns gets used for surveillance of donors. The analy- 
sis here begins with some background on CFD, its underlying metaphor, 
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and its workings, before presenting the house of mirrors model and using it 
to analyze the CFD system. 


12.2. CAMPAIGN FINANCE DISCLOSURE LAW 

Campaign finance disclosure is a central component of election law in the 
US and in many other countries. These laws require campaigns to disclose 
the names (and other identifying data) of those who contribute to a cam- 
paign and to specify how donated funds have been spent. Such regulations 
fall under the general category of “sunshine” laws. More specifically, CFD 
is thought to be a form of transparency, in the sense that it enables the 
populace to “see” what candidates are doing, which in turn functions as 
an important means by which democratic governments are held account- 
able to their electorates. CFD is, perhaps, the epitome of a transparency 
system aimed at democratic accountability because it involves the ultimate 
moment of accountability in any democracy, the moment when citizens 
exercise their voting power. 

Focusing just on the US, the first federal campaign disclosure law was 
the Publicity Act of 1910, also referred to as the Federal Corrupt Practices 
Act. This law required disclosure of contributions to national party com- 
mittees or multi-state committees, but not until after the election (Cor- 
rado 2005, 8). Congress amended the law the following year to require 
disclosure immediately prior to and after an election. In 1925, the Fed- 
eral Corrupt Practices Act introduced quarterly reporting to the disclosure 
regime (Corrado 2005, 9). Yet these rules went largely ignored because 
they were not enforced (Potter 2005, 125). Federal disclosure law changed 
little until the Federal Election Campaign Act of 1971, followed by major 
amendments in 1974 and 1976. These subsequent acts of Congress greatly 
expanded the requirements for who must disclose funding details, covering 
all large federal campaigns and committees, not just national or multi-state 
committees. Further, the acts established the Federal Election Commission 
(FEC) as the regulator of this new system. 

In 1995, Congress required the FEC to create a technological and regu- 
latory structure that allowed campaigns to file their reports electronically, 
and a 1999 law made electronic filing mandatory. Most recently, the Bipar- 
tisan Campaign Reform Act of 2002, better known as the McCain-Fein- 
gold bill, extended disclosure provisions to third-party “issue advocacy” 
campaigns and required the FEC to post reports on the Internet within 48 
hours of receipt. 

Because we will focus later on a particular campaign in California, it 
is important to note that campaign finance laws have a longer history in 
California. In 1893, California state legislators introduced a disclosure 
system that foreshadowed the Federal Corrupt Practices Act (Ansolabe- 
here 2007, 169; Thompson 1953). Indeed, California made disclosure the 
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central element of its anti-corruption efforts. Unlike the federal system, 
between 1949 and 1988 the state placed no limits on the size or source of 
contributions, although the state legislature did briefly limit the amount 
that campaigns could spend. A 1988 law added limits on donations to can- 
didates, but not to ballot initiatives (Baber 1989). And electronic disclosure 
of donations became law in 2000 (CA GOVT § 84605 (a)). 

The basic rationale for campaign finance laws has been upheld in court, 
with the Supreme Court case Buckley v. Valeo (1976) establishing the pre- 
vailing wisdom. That case evaluated whether the restrictions of the FEC leg- 
islation were justified, given the burden they placed on political expression 
protected by the First Amendment. The ruling laid out three compelling argu- 
ments for disclosure. First, disclosure would help deter corruption. Second, it 
would aid enforcement of anti-corruption laws. Third, disclosure would pro- 
vide the public with useful information about political candidates, increasing 
“voter competence”. The courts have sustained, with some alterations, these 
basic justifications over the years in the face of a variety of challenges (Potter 
2005). Indeed, in a recent case, Citizens United v. Federal Elections Com- 
mission (558 U.S. 50 (2010)), the Supreme Court struck down long-standing 
restrictions on corporate spending on elections but explicitly stated that such 
spending could still be subject to disclosure. 

Putting campaign donation data on the Internet is believed to improve 
the efficiency of managing this information, though some would argue that 
the most significant benefit of putting information about campaign con- 
tributions online is that it makes the information available to regulators 
and the general public (including public interest groups) in a medium that 
allows them to analyze the data more effectively. This effectiveness derives 
from combining powerful data-mining techniques with the speed of elec- 
tronic disclosure (Holman and Stern 2000). 

Still, those who support posting CFD data on the Internet tend not to focus 
on the consequences of increased efficiency. In a 2000 report titled “Access 
delayed is access denied”, the watchdog group Public Citizen acknowledged 
a curious side benefit to the campaigns themselves: now the candidates, too, 
could more easily mine their own donation data for targeting donors with 
greater precision (Holman and Stern 2000). This use of the data goes well 
beyond the stated rationale of the system and thereby hints at the potentially 
profound consequences of pushing for increased efficiency. 


12.3. CAMPAIGN FINANCE DISCLOSURE, 

TRANSPARENCY, AND THE IMPLICATIONS 

Transparency has been prevalent in governance theory going back to Jer- 
emy Bentham (1748-1832), who first used the term in this way, although 
he was echoing earlier ideas from as far back as the ancient Chinese and 
Greeks (Hood 2006). In recent decades, however, transparency has become 
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a much more common concept in endeavours to improve government and 
reduce corporate malfeasance. In tandem with notions of good governance, 
transparency has mostly been embraced as a positive public policy, even a 
necessary one for a globalizing world (Florini 1998). Various forms of “gov- 
ernment in the sunshine” laws and corporate disclosure requirements are 
said both to foster the confidence of citizens and investors, and to reduce 
health and safety risks for consumers. 

“Transparency” is a metaphor that borrows from the domain of sight 
and optics: by casting light on campaign financing we bring into view what 
has before lurked below the surface. Shedding light on the activities of insti- 
tutions and political leaders is said to reveal their inner workings and allow 
the public to better understand, manage, and evaluate the object of this gaze. 
This optic metaphor is often coupled with a cleansing theme, exemplified 
by Justice Brandeis’s oft-quoted comment that “sunshine is said to be the 
best of disinfectants” (Brandeis 1914, 92). In this sense “light” exposes and 
destroys wrongdoing, whether in the form of corporate fraud or political 
corruption. The fundamental rationale for transparency, then, is to reveal 
the otherwise obscure workings of power, subjecting the powerful to public 
scrutiny and reducing the likelihood that they might abuse their positions 
or hide their intent. In forcing political leaders to reveal their activities 
and the type of people who support them, according to this argument, the 
public and other interested parties will be able to hold them accountable. 
Campaign finance laws, in particular, aim to hold candidates and cam- 
paigns accountable to their constituencies. In knowing which groups and 
citizens donate to political campaigns, we are supposed to better know the 
campaigns themselves and thus be better able to detect corruption in the 
democratic process. Supporters of such systems argue that they discourage 
deal-making in “smoky back rooms”, where wealthy supporters use dona- 
tions to influence a candidate’s positions on issues of interest to them. In 
addition, by knowing who supports a candidate, the public is supposed to 
better understand the candidate’s political leanings. 

For decades, CFD reports were difficult to access and therefore examined 
only by the most diligent journalists. They were difficult even for regula- 
tors to use. However, when CFD information is posted on the Internet, it is 
much more easily accessible and, consequently, much more widely viewed. 
The reports are, in effect, broadcast. Once the campaigns’ data are put into 
electronic databases, journalists, interest groups, and regulators can more 
easily search for patterns in the timing or the sources of donations that 
might suggest some corruption. 

Importantly, due to this searchability of electronic databases, it is not just 
campaigns that are scrutinized. Donors also are subject to a new level of 
examination. The donation reports are large collections of accounts about 
individual contributors — including their names, hometowns, postal codes, 
occupations, and employers. Thus, both campaigns and donors become 
“watched” entities, and the wide electronic availability of accounts of both 
attracts an array of “watchers”. 
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The addition of these watchers creates entirely new forms of account- 
ability. Donors suddenly are watched not only by campaigns (who target 
them for more donations and for possible volunteer work), but also, poten- 
tially, by neighbours, professional colleagues, friends, and family, all of 
whom can easily view the information on the Internet. These uses of donor 
data take transparency far beyond simply attesting to the ethical or unethi- 
cal influence of money on politicians. These practices make transparency 
into a system for further tracking of individuals. In short, the transparency 
system becomes a surveillance system. 

The distinction between surveillance and transparency, we acknowledge, 
can be vague. We use the term surveillance to invoke the common under- 
standing of surveillance as a negatively valued exercise of power. Such a tac- 
tic calls attention to the radical shift that takes place as the system focuses 
on individual citizens in addition to political parties and candidates. We 
roughly distinguish surveillance from transparency in the following way. 
Generally, surveillance systems track and monitor individuals’ behaviour, 
sort them into groups, and treat them on the basis of generalizations about 
the group. Further, surveillance takes place largely without the consent of 
the individual being watched. Transparency, on the other hand, is generally 
understood to refer to practices in which organizations (and sometimes 
individuals) reveal information about their behaviour. Whether they do so 
because it is required by law or because they are trying to control their 
public image, the organizations or individuals have some control over the 
information that they disclose. 

In the shift from paper and ink accounts of campaign finance to electronic 
records posted on the Internet, new actors (both watched and watchers) are 
drawn into the system, and new rationales and new forms of accountability 
are constituted. The challenge of Internet studies is to understand what 
happens when information, individuals, practices, or institutions are con- 
stituted online. Although it might seem that the newly constituted systems 
are more transparent because the information is widely available, the lan- 
guage of transparency is misleading. Accounts of campaigns are being con- 
stituted, and they are being distributed widely, but the process can hardly 
be characterized as “laying bare” or seeing into what is actually going on. 
Most information theory recognizes that informating shapes what is pro- 
duced (Zuboff 1985). 

If not providing the glass through which viewers can “see” what is going 
on, what happens when campaign finance disclosure is instrumented on the 
Internet? The system may be best characterized as a house of mirrors. 


12.4. THE HOUSE OF MIRRORS 

What does it mean to say that campaign finance accounts are produced in a 
house of mirrors? A house of mirrors is full of reflection and imaging; a per- 
son standing in a house of mirrors sees aspects of his or her body elongated, 
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shortened, exaggerated, multiplied, fragmented, and reconfigured. The 
house of mirrors is a complex of projection, bouncing, highlighting, and 
shading that produces a surprising portrait of a person. One sees oneself in 
what seems like a distorted version, a rendering that is out of whack with 
ordinary experience. Of course, the distortion is far from random; it is the 
result of the nature of mirrors, the positioning of the mirrors in question, 
the lighting, and so on. In everyday life, houses of mirrors are often built as 
a form of amusement. Hence the colloquial term “funhouse”. 

Using the house of mirrors as a metaphor gives us a novel way of under- 
standing Internet-based data systems. Paper and ink data have very differ- 
ent properties from data constituted and processed on the Internet. Playing 
out the metaphor, at least four processes can be identified in the production 
of Internet-instrumented information systems: entry, bouncing, highlight- 
ing and shading, and rendering. Although each of these processes might be 
thought of as architectural (i.e., resulting from the nature of information 
technology), they are socio-technical processes; cultural assumptions and 
norms always guide both the workings of the system and the meanings 
derived from them. The outcome of these processes constitutes an account 
(or accounts) delivered in the name of transparency, but processed and 
infused with system-specific assumptions and values. The case of campaign 
finance disclosure illustrates these processes. 

12.4.1. Entry 

The first thing that occurs when a person enters an actual house of mirrors 
is that an image of the person is reflected off of the mirrors. The individual 
can then see an image of herself in a mirror (or mirrors). Similarly, when 
someone donates to a campaign, the campaign creates a record (a reflection 
of the donor). This initial record-creation is a legal requirement. In the US 
system, donors must supply five items of personal information; campaigns 
are required to gather and record this information. Although the donor 
may not “see” the record created in the campaign database, their donation 
means that they have entered a system. An image — a reflection — of the 
donor has been created. Indeed, multiple images have been created because 
the record of the donation is also a record of the campaign; the reflection of 
the donor is a reflection of the campaign. 

Donors are required to supply their name, employer, occupation, home 
address, and the amount donated. In this respect, the reflection of the donor 
(and campaign) is selective and limited. It is a reduction of the person, as 
any representation, informated or not, must be. In requiring certain infor- 
mation, American CFD law singles out certain aspects of donors that are 
deemed relevant. That it is a reduction can be seen clearly when we consider 
what citizens might want to know about donors and campaigns, but is not 
required in CFD. For example, the required information does not include a 
donor’s motivation in contributing to the campaign, the percentage of the 
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person’s total wealth that is donated, the person’s country of birth, age, 
gender, or party affiliation. 

The reduction of individual donors into the required information is the 
expression of a set of cultural values and norms about which aspects of 
campaigns need to be monitored. Each of these data points derives from 
a set of assumptions about human nature, interests, and corruption. The 
overriding norm is that of the entrepreneurial individual; that is, persons 
have material interests that they seek to further. Donations to political can- 
didates are a central way through which they can pursue their interests. In 
American democracy, some forms of influence are legitimate (supporting 
candidates for their beliefs) and others are not (seeking a quid pro quo). 
Thus, the data first tie the donation to an individual person to make sure 
that no individual exceeds the maximum donation. Once the individual 
is isolated, his or her interests can then be identified, starting first with 
occupation and employer. Occupational role is thought to be the major 
driver of influence-seeking, and collecting this information therefore helps 
regulators and the public look for undue influence. Transparency supports 
democracy by not letting such influence go on in the dark. By attending 
to these particular data, however, the system draws attention away from 
any number of other possible motives for seeking influence. These might 
include religious or social values, community interests, or wealth not tied 
to a specific occupation, among other motives. Instead, the system’s norms 
presume that citizens need to know who contributes to campaigns, what 
the donors do for a living, and for whom they work. 

That the campaign creates an account of itself (by gathering the required 
information about its donors) may seem insignificant because the data 
gathered are simple and required. However, the fact that campaigns 
develop accounts of themselves is important because it points to a feature 
of transparency systems that, as we have seen, differentiates them from sur- 
veillance systems. Campaigns are watched, but they are watched through 
information that the campaign produces and turns over to others. In most 
surveillance systems, those who are being watched are passive in the data 
collection process; others develop accounts of them and use those accounts 
to make decisions about the watched and/or give those accounts over to 
others. Yet in this transparency system, the data provided by campaigns 
easily become reflections of individual donors. Simply by reflecting donors, 
CFD — a system developed in the name of transparency — comes to resem- 
ble a surveillance system. 

In short, then, when individuals make a donation to a campaign, they 
enter a house of mirrors. Entry involves creation of a record, a record 
that is a reduction insofar as it is based on a selective set of data, and the 
selection has been made on the basis of ideas, theories, values, and con- 
cerns that, presumably, justify the selection. In other words, embedded 
in the reflection are norms about “what matters” in political campaigns 
and what constitutes political corruption. Whether she likes it or not, the 
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record of a donor’s contribution may be taken as a public expression of 
political patronage. 

12.4.2. Bouncing 

For people moving through a house of mirrors, one of the oddities of the 
experience may be sharing the misshapen or distorted image of themselves 
with companions. The image bounces off the mirror to the person’s own 
eyes, as well as to the eyes of others, and sometimes it even merges with 
other reflections from nearby mirrors. The images might appear in a frag- 
mented way to others in the house who are strangers. This may happen 
even without the person’s knowledge, for example, when someone sees an 
image of you, but you cannot or do not see that they do. 

There are parallels in the “digital” house of mirrors. Once a record of 
a donation has been created by a campaign, it is merged with records of 
other donations (received in a period of time); the merged information is 
then submitted to the FEC; and the FEC posts the report on the web. Once 
posted on the web, the original reflection of the donor (and thereby, the 
campaign) is bounced (replicated) from one location to another, without 
the consent or control of the donor. This bouncing nicely parallels what 
seems like an infinite regress of images when two mirrors are positioned 
face to face. Once posted on the web, campaign finance data can be copied, 
reformatted, and reposted ad infinitum, ft can move to unexpected places, 
with unpredicted results. 

In American CFD, because the information is posted on public websites, 
entries on individual donations bounce from the databases of the cam- 
paign to those of regulators to those of watchdog groups, journalists, law 
enforcement, neighbours, family, and friends. This is possible because of 
the affordances of IT (see boyd 2008). At each place, the data can be easily 
and almost perfectly replicated and transmitted. When the FEC posts the 
reports online, journalists, watchdog groups, other data repositories, and 
even citizens can download them in their entirety. The data can be searched 
quickly, and they can be mined for relationships that might not be immedi- 
ately apparent. People can search within their neighbourhood to find what 
their neighbours are doing. Campaigns and political consultants can link 
the donation databases to other databases to better target fund-raising and 
advertising. Finally, the data persist in web-linked databases, ready to be 
recalled when an interested user searches for them. 

How the information bounces and becomes available for unexpected 
purposes can be illustrated with a recent example from California. In 
2008, a ballot initiative in California known as Proposition 8 sought to 
ban gay marriage. Many groups poured resources into advertising for or 
against the controversial measure. When the proposition passed (effectively 
banning gay marriage), many opponents of the ban were outraged with the 
result, and sought to figure out how proponents had succeeded. Because 
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state campaign finance laws require CFD data to be posted online, these 
opponents were able to develop a database of people who had funded the 
campaign in favour of the new law. An anonymous programmer mashed up 
the names and geographic locations of the donors with Google maps, pro- 
ducing www.eightmaps.com, a site where any visitor could see who in what 
neighbourhoods contributed to the campaign. With some fairly simple cod- 
ing, then, the record of a donor’s contribution was “bounced” to a wide 
and very interested audience. As a result many of the individual donors 
were targeted with insults, threats, and boycotts (Stone 2009). 

It is one thing to explain the bouncing of images in a house of mirrors 
that is intentionally designed to create fun, and quite another to explain 
why campaign finance information moves so freely on the Internet. Part 
of the explanation no doubt has to do with the nature of the Internet. Free 
flow of information on the Internet is part of the Internet’s architecture and 
history; it is, in some sense, what was sought after in building the Inter- 
net. Still, the fact that the Internet makes free flow of information possible 
does not explain why the decision was made to post CFD information on 
the web. This decision may best be understood as a coalescing of Internet 
capability with transparency (and democratic) theory. Ideas about the role 
of transparency and its deleterious effects on corruption must have played a 
role in the decision to post contribution data in a medium that would allow 
for so much bouncing. 

So, once data are put into a digital house of mirrors, they bounce all 
around. When the data bounce from location to location, from user to user, 
changes in the meaning or significance and use of data occur. Arguably in 
the case of the Proposition 8 campaign, a system of transparency was trans- 
formed into a system of surveillance. What originally had been an explicit 
disclosure of information by the initiative-supporting campaign, meant to 
better inform voters, became a means of profiling individual donors and 
targeting them for retribution. Nevertheless, the full significance of bounc- 
ing cannot be seen until the highlighting and shading that go on in the 
process are described. 

12.4.3. Highlighting and Shading 

The images that bounce through a house of mirrors are transformations of 
the initial reflection of a person. The transformations that occur might be 
thought of as highlighting and shading. In a real house of mirrors, this has 
comic effects. One sees one’s nose as the largest component of one’s face, or 
one sees oneself with big feet, but essentially no legs. In the digital house of 
mirrors, the effects are less comical and can be more profound and enduring. 
As reflections are bounced from place to place, the information is recontex- 
tualized and repurposed according to the interests and actions of the watch- 
ers. Once information is available on the web, additional watchers may shine 
light on the individual or entity in unpredictable ways and at unexpected 
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times, neglecting aspects that were important in the original context, and 
drawing attention to what was minor or poorly understood information in 
the original. The ramifications of the highlighting and shading are signifi- 
cant. Among other things, data collected for one purpose may be used for 
another, that is, those who gave the data for one purpose may discover that 
they have revealed something they had no idea they were revealing. 

As already mentioned, CFD donor information is bounced to innumera- 
ble others. These others can use the information for whatever purpose they 
like, with the exception that they cannot be used for commercial purposes 
(2 U.S.C. §438(a)(4)). They can mine the data, merge them with other data, 
and redistribute the results. Anyone can become an intermediary and the 
intermediaries may or may not have anything to do with CFD and why the 
system was created. Even if their motivation is consistent with the intent of 
CFD, intermediaries can use the data in ways unimagined in the decision 
to post the data online. 

The press is one of the most powerful intermediaries, and reporters rou- 
tinely scour disclosures for signs of influence and indications of a candi- 
date’s political leanings. Watchdog groups, too, pore over this information 
looking for threats to the public interest. Opposing candidates and oppo- 
sition researchers also probe the data seeking any hint of scandal tied to 
individual donors, such as contributions from corrupt business leaders or 
ineligible donors. Opponents may look for classes of donors, such as trial 
lawyers, health care organizations, or oil companies, who could shape or 
fit into a narrative that reflected poorly on the candidate. In some cases, 
especially in major national elections, a candidate may be forced to publicly 
denounce acquaintances formed largely for financial expedience. Such was 
the case in the 2007 US presidential primaries, when then-candidate Hil- 
lary Rodham Clinton decided to return $850,000 in funds raised for her 
campaign by the Democratic operative Norman Hsu. Hsu was charged and 
later convicted in a pyramid scheme that bilked investors out of $20 mil- 
lion. Senator Clinton claimed that she was unaware of Hsu’s crimes, but 
she continues to face scrutiny regarding her relationship to him (Flaherty 
2009; Solomon 2007). In this way, the availability of donor data in digital 
form facilitated highlighting and shading that repurposed the data, reach- 
ing well beyond the prevention or rooting out of corruption. 

Sometimes a person or an aspect of a person in a house of mirrors is 
highlighted simply because the person stands in a particular place within 
the architecture of the building. In the CFD digital house of mirrors, donor 
contributions are, through intermediaries, accessible on the web through 
Google’s search engine. In this architecture, highlighting and shading 
become a function of a complex variety of factors that, in some sense, have 
nothing to do with CFD. If one searched on Google for “Kent Wayland” 
(one of the authors of this paper) in 2009, one of the top results would have 
been a link to a database available at The Huffington Post, an online news- 
paper, where users could access campaign donation information by name, 
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zip code, date of donation, campaign season, etc. The web tools available 
at the site would allow the user to browse recent political donations down- 
loaded from the FEC, repackaged, and indexed by Google’s web crawler. 
Although Wayland’s campaign donations were relatively minor, they made 
up a significant component of his online identity due to the high ranking 
Google gave these search results. Information on Wayland’s contributions 
were a highlighted aspect of his web presence because of the combination 
of the way Google works, The Huffington Post’s popularity, and other inci- 
dental factors: Wayland’s name is not especially common and his web pres- 
ence was not especially extensive. 

Returning to the Proposition 8 example, although only the minimal 
required information was collected on donors to the pro Proposition 8 
campaign, that information, when combined with another system (Google 
Maps), highlighted the locations of the donors. This highlighting made 
the donors available for intimidation and reprisals. In effect, the website 
rendered all donors equivalent, tarring them all as antigay and shading 
other possible motives for a donation. Other possible motives could be, 
for example, the desire to create a favourable impression on some third 
party, the desire to distract attention from one’s own sexual preference, 
or the willingness to follow the suggestion of a pastor or other advisor. In 
all likelihood, donors had not imagined that the record of their contribu- 
tions would lead to the inference that they were antigay zealots, or that it 
would lead to personal harassment. Indeed, the use of donor data in this 
way seems antithetical to democratic elections, as the US Supreme Court 
recognized when, in the Buckley v. Valeo case, it allowed for an exception 
to disclosure when donors might be targeted for unpopular views. It may 
also be seen as encroaching on the privacy of the vote (Regan, Johnson, and 
Wayland 2011). 

The CFD digital house of mirrors is, then, like a real house of mirrors 
insofar as certain aspects of a person are highlighted and shaded. This 
highlighting and shading takes place as a result of the architecture of the 
Internet, the design of the databases, and the relationship of these compo- 
nents to human interests and purposes. The initial reflection created upon 
entry into the system is bounced to a variety of audiences who in turn high- 
light and shade it according to their own interests. 

12.4.4. Rendering of Accounts 

Eventually, when a person exits a real house of mirrors, the generation, 
bouncing, highlighting, and shading of images stop. The experience one 
had in that house of mirrors might be likened to seeing a cubist or surreal- 
ist portrait of oneself. Features were selected, fragmented, and reconfigured 
into a very different representation of one’s body (self). The individual may 
remember a series of these images or a concatenation of images that make 
her see herself differently. 
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In the case of the digital house of mirrors, what results is not a memory 
of one’s distorted body, but an account (or many accounts) that has been 
rendered. “Render” here carries the connotation of something (someone) 
being taken apart and then transformed into something different. The ren- 
dered accounts — the equivalents of cubist or surrealist portraits of donors 
and campaigns — are the outcome of reduction, bouncing, and highlighting 
and shading. 

Posting CFD data on the web means that many different watchers 
can render many different accounts: accounts of donors and campaigns, 
accounts produced by a range of actors, accounts that are used for a vari- 
ety of purposes. There may, in fact, be no exit from this house of mir- 
rors because the data persist, ever-ready for the rendering of additional 
accounts. Further, any of the rendered accounts may become the starting 
place for new matching and mining processes and new interpretations of 
the data that lead to yet more renderings (accounts). Reflections of indi- 
viduals can, thus, get caught in an infinite loop. 

Referring to what is produced as an account — or multiple accounts — 
has the benefit of suggesting that what is going on is accounting; it makes 
explicit that what is at stake is accountability. In the case of CFD, donors 
and campaigns are being held accountable. As we have argued elsewhere 
(Johnson and Wayland 2010), accountability can be thought of as a triad in 
which there are watchers, watched, and accounts. Renderings are selective, 
processed accounts of those who are watched, and they are used by watch- 
ers in powerful ways: they lead to consequences for the watched (such as 
accusations of corruption). 

The renderings produced in the digital house of mirrors draw on specific 
cultural assumptions and norms, as we have shown in earlier stages. These 
cultural assumptions and norms will vary with different watchers who are 
pursuing different ends as they render accounts. In the case of Proposi- 
tion 8 in California, the data about donors supporting the Proposition 8 
campaign — when combined with the cultural assumption that donating to 
this cause was an affirmative act of resisting gay marriage — rendered those 
donors as antigay people who deserve scorn, protest, or even retaliation. 

The rendering of accounts, then, is the final step. It involves the final 
pulling together of all the bounced, highlighted, and shaded images into 
an account that is tailored to and coherent for the purposes of a particular 
watcher. Furthermore, the multiplicity of the system means that a number 
of different watchers can render their own accounts, based on their own 
cultural assumptions and norms. They use this rendered account to effect 
some consequence, to hold the watched accountable in some way. 

12.4.5 The Role of the House of Mirrors Metaphor 

Although the house of mirrors metaphor has the potential to be used in 
many different contexts, including those involving transparency as well as 
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other systems instrumented on the Internet, the metaphor should not be 
interpreted as more than it is: an extended metaphor. It is a heuristic device 
used to uncover some of the ways that data are transformed and repur- 
posed. The metaphor might be thought of as a technique used to get at 
what happens behind the scenes (backstage) of systems instrumented on the 
Internet. In this respect the metaphor is targeted to counter the tendency to 
think that the Internet provides unmediated access. 

The four processes identified — entry, bouncing, highlighting and shad- 
ing, and rendering — are not the only processes that might be identified 
behind the scenes of any given system. Yet the four processes are inextrica- 
bly intertwined. This can be seen by contemplating changes that might be 
made in a system. Perhaps the most powerful stage is entry. When infor- 
mation is entered into a database, it becomes available for bouncing, high- 
lighting, and shading, and rendering. Different data (less or more or of a 
different kind) mean different consequences for bouncing, shading/high- 
lighting, and rendering. Similarly if bouncing is restricted, for example, 
when data are posted in read-only form, then the possibilities for high- 
lighting and shading are constrained as well, and this, in turn, means con- 
straints on accounts rendered. 


12.5. CONCLUSION: THE IMPLICATIONS OF 
TRANSPARENCY AS A HOUSE OF MIRRORS 

What, then, is the significance of thinking about transparency as a house 
of mirrors? One obvious answer is that it allows us to see that transpar- 
ency is not transparent. The notion of transparency suggests that we see 
persons or institutions as they are. This is misleading. What we see in the 
case of CFD is a system (aimed at transparency instrumented through the 
Internet) rendering accounts of individuals and campaigns that can be lik- 
ened to cubist paintings. The accounts rendered involve reduction, selec- 
tion, multiplication, highlighting and shading, and recontextualization, a 
dramatic transformation. Hence, we draw the conclusion that transpar- 
ency is not transparent. 

Does this mean that transparency should be rejected as a goal or poten- 
tial remedy for Internet surveillance? Such a conclusion does not seem 
justified; it overextends what the house of mirrors metaphor allows us to 
see. In fact, the house of mirrors metaphor offers a better way to achieve 
what is often aimed at in transparency systems. When we stay with the 
metaphor, we are more likely to see and ask how the mirrors might bet- 
ter be arranged. We should be asking not for transparency per se, but for 
systems that reveal information appropriate to the context and without 
unintended consequences. For example, one general rule of thumb might 
be to limit, as a matter of policy and of computer coding, the extent to 
which digital information travels, so that it cannot move too far beyond its 
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original or appropriate context. Fung et al. (2007) argue for just this kind 
of “targeted” transparency, and thinking in these terms might provide a 
useful way of keeping the information from bouncing too far within the 
house of mirrors. 

In campaign finance disclosure, recognizing the structure of the system 
as constituted suggests that we consider either collecting more informa- 
tion and placing tighter controls on it or, paradoxically, collecting far less 
information. For example, one way of rearranging the mirrors in campaign 
finance disclosure would be to allow only government enforcement agen- 
cies access to identifying information about individual donors, while pub- 
licly releasing useful systemic and aggregated information about campaign 
donors. Such information might include more data points than are cur- 
rently collected and thus capture a broader picture of how candidates might 
be influenced, without compromising the privacy of individual donors. Vot- 
ers might be interested to know the relative income of donors, for example, 
whether they are homeowners, what their race or ethnicity is, etc. On the 
other hand, greater secrecy and less information might afford a more prac- 
tical solution to the problem of transparency in campaign funding. Here, 
we might imagine, as others have proposed, candidates funding their cam- 
paigns from something like a blind trust (Ayres 2000). In that scenario, 
donors would support campaigns by donating to the trust, and their dona- 
tions would remain anonymous both to the public and, crucially, to the 
campaign itself. If the reflection does not bounce to the campaign, then 
elected officials cannot reward their patrons. With no reflection, there is no 
possibility of corruption, at least in the traditional form of a quid pro quo. 
(This approach, it must be said, would not address the recent controversy 
over anonymous corporate funding of political ads in the US.) 

Of course, each of these proposals carries with it some peril or disadvan- 
tage, not least of which is the probable need for greater regulation. The ulti- 
mate moral of this story might be, as Lessig has suggested, that we do away 
with the notion of transparency entirely and revolutionize such systems. At 
the very least, the US could consider adopting campaign finance policies 
used in other countries. In the UK, for example, for the most part there are 
no limits on fund-raising but rather on spending. Individual office-seekers 
need only report individual contributions of more than £1,000, whereas for 
parties the threshold is higher, £5,000 (Fiekert 2009). By the same token, 
however, candidates may not purchase ads of any kind on broadcast or 
in the mainstream print media. Instead, the government requires TV and 
radio stations to provide free and equal airtime to candidates around a rela- 
tively abbreviated election season. In France, public financing of campaigns 
is accomplished by way of tax credits to individual donors, covering up to 
60% of their contributions (Atwill 2009). In this way, electors “vote with 
their pocketbooks” about which campaigns to invest taxpayer dollars in, 
and how much to invest. Copying such policies wholesale, of course, would 
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face a steep uphill battle in the US, given the political climate and recent 
court decisions on campaign financing. 

Finally, although the case of CFD indicates that transparency is not trans- 
parent, the underlying goal of transparency is accountability. In the case of 
CFD, the accountability at issue is essential to democracy. In this respect, 
CFD is a good case to learn from for Internet surveillance. Those operat- 
ing on the Internet — especially those engaged in surveillance — should be 
accountable for what they are doing. Hence, the lessons of CFD should be 
helpful for figuring out antidotes to Internet surveillance. A number of les- 
sons can be found in this chapter, but the most important is, perhaps, that 
what we call transparency is really a house of mirrors. 


NOTES 

1. This material is based upon work supported by the National Science Founda- 
tion under Grant No. 0823363. 

Any opinions, findings, and conclusions or recommendations expressed 
in this material are those of the author(s) and do not necessarily reflect the 
views of the National Science Foundation. The grant has funded discus- 
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13 Privacy, Surveillance, and Self- 
Disclosure in the Social Web 

Exploring the User’s 
Perspective via Focus Groups 

Monika Taddicken 


13.1. INTRODUCTION 

It has become common practice today to use the Internet, not only for 
retrieving information, but also for providing information. Internet users 
have developed new ways to utilize the Internet. The social web — that is, 
web applications such as social networking sites, blogs, and wikis — offers 
opportunities for participation and collaboration, but requires the user’s 
willingness to reveal private information. 

On one hand, the manifold possibilities of the Internet can enhance life 
in many ways. On the other hand, those very possibilities raise new con- 
cerns. The heightened disclosure of personal information on the Internet 
places one’s privacy at risk. Therefore, the reasonable handling of personal 
information on the social web has become an important topic in media and 
society. Privacy and surveillance concerns have increased. These include 
the competence and ability of users regarding their handling of personal 
information in the society as well as in the literature, especially in the con- 
text of social networking sites and adolescent users (Barnes 2006; Paine et 
al. 2006; Lampe et al. 2007; Lewis et al. 2008; Kramer and Winter 2008; 
Thelwall 2008; Tufekci 2008; boyd and Hargittai 2010). 

It is reasonable to expect privacy and surveillance concerns to influence 
the social web user’s behaviour. Recent studies show that social web users 
ascribe high importance to privacy (Barnes 2006; Tufekci 2008; Debatin 
et al. 2009). However, considerable uncertainty still exists regarding the 
notion of privacy on which users base their social web activities. Little is 
known about the adaptation of privacy concerns to the user’s behaviour. So 
far, there is relatively little evidence that users translate concerns about data 
abuse into privacy-enhancing behaviours while online (Acquisti and Gross 
2006; Tufekci 2008; Debatin et al. 2009; boyd and Hargittai 2010). This 
is called the “privacy paradox” (Barnes 2006; Awad and Krishnan 2006; 
Norberg et al. 2007). Moreover, it is unclear if and in what way concerns 
about surveillance influence users. 

For this reason the explorative method of focus groups was used to 
examine the perception of privacy by social web users. The findings are 
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presented in this paper and are reviewed in connection with the concepts 
of surveillance and self-disclosure. To establish a theoretical background, 
these concepts are first discussed in theory and transferred to the social 
web, after which the focus groups’ findings are presented. 


13.2. THEORETICAL BACKGROUND: PRIVACY, 

SURVEILLANCE, AND SELF-DISCLOSURE 

Privacy can be defined in many different ways. Basically, it can be seen as 
“the right to be let alone” (Warren and Brandeis 1890). Despite this gen- 
eral definition, various dimensions and perspectives of privacy have been 
analyzed by researchers of various scientific perspectives (for an overview, 
see Newell 1995). Although various attempts have been made to create a 
synthesis of the existing approaches to defining privacy (for example, Par- 
ent 1983; Schoeman 1984; Burgoon et al. 1989), a unified single account 
has yet to emerge (Paine et al. 2007). 

Most notable are the works by Westin (1967) and Altman (1975, 1976, 
1977). Both researchers focus on control and regulation of access to pri- 
vate information. According to Westin, privacy is “the right to prevent the 
disclosure of personal information to others” (Westin 1967, 7). The desire 
to keep personal information out of the hands of others is central to this 
concept of privacy (Westin 1967). Altman, on the other hand, defines pri- 
vacy as a “selective control of access to the self or to one’s group” (Altman 
1975, 18). According to him, the regulation of privacy is a dynamic pro- 
cess of optimization, which is influenced by two basic psychological needs: 
On the one hand, the individual has the need to preserve one’s privacy 
and control access to and distribution of personal information, but on the 
other hand, one also has the need to interact socially and, therefore, to dis- 
close personal information. Accordingly, privacy is perceived as being at its 
optimum when both needs can be united and the desired and the actually 
achieved levels of privacy correspond (Altman 1975, 1976). Consequently, 
the regulation of privacy is not to be understood as a process of retreat, nor 
is an optimum degree of privacy equal to the highest possible control over 
one’s personal information. Individuals, rather, strive for different degrees 
of self-disclosure in different situations. 

Self-disclosure is an integral component of every social interaction and 
can be described as “any message about the self that a person communicates 
to another 11 (Wheeless and Grotz 1976, 338). Self-disclosure, therefore, is a 
part of the communication process and has to be considered in relation to 
specific individuals, namely the communication partners (Wheeless 1976, 
47; Cozby 1973, 73). In general, self-disclosure is the basic pre-condition 
for every social relationship because it is part of every communication, 
and the passing on of information about oneself, one’s thoughts, and one’s 
feelings is necessary to create social proximity (Altman and Taylor 1973; 
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Laurenceau et al. 1998). This means that self-disclosure and the perception 
of privacy are closely related. 

Another concept that is strongly connected to this topic is surveillance. 
Whereas privacy can be seen as a concept that is based on the individual’s 
perception and the individual’s behaviour, and self-disclosure as a con- 
cept that highlights the relevance of social interaction and relationships, 
the concept of surveillance focuses on the societal phenomenon. Literally, 
surveillance means “to watch over”, and as such it is an everyday prac- 
tice in which individuals engage routinely (Lyon 2007, 449). Although it 
should be noted that some surveillance relies on physical watching, much 
is nowadays automated and digitized (Lyon 2002, 1). That is why some 
authors argue that today we have a “surveillance society” (Lyon 2001; 
Norris and Armstrong 1999). Surveillance can be understood in a neutral 
way as “any focused attention to personal details for the purpose of influ- 
ence, management, or control” (Lyon 2007, 449). According to Foucault, 
surveillance means that someone “is seen, but he does not see; he is the 
object of information, never a subject in communication” (Foucault 1977, 
200). However, surveillance is related to questions of power and social 
control: Those who hold access to large data sets of personal informa- 
tion have a crucial tool that allows them to influence the behaviour of 
those whose data is being held (Stalder 2002). Therefore, surveillance can 
also be defined as “a negative term that denotes the collection [ . . . J of 
data about individuals or groups in order to control and discipline their 
behaviour by the threat of being targeted by violence or to establish or 
reproduce domination” (Fuchs 2010, 174; Fuchs 2008, 269). 

In modern societies, surveillance is primarily conducted by political and 
state institutions, such as the police and the military, and by corporations. 
Whereas the state’s interest in gathering data about their citizens is the 
effective organization of bureaucracy and the effective prevention of crime, 
corporations are interested in information about their staff and consumers 
in order to optimize working processes and maximize profits (Fuchs 2010, 
174). But even if surveillance appears justified from a societal perspective, 
at the individual level it means an invasion of privacy, as the individuals do 
not have the possibility to control and regulate the access to their moni- 
tored personal information. 

On a theoretical level, the three concepts of privacy, self-disclosure, and 
surveillance are strongly interconnected with privacy as the central concept. 


13.3. PRIVACY, SURVEILLANCE, AND 
SELF-DISCLOSURE ON THE SOCIAL WEB 

Culnan (1993) recommends examining privacy in varying contexts. This 
seems to be especially true for the context of the Internet. Given the rapid 
technical and ongoing changes in usage, the Internet has to be acknowledged 
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as a very dynamic medium. In particular, the emergence of the social web 
may have caused changes in the users’ perceptions of privacy. More than 
ever, users are required to disclose information about themselves. Typically 
for the social web, making the self known to other users is critical for being 
accepted as a part of the community. Self-disclosure can be seen as a part 
of the functionality of the system itself. It is assumed that the users’ percep- 
tions of privacy affect their self-disclosing behaviours — and vice versa. 

According to Etzioni (1999), the first step in analyzing privacy is to 
determine whether or not there is a problem. Because of the easy availabil- 
ity of private information on the Internet and the seemingly great readiness 
of social web users to disclose personal data, it seems that the protection of 
privacy is not a priority for users. Empirical evidence can be found, how- 
ever, that social web users are actually quite concerned about their privacy 
(Barnes 2006; Tufekci 2008; Debatin et al. 2009). 

Despite these findings, empirical research suggests that the individual 
need for privacy only has a small influence on online behaviour. This is 
what is called the “privacy paradox” (Barnes 2006; Awad and Krishnan 
2006; Norberg et al. 2007). It means that an extensive concern about the 
safety of one’s private data does not necessarily coincide with intensified 
security measures, such as reducing the accessibility of one’s social web 
profile, changing the privacy settings if possible (Acquisti and Gross 2006; 
Tufekci 2008; Debatin et al. 2009; boyd and Hargittai 2010), or decreasing 
one’s self-disclosure (Debatin et al. 2009). 

The reasons for this are manifold. On the one hand, they include a lack 
of problem awareness (Debatin et al. 2009; boyd and Hargittai 2010) or 
of media competence, such as ignorance of privacy settings (Debatin et al. 
2009) and uncertainty about the audience (Acquisti and Gross 2006). On 
the other hand, it can be assumed that social web usage offers many advan- 
tages and gratifications that increase in direct proportion to the degree of 
self-disclosure. Lampe et al. (2007) confirm that the quantity of disclosed 
information in social networking sites is linked to the degree of network- 
ing. This leads to the conclusion that the revelation of private information 
is rewarded with social gratification (Taddicken and Jers in press). 

An additional reason for the fact that many studies find empirical evi- 
dence for a high degree of privacy concerns, but none for corresponding 
behaviour, could be the difficulty of measuring these attitudes. As explained 
above, privacy and self-disclosure are subject to situational processes of 
negotiation. In relation to that, Joinson et al. (2008) showed that situational 
cues are the main factors influencing the users’ self-disclosures. It can be 
assumed that the concept of privacy, upon which social web behaviour is 
based, is likewise influenced by these situational cues. 

Furthermore, privacy must be seen as a subjective measure that differs 
from individual to individual (Buchanan et al. 2007). Recent research has 
found connections with the individual’s demographics, such as gender 
(Sheehan 1999; Rodgers and Harris 2003), age (Bellman et al. 2004), and 
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education (Wang and Petrison 1993; Milne and Gordon 1994). Other stud- 
ies examined the influence on privacy concerns of the individual’s experi- 
ences with the Internet (Miyazaki and Fernandez 2001; Singh and Hill 
2003; Bellman et al. 2004). Furthermore, it must be assumed that privacy 
concerns are affected by the individual’s interests, values, and norms (Int- 
rona and Pouloudi 1999). Moreover, it was shown that external factors 
such as nationality and national culture influence Internet users’ privacy 
concerns (Cho et al. 2009). In summary, privacy concerns on the Internet 
are a function of a wide and multidimensional variety of an individual’s 
aspects and characteristics. 

To make it even more complex, the user’s privacy concerns are addition- 
ally connected with the user’s behaviour. Buchanan et al. (2007) suggest 
that attitudes and behaviour in this field are related (159). An example they 
give is providing false or incomplete personal information when register- 
ing on some websites instead of giving a real name and address. Addition- 
ally, Paine et al. (2007) present empirical findings that privacy concerns are 
related to behaviour regarding privacy protection. They found that some 
people reported that they were not concerned about privacy, and when 
asked why, they stated that they had taken action to protect their privacy 
in the Internet. 

Given that social web applications have become an integral part of the 
Internet — and will most likely continue to be — it is vital to explore the 
user’s perception of privacy in this context. In this context the concept of 
surveillance and its awareness have to be considered as well. In the social 
web, problems, such as state surveillance after 9/11, or economic surveil- 
lance, such as the commodification of personal data in the form of spam 
and advertising, are important in this context. So far, however, the corpo- 
rate surveillance mechanisms of for example social networking sites, such 
as targeted advertising, have hardly been studied (Fuchs 2010, 173). This 
assumption makes it all the more necessary to employ explorative methods 
to study social web users’ understanding of privacy and surveillance as well 
as the aspects that influence self-disclosure on the Internet. 


13.4. METHODOLOGY 

To answer these questions, five qualitative focus group discussions were 
conducted. This qualitative approach provides the opportunity to mea- 
sure the subject’s individual opinions and perceptions in detail. Further- 
more, focus groups allow interaction. With this method, even subliminal 
attitudes and motives may be accessed and verbalized. Moreover, repres- 
sions, fears, and resistance can be reduced by virtue of group dynam- 
ics. The qualitative method of focus groups thus provides deep insight 
into the users’ perceptions and evaluations as well as their attitudes and 
thought processes. Therefore, this method is promising for investigating 
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users’ awareness of privacy and surveillance issues as well as perceived 
benefits and risks of self-disclosure. 

The composition of the groups was varied. The users’ levels of activity 
were taken into account. For this, the concept of social web activity of Shao 
(2008) and Taddicken and Jers (in press) was applied (see also: Jers et al. 
2009; Taddicken et al. 2009): According to this concept, producing users 
(active users) are people who use at least one kind of social web application 
actively, meaning that they produce content, such as running their own 
blog or writing blog articles. Consuming users (passive users) are people 
who use the social web as regular web content, meaning that they are only 
consumers and merely read or watch the social web content. People who 
make use of the active possibilities of the social web by evaluating things 
or writing comments are called participating users (semi-active users); they 
are participating in an active way but not generating new, original, and 
elaborate content. For this study, producing and participating users were 
interviewed in separate focus groups. 

The participants of the focus groups were selected on the basis of their 
activity level as well as their sex, age, and education. Thirty males and six- 
teen females, aged 18 to 44, with different levels of education participated 
in the study. For recruitment, flyers were distributed in many households in 
Stuttgart, Germany. Additionally, the study was promoted in blogs and web 
forums that were somehow related to Stuttgart. In total, 961 people were 
interested. They had to answer a Web survey that was used as a screener 
to find out about their socio-demographics and their Internet activities in 
order to classify them as producing, participating, or consuming users. 

The group size was about eight to ten. Each focus group lasted approxi- 
mately two hours. Two females were moderating with a flexible question- 
naire routine, meaning the participants were mostly able to discuss the 
aspects they preferred. 

Each discussion was transcribed in three stages via audio and video 
records. The transcripts were then analyzed via qualitative content anal- 
ysis. As the idea of this study was to learn about the social web users’ 
attitudes towards privacy, surveillance, and self-disclosure on the Internet, 
the following tactics were used for generating meaning: noting patterns 
and themes, seeing plausibility, and clustering (Miles and Huberman 1994, 
245). The categories were derived inductively. The MAXQDA software was 
used for this process. 


13.5. FINDINGS 

The participants started talking about the privacy topic directly in the 
beginning of each focus group, although the moderator’s introduction did 
not even broach the issue of privacy. After this first phase, however, the 
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participants only returned to this topic periodically. It seemed to be impor- 
tant for the participants to have talked about this issue, but during the 
discussions privacy issues became less salient. The topic of surveillance was 
only occasionally the subject of the discussion. 

The participants mainly reported general, unspecific concerns regarding 
privacy on the Internet and the social web. They showed great uncertainty 
about how their online revealed data might be used or misused by others. 

One just doesn’t know what happens to one’s data. And who uses them. 
(Female, 25, producing user) 

This uncertainty was expressed and regarded as important by many par- 
ticipants. At the same time, only a few participants were aware that the 
Internet “does not forget” and that the revealed information is available 
online for a long time. 

Specific concerns in relation to this problem were reported only by a few 
participants. Some of these were, for example, that e-mail providers would 
scan private e-mails. Also, some participants reported being afraid that their 
personal content was stored somewhere on the Internet and could be viewed 
by unauthorized people. This concern was especially true for photographs. 

Some of the participants, though, were not aware of privacy and surveil- 
lance risks beforehand. It was during the discussions they thought about 
the possibilities of data abuse on the Internet and the social web for the 
first time. 

One does that because one does not even get the idea that it could have 
such consequences, and that is why one is willing to use things even 
though one takes a certain risk which one is not even aware of at that 
moment. [ . . . J I feel like my eyes are being opened right now. (Female, 
43, producing user) 

A few participants even explained that they found it stressful to worry 
about the privacy of their personal data or to think about the consequences 
of disclosing their information. They clearly displayed a low awareness 
concerning the problem of disclosure of personal information. Some per- 
sons expressed the opinion that there was nothing bad about full disclosure 
because they had nothing to hide. 

I think it is silly to pay attention to that. I just think if someone is in- 
terested in my life, I don’t care, because I have nothing to hide. (Male, 
23, producing user) 

Many participants did not have a deep knowledge about data abuse and 
threats to privacy and, therefore, did not realize the risks of self-disclosure. 
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I, too, think that the thing with the pictures is overrated. If one posts nor- 
mal pictures, I mean one does not post nude pictures or something like 
that on the Internet, like of the last vacation leaning against a palm tree 
and one wants people to see those, what’s the harm? I mean what bad can 
even be done with pictures like that? (Female, 29, participating user) 

Moreover, concerns that something bad could be done with the disclosed 
information were sometimes classified as exaggerated and excessive com- 
pared with other problems of data protection. 

Maybe I’m a bit naive but I thought that hype, ‘oh my God, they want 
to steal our data,’ was completely exaggerated. [ . . . J I don’t think any- 
thing like that could happen to me. (Female, 22, participating user) 

However, those judgments were assessed as being poor and naive by 
those participants who were more careful. They mentioned a lack of the 
ability to reflect and, most importantly, a lack of life experience as possible 
reasons for the carelessness of others. 

I believe that younger people disclose more information about them- 
selves because they don’t think about the possibility that when they 
start working, someone from the human resource department might 
take a look at what they do in their private time. A 17 or 18 year old 
who is still in school or has just started studies at a university does not 
think about something like that because it does not concern him yet. 
I have witnessed that among my friends. When the students started 
doing internships or something like that, they blocked their names in 
studiVZ [M.T.: a popular German social networking site] or made it 
more anonymous somehow. Only then did they realize how much of 
themselves they had presented online. (Male, 25, participating user) 

In relation to other Internet users, this phenomenon was described as an 
effect of “dis-inhibition. Some speculated that persons who disclose a lot of 
information about themselves on the Internet have lost control. 

I find it fascinating what the Internet can do to people. One loses con- 
trol, I think. (Female, 25, producing user) 

In fact, most of the participants stated that their self-disclosing behav- 
iour on the Internet had changed over the course of time. One participant 
explained how he had learned to protect his privacy. In cases like this, per- 
sonal experiences as well as the experiences of friends and relatives, seem to 
be relevant regarding interference with privacy on social websites. 

Accordingly, participants explained that they used the technical options 
for privacy settings more often than before. Still, some reported to feel 
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helpless in regard to the disclosure of their personal information by others. 
One participant brought an interesting argument into the discussion by 
explaining how he would stay in control of his privacy: 

I post pictures and I sometimes even post pictures that are not suit- 
able for being found by, for example, a staff manager. Because [ . . . J 
if I post that picture then hopefully no one else does, but others can 
just link to it. This means, if I delete it, it’s gone. (Male, 19, partici- 
pating user) 

He tried to preserve the right over his own information and, with that, 
the control over who received that information by self-disclosing his infor- 
mation, which is indeed accompanied by a loss of control. In fact, this is 
a case of paradoxical behaviour that gives the actor a feeling of control, 
which he does not actually possess since the saving, duplication, and distri- 
bution of the disclosed contents by others cannot be ruled out. 

Another cluster of comments focused on people’s privacy concerns in 
daily life. Among these, many participants emphasized their need for pri- 
vacy in general. They often referred to having similar caution in “real 
life”, for example, in talking with strangers, using ATMs, or similar sit- 
uations. This shows that the participants were sensitive when it came 
to their personal data in general but not specifically in connection with 
social web activities. For example, one participant claimed that he would 
only disclose information on the social web that he would tell a stranger 
he met while waiting at the train station. These participants did not dif- 
ferentiate between disclosing personal information on the Internet and 
disclosing personal information in an offline context, such as when par- 
ticipating in a sweepstakes. 

In general, participants focused on the individual perspective of privacy 
during discussions. Privacy as a social or cultural value was almost never 
mentioned. Some participants expressed concern about the fact that there 
is so much easily accessible personal information on social websites, but 
even those participants thought that the individual advantages outweigh 
the risks. A change in perception and importance of the concept of privacy 
over time is stated but not critically assessed. 

It is just part of the time that it is not as private anymore as it used to 
be. (Male, 23, participating user) 

Some few remarks regarding criminal activities on the social web pro- 
vide an exception. They show a perceived helplessness towards the social 
web mechanisms of circulation. These participants noted that personal 
information on the social web cannot be easily removed from the Internet 
and can, therefore, threaten individual privacy or reputation. Concurrently, 
the mechanisms and institutions of supervision are perceived as powerless. 
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Users do not perceive state surveillance but rather the state’s inability to 
fulfil its duty of preventing and investigating crime. 

Yes, I think that there are a lot of pictures showing violent acts on 
YouTube and elsewhere. They just spread in [ . . . J the video is not 
even online for an hour and already 10,000 people have watched it 
and it is suddenly displayed on 500 other websites. And one can never 
know what happens to the pictures. Principally, everyone could copy 
the desktop information [ . . . J even if you protect your pictures, they 
are very quickly online, either way. (Female, 25, producing user) 


I think false information or information that should not be online is 
one of the biggest problems. But if there are enough people or enough 
criminal energy to keep it there, then it is impossible to erase anymore. 
(Male, 19, producing user) 

Concerns about surveillance were reported regarding economic infor- 
mation. The participants were aware of the need of commercial social web 
providers to make profits with their services, but on the whole they were 
still unsure of the purposes for which the providers would use that informa- 
tion. This lack of transparency was considered the biggest problem. 

I think the problems regarding studiVZ [M.T.: a popular German so- 
cial networking site] are not limited to the disclosure of information. I 
am always asking myself who is behind this project and what do they 
want this information for. [ . . . ] you have to ask yourself what those 
people want to do with it and to what purpose they gather all that in- 
formation. (Male, 21, participating user) 

The gathering of information by social web providers was compared to 
loyalty card systems like Miles and More or Payback, but individual views 
concerning participation in such commerce-oriented voluntary revelations 
of information differed: Some participants described a vague feeling of 
uneasiness regarding becoming a “glass human”. 

It has nearly become common standard to disclose private data, even if 
one orders on the Internet, it does not matter if it is from a mail-order 
house or somewhere else, everyone can access the private data and can 
see what one buys so that one even gets swamped with advertisings ac- 
cording to one’s preferences. (Female, 29, participating user) 

Others, however, even viewed the commercial purposes of data 
usage, such as placing of personalized advertising, as an advantage. 
This view changed, though, as soon as pull-communication developed 


Privacy, Surveillance, and Self-Disclosure in the Social Web 265 

into push-communication. The latter is regarded as an interference 
with one’s individual privacy. 

If it is just one commercial that is shown on the browser, okay, but if it 
goes further and one would get sent mails or get a call and . . . things like 
that, [ . . . J that would just be too much. (Male, 22, participating user) 

Advertising can still be ignored somehow [...], but if somebody calls 
you or writes you an e-mail, [ . . . J that would be a clear interference 
with privacy. (Female, 22, participating user) 

Some participants reported conducting surveillance themselves. They 
brought up the point that the social web gives users the opportunity to 
observe other people, whether known (e.g., friends) or unknown (strangers). 

One visits a site of a person one does not even know but still gets a 
pretty good idea of this person just by looking at their site. What do 
they like and dislike. Partly even political views or something like that. 
I think that is reason for concern, but still [ . . . ] this is a good platform 
for exchange. (Male, 23, participating user) 

This quotation also shows that the perceived benefits of the social web are, 
in fact, a decisive aspect of self-disclosure on social websites. Accordingly, 
many participants, especially producing users, stated that they know about 
problems concerning data protection and other social web risks by now, but 
that the advantages that come with use are more important to them. 

But I mean everybody produces such a vast quantity of data on the 
Internet, probably, at least someone who is not that careful, but surfs 
relatively free, produces a lot of data and maybe even a lot of contradic- 
tory data, but I don’t know. I don’t think that is good, I don’t like it, but 
I think the service and the functions are so good, that I am willing to 
partly give up my privacy. (Male, 30, producing user) 

In this case, users made deliberate decisions and chose benefits over pri- 
vacy, as opposed to those who worried vaguely about endangerment of 
privacy through self-disclosure. Only a few participants, however, and exclu- 
sively producing ones, voiced their decision this clearly. Many users indirectly 
admitted that the services and benefits they can enjoy while using social web- 
sites outweigh that vague feeling of insecurity concerning their privacy. 

The perceived gratification for the individual user seems to be closely 
tied to aspects of the social context. The participants reported that the 
usage and self-disclosing behaviour of their social offline context are one 
of the main drivers in their use of social websites. They explained that they 
register for and use the same social web applications as their peer group. 
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Many participants indicated worries about not being socially integrated if 
they were to be the only one not using a social website. For example, one 
participant explained that he would feel socially excluded if he did not use 
the same social networking site as his friends and colleagues. 

If you’re not a member in a social networking site you are completely 
socially excluded, well, I can talk about myself. [ . . . ] That’s where the 
whole life takes place. (Male, 24, participating user) 

Networking and social integration were reported as the main gratifica- 
tions in using social websites. 

It’s these contacts with people you don’t see very often or you actually 
are hardly in contact with. Then you can write short messages back and 
forth. To attend friendships a little bit. (Female, 24, participating user) 

An important part of that interaction is the exchange of information. The 
social web is perceived as an enormous help in gathering information. That 
is the reason why so many users are willing to post their problems on the 
Internet in order to discuss their options with other users. The possibility to 
simplify and bundle communication processes through social websites is also 
an important reason to display personal information on these sites. 

I was abroad for three months last year and everyone has always asked 
me: Can you post some new pictures? I want to see what it looks like 
there. It was also a question of communication. I did not have to write 
everyone an e-mail. I just said I have been here and there and the police al- 
ready busted me on the first day and then I just posted some pictures and 
that was it. Everyone just took a look at it. (Male, 23, producing user) 

Purposes like documentation or archiving were also given as reasons for 
disclosure of personal information. This was most true for archiving pic- 
tures and experiences. It was likewise seen as a gratification that the contact 
details of one’s social acquaintances can be archived on social websites. It 
was also acknowledged that this service can only be used sensibly if users 
state their contact details honestly. The building and maintenance of social 
relationships also requires the disclosure of personal contacts. Most par- 
ticipants named that as the main reason to post their own contact details. 

Moreover, there are social norms that dictate how a member of a certain 
social web application has to act, especially regarding the level of self-dis- 
closure. This rule of conduct is perceived as such, even before registering, 
and is respected by the users if they decide to register. 

Yes, one certainly takes a look at how other users are registered. I mean, 
if I enter a forum and let’s say most of the users are registered under 
nicknames then I am also going to register under a nickname. If I want 
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to use Xing I don’t have to register before being able to look at certain 
things, okay there everybody uses his real name and has posted a basic 
level of information. I think to take a look at that would be my guide- 
line to determine how much to reveal. (Male, 27, producing user) 

Another important aspect concerning the question of self-disclosure 
seems to be the perception of the respective social web application. In this 
context respectability of an application was given as a reason, but none of 
the participants could articulate which concrete criteria they used to judge 
it. An indefinite feeling of security due to a familiar atmosphere, as well as 
widespread popularity of the website, was mentioned. An unclear design 
and layout and a lack of trustworthiness in atmosphere, on the other hand, 
led to a decrease in activity and information disclosure. 


13.6. DISCUSSION 

Starting from the fact that a lot of personal information about users is 
revealed on social websites, one has to wonder how and if users can com- 
bine that with the protection of their privacy. In the theoretical part of this 
paper, it was assumed that control over and regulation of access to personal 
information is the core characteristic of privacy. However, it must further 
be assumed that the perception of privacy is subject to certain processes 
of negotiation between the individual need for privacy and the concurrent 
need for self-disclosure and social interaction. Accordingly, social web 
users have to weigh the advantages and disadvantages. It has been the aim 
of this study to look at the perception of this process against the backdrop 
of privacy, surveillance, and self-disclosure. 

The conducted focus groups delivered a deep user insight about these 
questions. To summarize, the findings present proof that social web users 
perceive privacy as an important issue. Most users are concerned about 
privacy invasion, but their fears and concerns are mostly on a general 
level. Therefore, the perceptions of online privacy concerns are linked with 
privacy concerns in general. Users translate their general concerns about 
information security in everyday life into the online context. A high level 
of uncertainty and a lack of knowledge about concrete risks are shown. 
Accordingly, some users feel helpless or overstrained by worry about their 
personal data. Participants exhibit different ways of managing the dilemma 
of partaking in the social web, with its required self-disclosure and its risk 
of compromising one’s privacy. For example, some users trivialize the per- 
ceived risk. Others report that they have changed their usage behaviour and 
value technical privacy options more. Again others take the privacy risk 
consciously because of the gratifications. 

During the discussions, the issue of privacy became less salient for the 
participants. Each discussion started with this topic, but the participants 
then began focusing more and more on the different ways of using social 
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web services and the perceived benefits of usage. Although the privacy risks 
are perceived somewhat vaguely, participants report that the usage of, and 
the self-disclosure on, the social web provide gratification in a multitude of 
forms. Socially oriented gratifications are perceived as especially important. 
Users feel strong social pressure to participate in social web applications 
like others do. It can be assumed that for many users, refusal to participate 
in the social web is not perceived as a possible alternative. For example, to 
decide which social web application to use, participants often relied on the 
recommendations of their social context. A high degree of popularity for 
a specific social website among one’s personal social context is generally 
equated with high respectability and credibility in the social web provider. 
Objective criteria like displaying privacy policies or technical options to 
secure privacy (privacy settings) are not that important. 

Surveillance issues were discussed seldom, but more concretely than pri- 
vacy aspects. Users do not perceive a state surveillance; they rather perceive 
state institutions as helpless and overstrained when it comes to their con- 
nection with the social web. Mechanisms of economic surveillance were 
discussed differently. Non-invasive instruments such as targeted adver- 
tising banners are tolerated or even evaluated positively whereas invasive 
instruments such as spam mails are clearly not. The lack of transparency in 
the corporate usage of data seems to be the biggest problem in this context. 
Further, participants highlighted the possibility to observe other users via 
social web applications. This can be seen as a private mode of surveillance, 
or as Albrechtslund (2008) puts it, as “participatory surveillance.” 

The users’ low level of knowledge and awareness about the utilizations 
of personal information by social web providers can be seen as one of the 
main problems. It is not surprising that users rate the gratifications higher 
than the privacy risks because the perceived benefits are far more concrete 
than the very general and somewhat vague perceived privacy risks. Fur- 
ther, a lack in media competence and, accordingly, a perceived helplessness, 
become apparent. Additionally, the social orientation seems to be the main 
driver for the usage of social websites. Users perceive strong social pressure 
to participate. 


13.7. CONCLUSIONS 

This study provided users’ insights by choosing a qualitative approach. The 
results are important for society and politics because they provide under- 
standing of which aspects must be regulated to protect social web users’ 
privacy. Users have to manage a dilemma, which is called the “privacy par- 
adox”. It was shown that the lack of knowledge of users concerning the use 
and the possibilities of misuse of their personal information can be seen as 
the most important starting point in terms of persuasive and educational 
campaigns. The individual’s level of media competence must be increased. 


Privacy, Surveillance, and Self-Disclosure in the Social Web 2 69 

Further, social web providers should offer mechanisms to raise their users’ 
awareness of the fact that their disclosed information is (more or less) open 
to the public. Users should be asked during the revealing process about who 
should actually have access to it. 

Providers, too, should increase their credibility by making their utili- 
zations of users’ data more transparent (Awad and Krishnan 2006). For 
example, providers could explain how they make use of their users’ infor- 
mation in detail. Even, this could be subject of the terms of use. 

Still more research about privacy and especially surveillance concerns 
and self-disclosure in the social web is needed to understand the users’ 
behaviours. It was shown that social circumstances play an important 
role in the process of negotiation about privacy versus self-disclosure. 
Those circumstances should assume a more prominent role in future 
scholarly discussion about this topic. In addition, it was shown that users 
feel helpless because of the social pressure for usage. Because users need 
to self-disclose at least some personal information for using most social 
web platforms (Staksrud and Lobe 2010, 36), it must be emphasized that 
both the economic actors, such as the providers, and political institutions 
need to meet their responsibility, for example, by making utilizations of 
users’ personal data more transparent and by solving the problems of 
online data security by law. 
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14 How Does Privacy Change 
in the Age of the Internet? 

Rolf H. Weber 


14.1. INTRODUCTION 

14.1.1. New Privacy Challenges 

Information technology has fundamentally changed society. Communica- 
tions have become much easier and faster with the advent of the Internet 
and mobile phones. Such change brings uncertainty with it, in particular 
because directing, controlling, and enforcing traditional norms has become 
more difficult, even if risks to privacy in the digital environment were 
sounded some time ago (presaged in George Orwell’s 1984 and earlier in 
Bentham’s Panopticon). Indeed, the loss of privacy is particularly obvious 
in social networks; therefore, light must be shed on the research question of 
how privacy needs and surveillance requests can be adequately reconciled. 

The dichotomy between personal privacy and free access to informa- 
tion must be tackled in light of the described developments (Kleve and De 
Mulder 2007, 331f). In addition, privacy has also come under pressure 
from actors who advocate other political objectives, such as combating 
organized crime and terrorism, improving health care, and implementing 
e-government. Even if predictions of the “death of privacy” 1 or of the “per- 
ils of social networking” 2 seem to be exaggerated, the traditional privacy 
concept is challenged, and new protective measures must be developed. The 
rapid progress made in the field of information technologies, for example 
concerning developments such as fingerprinting, network monitoring, bio- 
awareness systems, electronic data processing, and creating extensive data 
bases, have facilitated the collection and storage as well as the processing 
and interlinking of personal data 3 ; however, technical measures can also 
serve — if properly applied — as means of privacy improvement. 

14.1.2. Meaning and Function of Privacy 

The term “privacy” encompasses a large number of concepts and ideas. 4 
The objective of an individual (or enterprise) to control access to his/her/ 
its personal information 5 can be achieved by infrastructure security (as a 
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shield against unwanted signals), by letting the person have the freedom 
to make self-defined choices in respect to data dissemination without state 
interference and by giving the person control over processing data (Kang 
1998, 1202-1211). 6 Control and access, however, can be looked at from 
two sides: On the one hand, holders of private information are interested 
in controlling it and (in case of third party control) accessing it; on the 
other hand, third persons might have a legitimate right to make informa- 
tion transparent. 

The three basic features of privacy are secrecy (information known about 
an individual), anonymity (attention paid to an individual), and solitude 
(access to an individual) (Weber 2009, 237). Privacy is not a value in itself, 
but the decisive factor (the spatial issue) consists in the relation between a 
person and a specific information (Weber 2002, 150). In particular, sensi- 
tive data vary in relevance depending on the person in question, because 
information always has a certain value in the information society (Rei den- 
berg 2000, 1323; Posner 1978, 395). Ultimately, the most important objec- 
tive of privacy is the prevention of improper use of personal information 
(Kang 1998, 1214f). 

Surveillance is to be understood as a repeated surveying of certain activi- 
ties. Supervisory bodies usually do have an “official” task, encompassing 
the objectives and legal means of surveillance. In principle, such activities 
are designed to protect individuals (in the short or the long run). 

14.1.3. Weaknesses of the Present Legal Framework 

As mentioned, new technologies, such as click streams and cookies, bear 
the risk that the concerns of individuals regarding privacy will no longer be 
properly taken into account in the digital environment. The large volumes 
of electronic transactions facilitate data warehousing; nowadays it is pos- 
sible to collect and disseminate data (information and communications) 
from and to a potentially worldwide community through global networks 
at quite a low cost, leading to digital distress (Weber 2009, 148f). The cor- 
responding threats that already exist in the real world have undergone a 
qualitative and quantitative shift in the age of cyberspace, i.e., privacy-de- 
stroying technologies can cause ubiquitous surveillance (Froomkin 2000, 
1475ff). Furthermore, digital information can hardly be fully deleted; data 
tracks partly remain (if information has been copied before) even after a 
deletion exercise (Mayer-Schonberger 2009, 50ff). 

Apart from the technical developments provoking legal problems, the 
law as such is confronted with “internal” failures: 

1. A main weakness of the present legal framework consists in the fact 
that the law does not cope with rapid technological developments. 
Legal rules are static; technology is dynamic. Consequently, if a new 
legal framework is established, usually after a lengthy legislative 
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process, it’s possible that the new norms are already technologically 
outdated (Weber 2010, 488). 

2. Another weakness can be seen in the fact that privacy rules are mainly 
national, whereas technology is global. This fact is known for many 
segments of the society (for example: financial markets, e-commerce); 
however, the territoriality principle is particularly problematic in the 
field of privacy because the moral understanding related to the extent 
and scope of protection of secret information considerably deviates 
amongst different nation states in the world (Weber 2002, 164f). 

3. The law often is not equipped with the legal instruments needed in a tech- 
nologically new world; for example law does not (yet) properly respond 
to the question of who would be the owner of data in web 2.0. 

14.2. PRIVACY AND SECURITY 

Privacy allows keeping certain information and data confidential. How- 
ever, security might call for data collection efforts, at least if surveillance is 
in the public interest. Because due process must ensure that the collection 
of data does not produce political abuses, an interest balancing test should 
apply, notwithstanding the fact that the yardsticks of such “trade-offs” are 
often rather discretionary (Weber 2009, 240). 7 In order to adequately bal- 
ance the interests, a short look into the technical possibilities of protecting 
privacy is necessary. 

14.2.1. General Requirements 

Privacy has a close connection with security, insofar as technical security 
measures are suitable to improve privacy. Generally the following security 
and privacy requirements need to be taken into account: 

1. Resilience to Attacks: The system has to avoid single points of fail- 
ures and should adjust itself to node failures (Weber and Weber 
2010, 45). 

2. Data Authentication: Retrieved address and object information must 
be authenticated. 

3. Access Control: Information providers must be able to implement 
access control on data provided. 

4. User Privacy: Measures need to be taken that only the information 
provider is able to infer from observing the use of the look-up system 
related to a specific user. 

In view of the importance of technical measures for the establishment of 
a high privacy level, the most applied technologies and protective measures 
are briefly described hereinafter. 
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14.2.2. Privacy Enhancing Technologies (PET) 

}A number of technologies have been developed in order to achieve 
information privacy goals. Privacy Enhancing Technologies (PET) can 
be oriented on the subject, the object, the transaction or the system 
(for a more detailed overview, see Bennett and Raab 2006, 180-202). 
Subject-oriented PET aim at limiting the ability of other users to discern 
the identity of a particular organizational entity, object-oriented PET 
endeavour to protect identities through the use of a particular tech- 
nology, transaction-oriented PET have the goal to protect transactional 
data through, e.g., automated systems for destroying such data, and 
system-oriented PET want to create zones of interaction where users are 
hidden and objects bear no traces of data streams handling them nor 
records of interaction (Samuelson 2000, 1668; see also Froomkin 2000, 
1528-1553; Schartum 2008, 20f). 

A fifth category is being developed by the World Wide Web Consortium 
(W3C) and is called a Platform for Privacy Preferences (P3P) (Bennett and 
Raab 2006, 195f). This server-based filtering tool is supposed to enable 
individuals to program their browsers to identify which information they 
are willing and unwilling to disclose the owners of websites (Samuelson 
2000, 1668). Thereby, identification and protection against deviations from 
the applicable legal framework in the privacy field are possible. 

In the meantime, a large number of technical systems and measures have 
been developed; 8 for example, the following mechanisms can be mentioned: 9 

1. Public Key Infrastructure: The most common technical measure is 
the implementation of a PKI-like hierarchical certification system that 
serves as the data authentication, in order to fulfil the requirement 
of user privacy needs. The technical and legal regime is based on a 
reliable infrastructure of two mathematically related keys for each 
communicating party (a public and a private key) providing for secure 
channels separated from the general communication channels (Weber 
and Weber 2010, 47; Bennett and Raab 2006, 187-189). 

2. Virtual Private Networks: VPN are extranets which can be estab- 
lished by closed groups of (private, professional, political) partners. 
The closed circle increases the confidentiality; however, this solution 
does not allow for a dynamic global exchange that takes into account 
scalability issues and cost savings. 

) 3. Transport Layer Security: TLS, based on an appropriate global trust 
structure, could improve confidentiality and integrity of data streams; 
however, a new TLS connection needs to be established for each new 
delegation step and negatively affects the search of information. 

4. DNS Security Extensions: Using DNSSEC, delivered information, 
transmitted by applying public-key cryptography, can guarantee 
origin authenticity and data integrity; however, DNSSEC does not 
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address confidentiality issues and has so far not been widely adopted 
(lack of scalability and of building chains of trust between servers of 
different organizations). 

5. Onion Routing: The main idea of onion routing is to encrypt and 
mix Internet traffic from many different sources; data is wrapped into 
multiple encryption layers, using the public keys of the onion rout- 
ers on the transmission path. However, onion routing has a negative 
effect on performance issues. 

6. Private Information Retrieval: PIR Systems could conceal which user 
is interested in which information; however, in a globally accessible 
system, problems of scalability and key management make these 
methods impractical. 

7. Peer-to-Peer Systems: P2P Systems allow for the exchange of data 
between different (equal) participants; in the meantime the most 
advanced forms of P2P operate without a centralized server. They 
generally show good scalability and performance in the applications, 
but it is important to establish some form of access control; authen- 
ticating the user can be done by issuing shared secrets or applying 
public-key cryptography. 


14.3. PRIVACY IN THE FUNDAMENTAL RIGHTS’ SYSTEM 

A human society should be based on the values of human rights in all of 
their normative dimensions. As addressed at the outset, privacy is part of the 
human rights framework because it corresponds to a global value extending 
to the dignity of all individuals and their equal and inalienable rights. 

14.3.1. Privacy as a Human Right 

The right to privacy is enshrined in Article 12 of the Universal Declaration 
of Human Rights (UDHR), 10 Article 17 of the International Covenant on 
Civil and Political Rights (ICCPR), 11 as well as Article 8 of the European 
Convention on Human Rights (ECHR). 12 

The right to privacy encompasses the protection of individual privacy 
free from national and international surveillance. Taking up this idea, the 
German Supreme Court in its decision of February 27, 2008, has consti- 
tuted an independent fundamental right of confidentiality and integrity 
related to info-technical systems. 13 Moreover, the right to privacy includes 
the right of individuals to control the way in which their data is being used. 
Amongst others, individuals need to be able to deactivate their own tags 
(so-called “silence of the chip”) (Weber and Weber 2010, 53). 

Human rights are not unlimited because the exercise of a human right 
by an individual can interfere with the human right of another individual; 
so, rights and freedoms are limited by the corresponding values of others. 14 
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Furthermore, restrictions related to the exercise of human rights may also 
be imposed by principles of morality or of public order. In particular, as 
mentioned in the introduction, privacy can come into a conflict with trans- 
parency; in the words of Brandeis “the right to be let alone” eventually con- 
tradicts the “sunlight”. The enhancement of transparency as an objective 
is generally acknowledged in order to establish a satisfactory governance 
system for all of the individuals and enterprises involved. An interest bal- 
ance test between privacy and transparency will have to be done in case of 
diverging objectives. 

14.3.2. Scope of Human Rights’ Application 

According to the classical understanding of human rights the scope 
of protection is directed against states and governmental bodies that 
unduly interfere with fundamental rights of individuals. Consequently, 
human rights are only protected from interference by non-state actors 
if the relation between a state and an individual person can be analo- 
gously used to express the relation between private individuals and/or 
legal persons. Insofar as two possibilities exist under the international 
legal framework (Cheung and Weber 2008, 418-423, with further ref- 
erences): (a) either non-state actors can be directly bound by human 
rights, which is sometimes known as “direct horizontal effect”, or (b) 
states can be obliged to protect human rights from violations committed 
by non-state actors. 

A few human rights provisions explicitly mention not only the state, but 
also the society or the family (Cheung and Weber 2008, 420). Further- 
more, the interpretation of provisions related to the freedom of expression 
in different human rights treaties allows the conclusion that human rights 
obligations are not necessarily limited to state actors. Even without having 
specific sanctions and enforcement mechanisms, non-state actors can still 
be bound by the material provisions of a human rights treaty, regardless 
of whether and to what extent legal consequences from an international 
institution can occur. In fact, rules that stipulate that no provisions may be 
interpreted to imply that any state, group, or person has a right to engage 
in any activity or to perform any act aimed at the destruction or limitation 
of the codified human rights may also be considered as an indication that 
non-state actors can be bound by them (Cheung and Weber 2008, 422). 

A further differentiation concerns the question of whether there is an 
obligation of states to protect human rights from violations committed by 
non-state actors. Looking at wording such as to “secure to everyone within 
the jurisdiction, the rights and freedoms . . .” it can be acknowledged that 
states have to actively secure the protection of human rights in their ter- 
ritories as well as observe their general obligation to refrain from violating 
human rights provisions. To this extent, the classical “negative” percep- 
tion of human rights and freedoms is complemented by positive obligations 
(Cheung and Weber 2008, 423). 
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4.4. REGULATORY MODELS AND SCENARIOS 

14.4.1. Present Situation 

14.4.1.1. Governmental Regulations 

An internationally binding agreement generally covering privacy does not 
exist. Nevertheless, international human rights instruments usually embody 
the essence of privacy, at least to a certain extent (Weber 2009, 235; Grew- 
lich 1999, 280f). The already mentioned 15 International Covenant on Civil 
and Political Rights of the United Nations and the European Convention 
on Human Rights address matters related to privacy; for example, respect 
for private life is ensured, exposure to arbitrary or unlawful interference is 
rejected, and rules legally protecting privacy are introduced. 16 

More specific international instruments are the economically oriented 
OECD Guidelines of 1980 entitled “Guidelines Covering the Protection of 
Privacy and Transborder Flows of Personal Data”, 17 the (regional) Conven- 
tion for the Protection of Individuals with Regard to Automatic Processing 
of Personal Data of 1981 issued by the Council of Europe, 18 and most com- 
prehensively, the EC Directive on the Protection of Personal Data of 1995. 19 
The main principles of the EC Directive concern the proper collection of 
data, the observance of high data security standards, data integrity (pur- 
poseful use of data), and the proportionality of data collection. 

Because an overarching international legal framework is missing, govern- 
mental regulations are mainly based on national laws having the disadvan- 
tage of a geographically limited scope of application due to the territoriality 
principle. Furthermore, privacy “cases” are often not easily suited to court 
proceedings, due to high costs or to personal reluctance to present private 
information to judges. Therefore, only a few cases have been decided by 
national courts. 20 

Consequently, the legal framework is very fragmented and the develop- 
ment of new approaches is necessary. On the one hand, the implementation 
of a privacy framework should be based upon a sophisticated technological 
architecture; on the other hand, the appropriate legal challenges need to 
be addressed. The basic questions of the agenda can be phrased as follows 
(Schmid 2008, 200): (a) Is there a need for (international or national) state 
law, or are market regulations sufficient? (b) Is existing/traditional legisla- 
tion adequate or is there a need for new laws? (c) Which kind of laws are 
required, and what is the time frame for implementation? 


14.4.1.2. Privately Introduced Rules 

Due to the weaknesses of governmental regulations, privately introduced 
rules, which do have an impact on privacy, have gained importance (Ben- 
nett and Raab 20 06, 151-175). Such rules, supported by technical mea- 
sures, allow improved privacy. An example is TRUSTe, an independent 
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non-profit initiative, which imposes specific standards on organizations 
collecting personal data (Froomkin 2000, 1525-1527). The TRUSTe Pri- 
vacy Seal Program assures consumers that visited websites are compliant 
with fair information practices; the “control” is done by means of a valida- 
tion page (Jasper 2009, 35f). In case of non-compliance, a complaint can 
be filed, and TRUSTe will contact the website, eventually requiring the 
participating company to change its privacy practices (Jasper 2009, 36, 58). 
Another service is the BBBOnLine Seal Program promoting trust and confi- 
dence related to compliance with privacy principles on the Internet through 
the BBBOnLine Trustmark. 21 Furthermore, publicly available privacy pro- 
tection tools, such as Pretty Good Privacy (PGP), could be applied. 

Experience shows that the effectiveness of self-regulatory schemes varies 
depending on the private entities, organizational structures, and govern- 
mental bodies involved (Weber 2009, 243). Codes of conduct could also 
be tailored to particular industries and evolve as technology develops. In 
fact, such self-regulation is already a common tool and is also supported by 
intergovernmental organizations such as the OECD (Grewlich 1999, 292, 
footnote 86). Alternative approaches to codes of conduct are standardized 
contractual clauses dealing with the treatment of personal data. Often, such 
clauses are called “Binding Corporate Rules” (Grapentin 2009, 693). A 
set of standardized contractual clauses would gain general acceptance and 
importance if approved by an official entity; this approach has been chosen 
by the European Commission related to the transfer of personal data to 
third countries (so-called cross-border information flow); several decisions 
outline the adequate contents of standardized privacy clauses and the pro- 
cedural issues to be taken into account when delivering personal informa- 
tion to third countries. 22 Such standardized contractual clauses would lead 
to more legal certainty and could even be enlarged to safe havens if the 
principle of mutual recognition is applied (Grapentin 2009, 698). 

Particularly related to business transactions or merchandise over the Inter- 
net, commercial entities are collecting manifold personal information. In 
order to reach an adequate level of transparency, a privacy statement should 
describe the way in which the website collects, shares, and protects personal 
information. A well-drafted privacy policy would have to encompass the 
following aspects (Jasper 2009, 32-34): (a) information being collected, (b) 
whether the information is personally identifiable, (c) reasons for information 
collection, (d) appropriateness of information collection, (e) manner of col- 
lection, (f) eventual consumer choice regarding the type and quantity of col- 
lected information, (g) eventual use of cookies and maintenance of weblogs, 
(h) the way that collected information is used, (i) eventual use of information 
for a secondary purpose, (j) information and approval of the concerned per- 
son for a secondary use, (k) eventual offering of different kinds of services 
depending on privacy preferences, (1) access to the collected information, (m) 
possibility of correcting inaccurate data, (n) length of the storage of collected 
information, (o) complaint procedures, (p) contact information of the data 
collector, (q) laws governing data collection. 
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14.4.2. Changing Concepts 

The evaluation of the present situation has shown that the realization of 
new concepts in the field of privacy laws is unavoidable. Fresh approaches 
need to be taken into account, and new formats of privacy regulations are 
to be considered. 

1. Experience has shown that a more user-centric approach to privacy is 
needed. When users click, it should be clear what happens, to whom and 
where personal information is sent, who is collecting this personal informa- 
tion, and if and how such personal information is being transferred to third 
parties. Furthermore, users should be provided with understandable and 
(in the light of good faith principle) acceptable terms of services including 
options to influence the collection of personal information. Furthermore, 
the environment is constantly producing information about persons, creat- 
ing identities without the participation and awareness of the data subject; 
in this respect, more transparency needs to be realized. 24 

In the light of these facts, a number of general principles should be taken 
into account as milestones of an online privacy system (Basho 2002, 1510). 

• Choice: Individuals should have the choice of sharing or not sharing 
their information. 

• Ease of use: The technical system should be designed so that the exe- 
cution of choices by individuals is not too cumbersome in respect to 
privacy protection. 

• Notification: Individuals whose information is used by third persons 
must be notified about such use. 

• Verification: The legal framework should provide means to verify 
whether the information is correct and whether existing privacy poli- 
cies are followed. 

• Enforcement and redress: The legal framework should provide mech- 
anisms that ensure compliance with privacy policies and give recourse 
for legal action. 

In this sense, privacy is a “value” that needs to be understood as an 
aspect of autonomy of individuals containing both freedom from undue 
demands to conform and freedom to control one’s own information (Che- 
ung 2009, 209). Amongst the different constituents of privacy, auton- 
omy is a key element; however, threats are not only coming from the 
Big Brother of the Orwellian State, but also from all the little “dicta- 
tors” around the individuals (Cheung 2009, 209, with further references). 
Examples include collection of information and data for shopping, tele- 
communication, and leisure purposes. 

The more user-centric approach has caused legal scholars to apply 
contractual theories, encompassing elements of trade secrecy laws; this 
approach could lead to default licensing rules of personal information, 
thus ensuring that individuals retain their control (and power) over their 
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information (Samuelson 2008, 1125f). Thereby, flexibility could be pre- 
served, based on accepted mechanisms rather than relying on complex (and 
partly rigid) legal tools (Mayer-Schonberger 2009, 142). Another voice 
proposed to focus on the context in which information gathering and dis- 
semination takes place; thereby, rights protecting individuals’ control of 
information could ensure that information is not disconnected from its 
context (corollary to the purpose limitation principle) (Nissenbaum 2004, 
119f). Consequently, it is argued that the concept of property is sufficiently 
flexible and adjustable to work for information privacy (Schwartz 2004, 
2055ff). Looking at it from this angle, privacy is understood as a bundle 
of interests related to information property that can be shaped through the 
legal system (Mayer-Schonberger 2009, 143). 

2. The implementation of adequate protective principles is important 
not least due to the fact that privacy more and more concerns the iden- 
tity of a person as such. In view of the growing number of services pro- 
vided over digital infrastructures, citizens increasingly have quasi-digital 
lives, moving in and out of analogue and digital spaces. Therefore, the 
electronic identity is becoming a key component of the digital economy 
and governmental structuring (Hoikkanen et al. 2009, 84-86). These new 
developments require that we seek new and more efficient privacy concepts 
because traditional data protection rules qualify identity only in relation to 
the behaviour of controllers with respect to personally identifiable informa- 
tion, which is partly due to the fact that data protection deals hierarchically 
with information privacy rather than horizontally with physical privacy 
and decisional privacy. The present privacy rules also offer no assurance 
concerning contextual integrity of identity (Hoikkanen et al. 2009, 87). 
Consequently, privacy risks related to electronic identity need to be tackled 
on the basis of a separate concept. 

3. In addition, more attention should be paid to the perspective of under- 
standing information privacy in a functional sense as a type of public good 
because it benefits and shapes society. From this vantage point, information 
privacy acquires characteristics of a commons that requires some degree of 
social and legal control to construct and then maintain (Schwartz 2004, 
2088; Solove and Schwartz 2009, 61). 25 Consequently, the privacy com- 
mons is a multidimensional “territory” that should be ordered through leg- 
islation structuring anonymous and semi-anonymous information spaces 
(Schwartz 2004, 2088). Based on such appreciation it becomes apparent 
that the propertization of personal information should be limited to the 
extent it undermines the privacy commons (Schwartz 2004, 2088). 

Furthermore, it can be argued that privacy is also a public value in that 
it has value not just to the individual or to all individuals in common, but 
also to the democratic political system (Regan 1995, 225). In other words, 
privacy derives its value equally from its usefulness as a restraint on the 
government or on the use of power (Regan 1995, 225). 
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14.4.3. Formal Categories of Privacy Regulations 

Due to global challenges to privacy through new technologies and different 
identity threats, the outreach of privacy regulations should not be limited 
to territorial boundaries. The “globalization” of the legal framework, how- 
ever, cannot easily be achieved. Ongoing efforts need to be made in order to 
improve the situation. Apart from the geographical scope of privacy regu- 
lations, formal structuring is another topic that merits further discussion. 
Different categories of rule-making approaches can be considered: 

1. Future legislation encompassing privacy and data protection issues 
could be based on five different approaches 26 : 

(i) Right-to-know legislation : This approach has the purpose of keeping the 
concerned persons informed about the technological environments and 
the consequences of daa streams, i.e., a person should know which data 
are collected and should also have the option to deactivate any tags. 

(ii) Prohibition legislation: This concept introduces provisions that envis- 
age forbidding or at least restricting the collection and distribution of 
data in certain scenarios. Such an approach is traditional in state leg- 
islation if the public community dislikes certain behaviour; enforce- 
ment of the prohibition is possible (at least in the books). 

(iii) IT-security legislation: This approach encompasses initiatives that 
demand the establishment of certain IT-security standards that should 
protect persons from unauthorized disclosure of data. Provisions of 
this kind can be introduced by the state legislature, and also by self- 
regulatory mechanisms; typically, industry standards are developed 
by the concerned market participants, who therefore have the chance 
to be observed by respective developers. Technologically, a new 
“fourth-generation” framework of data protection protocols should 
be developed and should allow stringent safeguards as to reporting 
and frequent audits of measures. 

(iv) Utilization legislation: This concept intends to support the collection 
of data in certain scenarios (contrary to the prohibition-legislation); 
however, such legislation must fine-tune an appropriate balance 
between utilizable and prohibited data collections. 

(v) Task-force legislation: This approach encompasses legal provisions 
supporting the technical community’s investment in the resources of 
the given legal challenges; the purpose of this approach consists in a 
better understanding of the relevant problems. 

2. Another fundamental regulatory choice concerns the decision about 
what kinds of rules to select for the formulation of privacy provisions. In 
relation to data protection, legal doctrine distinguishes amongst four lay- 
ers, correspondingly based on each other (Schartum 2008, 10): 
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Table 14.1 Layers of Data Protection Regulation 


D General and holistic data protection regulations 
C Sectoral and holistic data protection regulations 
B Regulations regarding specific personal data filing systems 
A Mixed regulations with miscellaneous data protection provisions 


Layer A covers most aspects of privacy, e.g., the data protection prin- 
ciples. Layer B also contains comprehensive regulations but is limited to a 
specific sector of the society. Layer C comprises “traditional” data protec- 
tion regulations, and layer D addresses specific privacy aspects such as pro- 
fessional confidentiality (Schartum 2008, 10/11). Layers A and B are of a 
mainly system-oriented nature, whereas layers C and D encompass specific 
but less comprehensive regulations. 

3. A further taxonomy is based on the transactional scenarios and dis- 
tinguishes amongst information collection (surveillance, interrogation); 
information processing (aggregation, identification, insecurity, secondary 
use, exclusion); information dissemination (breach of confidentiality, dis- 
closure, exposure, increased accessibility, blackmail, appropriation, distor- 
tion); and invasion (intrusion, decisional interference) (Solove 2006, 478, 
490). This concept begins with the data subject (the individual) from which 
various entities (other people, governments, and businesses) collect infor- 
mation. The qualification of the processing of information depends on the 
harmfulness of the respective activities. The next step consists in informa- 
tion dissemination, which brings the potential control of the information 
even further away from the concerned individual. Finally, privacy could be 
(illegally) invaded by third persons (Solove 2006, 488-491). This taxon- 
omy follows the structuring of many data protection laws quite closely by 
putting the major emphasis on the question of to what extent the infringe- 
ment of privacy could be considered as harm being the basis for further 
legal action. 

14.4.4. Substantive Objectives of Privacy Regulations 

In developing the idea of minimum standards, the establishment of an inter- 
governmental “General Agreement on Information Privacy” could be consid- 
ered, introducing an international organism that builds a high-level negotiating 
forum for consensus-based decisions (Reidenberg 2000, 1360). The substan- 
tive principles should cover the following issues (Reidenberg 2000, 1326f; see 
also Hosein 2006, 134; Drezner 2007, 103ff; Weber 2009, 241): 

• The data collector must be accountable for all personal information 
in its possession. 
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• Purposes for which the information is processed should be adequately 
identified. 

• The information collection must be limited to the extent necessary for 
pursuing the identified purposes. 

• The data collector should gather information with the knowledge and 
consent of the concerned individual. 

• The information should only be used for the purposes specified and 
should be destroyed if no longer necessary. 

• The data collector must ensure that personal information is kept 
accurate, complete, and up-to-date. 

• The data collector is responsible for the appropriate security 
safeguards. 

• Individuals must have access to their (collected) personal information, 
with a right to amend it if necessary. 

Any new form of networked privacy governance encompassing the afore- 
mentioned substantive objectives and partly overcoming the limitations of 
territorial sovereignty must be thoroughly assessed. Relying on networked 
relations across organizational boundaries for privacy does need to include 
the interests of the individual citizen and the civil society leading to a more 
user-centric approach of privacy regulations. 27 

Looking at the fact that the development and establishment of inter- 
national agreements in the field of privacy is quite difficult and time-con- 
suming, the self-regulatory approach should be more strongly supported 
(Mueller 2008, 15; Weber 2009, 242). 28 The governance of the Internet gen- 
erally takes place by means of informal, cooperative relationships among 
technical experts, non-profit organizations, and private sectors including 
the civil society. The steersmen (“kybernetes”) are mainly actors who have 
direct operational control of some form of access to the Internet (such as 
controllers of service, routers, bandwidth, domain names) and assume the 
functions within cooperative frameworks (Weber 2009, 242). 

Several elements can be combined to create a cooperative system of self- 
regulation, encompassing substantive privacy aspects and procedured pri- 
vacy issues. Possible elements of a self-regulatory scheme may include the 
following topics (Grewlich 1999, 294ff): 

• Codes of conduct for Internet privacy should be negotiated by market 
participants; preferably not only data collectors, but also users should 
have an influence. 

• Such codes of conduct must contain rules for best practice, released in 
accordance with at least minimal substantive privacy principles. 

• Data collectors should establish internal control procedures, to be in a 
position to continuously check compliance with the codes of conduct. 

• Setting up hotlines to handle complaints from the public will help 
build confidence in self-regulation. 
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• The codes of conduct should be transparent and become a quality 
standard for good behaviour. 

The fact that self-regulatory efforts merit to support is also underlined 
by the acceptance of privacy as a specific topic in the Internet Governance 
Forum (IGF) framework. Privacy has become a high-ranking discussion 
topic and plays an important role in the baskets of the annual conferences 
of the IGF (Bendrath and Jorgensen 2006, 363, 635ff). Furthermore, a 
Dynamic Coalition on Privacy has been established as a stakeholder group 
in the context of the IGF process (Weber 2009, 245). The Dynamic Coali- 
tion on Privacy addresses emerging issues of Internet privacy such as digital 
identities, the link between privacy and development, and the importance 
of privacy and anonymity for freedom of expression. 29 Apart from research 
work made available in draft form, modular human-readable privacy rights 
agreements are available for consultation. 30 

Notwithstanding the merits of self-regulatory efforts, some weaknesses 
should not be underestimated (for further details see Weber 2000, 84f). 
The quality of the legislative process can hardly be judged, a democratic 
deficit is likely to occur. Furthermore, self-regulation tends to concentrate 
on case-by-case rules rather than general rules, and its mechanisms are not 
directly binding in legal terms. The main problem of self-regulation con- 
cerns the lack of enforcement procedures; non-compliance with “private 
norms” does not necessarily lead to sanctions. 

14.4.5. Strengths and Weaknesses of the Different Approaches 

The foregoing evaluation of the present situation has shown that the influ- 
ence of technology requires a more coherent legal concept of privacy, in 
which a broad scale of privacy problems can be designated (Solove 2006, 
477ff). The chosen approach has to become more user-centric, meaning 
that the legal framework should encompass the concept of a relational 
privacy (Kleve and De Mulder 2007, 340). In particular, autonomy about 
the collection and dissemination of personal information must be given 
to individuals and so lead to a concept of contextual integrity of identity; 
a clear policy encompassing standardized codes of conduct could help to 
allocate more emphasis on choices made by individuals. This appreciation 
is even truer in relation to web 2.0, which is largely outside of the scope 
of state influence. 

Looking at the formal categories of privacy regulations, the pure 
approach of prohibition has not produced satisfactory results in the past. 
Moreover, a mixture of right-to-know legislation and IT-security legisla- 
tion seems to be more promising. The regulatory approach that refers to 
specific needs of data protection has the disadvantage of being at risk of 
being rapidly overcome by technological developments. A general approach 
has the merit to more easily comply with new technologies. A taxonomy 
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based on transactional scenarios mainly takes up the challenges of the pres- 
ent privacy threats without fully tackling new developments such as digital 
identity or RFID-chips (Radio-Frequency Identification) in the context of 
the Internet of Things. 

In an overall appreciation, a framework of substantive key principles set 
by a legislator at the international level, complemented by the private sector 
with more detailed regulations, seems to be the best solution. Through such 
a framework, general pillars of law-making principles can be set for every- 
one, which may then need to be supplemented by the individuals concerned 
in a way that covers their current needs. Furthermore, the inclusion of an 
international legislator in the process also ensures the continued involve- 
ment of the public sector, contributing at least by monitoring the process 
(Weber and Weber 2010, 67/68). 


14.5. SPECIFIC IMPLEMENTATION TOPICS OF PRIVACY 

A few specific topics related to privacy are worth discussing in more 
detail. 

14.5.1. Transparency 

As Supreme Court Justice Louis D. Brandeis (Brandeis 1914, 92) said in 
1912, “Sunlight is said to be the best of all disinfectants”. The transpar- 
ency principle also relates to privacy even if it seems to be the contrary at 
first instance. Protective measures can be introduced in an efficient way if 
the eventual collection of personal information is made transparent. The 
respective aspects include notifying a supervisory authority about data col- 
lection as well as eventually registering data collections. 31 

Historically, Brandeis saw transparency as a remedy of otherwise illegal 
or objectionable behaviour; transparency has indeed long been recognized 
as a key element of governance and is essential in rebuilding and maintain- 
ing trust (Kaufmann and Weber 2010, 770f). “Publicity” implies many ele- 
ments of transparency concepts related to government actions and business 
methods in general by shedding light on activities of state institutions as 
well as private entities with regard to data collection and dissemination 
(Kaufmann and Weber 2010, 780). 

Transparency helps us to acknowledge and appreciate whether there is 
surveillance by technologies, what the scope of that surveillance would 
be, who is carrying out the surveillance, and what will be done with 
the data (Kleve and De Mulder 2007, 346). If general principles such 
as choice, notification, and verification are in place as milestones of an 
online privacy system, individual behaviour can be adjusted in a user- 
centric manner. 32 Without transparency regarding information gather- 
ing, it is quite possible that citizen feel more vulnerable rather than less; 
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that would inhibit the assimilation process, which could become detri- 
mental to technological developments improving privacy (Kleve and De 
Mulder 2007, 347). 

14.5.2. Security/Safety and Privacy 

Security and safety interests do have an impact on privacy.33 Efforts to 
safeguard security might create barriers and roadblocks to others’ freedom 
of action; shielding data from others eventually impinges on their ability to 
learn and to make decisions that protect their interests (Mueller 2008, 5). 
Furthermore, extensive privacy might cause problems in case of criminal 
behaviour of certain persons and could even lead to an evasion of account- 
ability from harm done to others; particularly, as far as the fight against 
cyberterrorism is concerned, governments need to have access to data and 
have to be enabled to collect the data necessary for the surveillance in the 
public interest (Weber 2009, 240). 

Obviously, due process must ensure that the collection of such data 
does not produce political abuses. Incontestably, an interest balancing test 
usually applies. However, the yardsticks of any kind of “trade-offs” are 
often rather discretionary; therefore, attempts to bridge the wide discretion 
and to develop guidelines for an interest balancing test are of importance 
(Weber 2009, 214). 

At the end, the question arises how much privacy individuals are pre- 
pared to surrender in order to increase security. Privacy and security do not 
have to be opposites, but the one can affect the other (Kleve and De Mulder 
2007, 342, 346). However, a situation in which differing concepts of pri- 
vacy and security are adequately taken into account can only be achieved 
if civil society and government are clear about how control should be exer- 
cised, namely with regard to who is observing whom, how, and for how 
long (Westin 1968, 7; Cheung 2009, 194). 

The relation between security/safety on the one hand and privacy on 
the other hand is probably the most important challenge for future pri- 
vacy legislation. Law cannot be successful without taking into account 
and using technology. In this context, a concept having been developed in 
order to protect intellectual property, namely digital rights management 
(DRM), could be revitalized. 34 Markets (for example music, movies, and 
games) did not really appreciate DRM systems for many reasons (amongst 
others for the fact that these systems could be easily circumvented); there- 
fore, the success of the technology has been remote. Even considering 
this aspect, the respective idea should not be dismissed at once; to the 
contrary, it would be worthwhile to create a technical and organizational 
digital privacy rights infrastructure through which individuals could con- 
trol the use of their personal information (Laudon 1996, 92f). With such 
a system, individuals would be able to add meta-data to their personal 
information detailing who can use it, for what purpose, and, eventually, 
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for what price (Mayer-Schonberger 2006, 145f). Obviously, such a digital 
privacy rights infrastructure would have to be stable and reliable as well 
as easy to handle. 

14.5.3. Social Control and Solidarity 

Very clearly, the use of information technology makes daily lives more 
effective and efficient. This simple fact leads to the assumption that some- 
thing that is useful or more useful than it used to be, may lead to a certain 
shift in norms. This development can be mainly seen in the example of 
Facebook: Social control and cohesion, which were typical of civil society 
several decades ago and no longer exist, at least not in the same form, 
experience some kind of revitalization; users of Facebook recognize that 
social control and social cohesion may have a useful function (Kleve and 
De Mulder 2007, 344; see also Garry et al. 2009, 236ff). 

Furthermore, it is no longer possible to implement complex legal projects 
without the use of technology. The automation of processes itself imposes 
certain requirements and restrictions; however, new technologies may 
also contribute to social advantages. A new kind of solidarity could occur 
because creating and keeping consensus depends on the correct implemen- 
tation of new technologies (Kleve and De Mulder 2007, 345). 


14.6. OUTLOOK 

Privacy is an “important currency” (Schwartz 2004, 2056). As in the case 
of a traditional “currency”, privacy does not only encompass values, but 
also technological issues derived from the fact of circulation. Currencies 
need to be cleared in a cross-border setting through technical mechanisms; 
the flow of personal data must go through an infrastructure allowing pro- 
tecting privacy interests. 

Referring to the research question of reconciling privacy and surveil- 
lance, addressing the impact of new technologies is crucial. Apart from 
self-regulatory initiatives (including possible certification systems), the data 
controller’s responsibility as well as their task of cooperating with other 
governmental agencies should be enhanced. Special data protection rules 
are needed in the field of police and judicial cooperation. 

Furthermore, global consensus should encompass some generally accept- 
able principles such as legality in operation of the system, openness in per- 
sonal data systems, responsibility of the data keepers and application of 
the proportionality principle (no excessive data collection, i.e., principle 
of ensuring data minimization) (Rule 2010, 263f). An adequate privacy 
concept necessarily needs to be based on the right to informational self- 
determination giving individuals the control over every phase and stage of 
the use of their personal information (Mayer-Schonberger 2009, 137). Such 
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a concept would also enlarge the well-known term, the “privacy-watchers” 
(Rule 2010, 261f, 274), covering not only supervisory authorities but all 
individuals who could also apply the principle of information ecology in the 
sense of digital abstinence. 35 


NOTES 

1. “Death of privacy” is, for example, mentioned in titles by Froomkin (2000) 
and Garfinkel (2000). 

2. “Perils of social networking” is mentioned in a title by Garrie et al. (2009, 236). 

3. Garfinkel (2000, 37-67) refers to “absolute identification”. 

4. For a recent overview see Cheung (2009, 191f) with references. 

5. In the seminal article of 1890, Warren and Brandeis (1890, 205) refer to 
the right to be let alone; for a discussion of Warren and Brandeis see Solove 
and Schwartz (2009, 10-12); Richards (2010, 27-34); in general also Hosein 
(2006, 122-125 and 131-135). 

6. The problem has already been addressed by a large number of philosophers; 
see, for example, Mill (1869) and Arendt (1958). 

7. See also 14.5.2. 

8. This legal contribution cannot address the technical systems in detail; as 
examples from the vast literature see McDonald et al. (2009); Raghavan, 
et al. (2009); Kosta et al. (2009); Androulaki and Bellovin (2009); Munter- 
mann and Rossnagel (2009). 

9. For a more detailed overview see Weber and Weber (2010, 47-50); see also 
Rubinstein et al. (2008, 274-280). 

10. Universal Declaration of Human Rights, December 10, 1948, adopted by the 
General Assembly Resolution 217 (III), UN Doc. A/810 (1948), UN GAOR, 
3rd Sess. Supp. No. 13, http://un.org/Overview/rights/html (accessed on ???); 
see also Rule (2010, 5-7). 

11. International Covenant on Civil and Political Rights, GA Res. 2200 Annex 
(XXI), UN GAOR, 21st Session, Supp. No. 16, opened for signature Decem- 
ber 16, 1966, 999 UNTS 171. 

12. European Convention for the Protection of Human Rights and Fundamental 
Freedoms, November 4, 1950, ETS No. 5, 213 UNTS 221. 

13. See Decision 1 BvR 370/07 and 1 BvR 595/07. 

14. This also corresponds with a Kantian liberalist perception of freedom. 

15. See 14.3.1. 

16. For further details, Weber 2002, 154. 

17. See OECD Guidelines Governing the Protection of Privacy and Transbor- 
der Flows of Personal Data, September 23, 1980, http://www. 0 ecd. 0 rg/d 
ocument/18/0,3343,en_2649_34255_1815186_l_l_l_l,00.html (accessed 
on ???). 

18. Convention for the Protection of Individuals with regard to Automatic Process- 
ing of Personal Data, January 28, 1981, ETS No. 108, 20 ILM 377 (1981). 

19. EC Directive 95/46/EC of the European Parliament and of the Council of 
October 24, 1995, on the Protection of Individuals with regard to the Pro- 
cessing of Personal Data and on the Free Movement of such Data, OJ 1995 L 
281/31. 

20. For example in the UK the case Applause Store Productions, Ltd. and Anor v. 
Raphael [2008] EWHC 1781 (QB); see also Garrie et al. (2009, 238-239). 

21. For further details see Jasper (2009, 36-37). 
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22. Commission Decision of June 15, 2001, on standard contractual clauses 
for the transfer of personal data to third countries, under Directive 95/46/ 
EC, 2001/497/EC, OJ 2001 L 181/19 of July 4, 2001; Commission Decision 
of December 27, 2001, on standard contractual clauses for the transfer of 
personal data to processors established in third countries, under Directive 
95/46/EC, 2002/16/EC, OJ 2002 L 6/52 of January 10, 2002; Commission 
Decision of December 27, 2004, amending Decision 2001/497/EC regarding 
the introduction of an alternative set of standard contractual clauses for the 
transfer of personal data to third countries, 2004/915/EC, OJ 2004 L 385/74 
of December 29, 2004. 

23. See also Cheung (2009, 192), advocating a re-examination of privacy as a 
concept because geographical boundaries have dissolved and ethnographical 
uniqueness is dwindling in the Internet world. 

24. See 14.5.1. 

25. Critical to this approach Etzioni (1999, 59-61, 594, 623). 

26. The following comments are based on Schmid (2008, 207-209) and Weber 
and Weber (2010, 60-62). 

27. See 14.4.2. 

28. For further details see 14.4.1.2. 

29. See http://www.intgovforum.org/cms/index.php/dynamic-coalitions/69-pri- 
vacy (accessed on ???). 

30. See http://www.wiki.igf-online.net/wiki/Privacy-rights-agreements (accessed 
on ???). 

31. See also 14.4.2. 

32. See 14.4.2. (1). 

33. See also 14.2.1 and 14.2.2. 

34. For further details see Mayer-Schonberger (2006, 181ff). 

35. For further details see Weber (2003, 23 et seq.) and Mayer-Schonberger 
(2009, 157 et seq.). 


REFERENCES 

Androulaki, Elli and Steven Bellovin. 2009. An anonymous credit card system. 
In Trust, privacy and security in digital business, ed. Simone Fischer-Hubner, 
Costas Lambrinoudakis, and Gunther Pernul, 42-51. Berlin/Heidelberg. 

Arendt, Hannah. 1958. The Human Condition. 38. 2nd edition. Chicago/London: 
University of Chicago Press 

Basho, Kalinda. 2000. The licensing of our personal information: is it a solution to 
Internet privacy? California Law Review 88 (5): 1507-1545. 

Bendrath, Ralf and Rikke Frank Jorgensen. 2006. The world summit on the infor- 
mation society — privacy not found? SCRIPT-ed 3 (4): 355-369. 

Bennett, Colin J. and Charles D. Raab. 2006. The governance of privacy: Policy 
instruments in global perspective. Cambridge: MIT Press. 

Brandeis, Louis D. 1914. Other people’s money and bow the bankers use it. New 
York: Bedford/St. Martin’s. 

Cheung, Anne S.Y. 2009. Rethinking public privacy in the Internet era: a study of 
virtual persecution by the Internet crowd. Journal of Media Law 1 (2): 191-217. 

Cheung, Anne S.Y. and Rolf H. Weber. 2008. Internet governance and the respon- 
sibility of Internet service providers. Wisconsin International Law Journal 26 
(2): 403-477. 

Drezner, Daniel W. 2007. All politics is global, explaining international regulatory 
regimes. Princeton/Oxford: Princeton University Press. 


292 RolfH. Weber 

Etzioni, Amitai. 1999. The limits of privacy. New York: Basic Books. 

Froomkin, A. Michael. 2000. The death of privacy? Stanford Law Review 52 (4): 
1461- 1543. 

Garfinkel, Simson. 2000. Database nation — the death of privacy in the 21st cen- 
tury. Beijing: O’Reilly. 

Garrie, Daniel B., The Honourable Maureen Duffy-Lewis, Rebecca Wong, Mari 
Joller, and Richard L. Gillespie. 2009. Impersonation of life: the perils of social 
networking. Convergence 5 (2): 236-249. 

Grapentin, Sabine. 2009. Datenschutz und Globalisierung — Binding Corporate 
Rules als Losung? Computer und Recht Issue 11: 693-699. 

Grewlich, Klaus W. 1999. Governance in “cyberspace”: Access and public interest 
in global communications. The Hague: Kluwer Law International. 

Hoikkanen, Anssi, Margherita Bacigalupo, Ramon Camano, Wainer Lusoli, and 
Ioannis Maghiros. 2009. New challenges and possible policy options for the 
regulation of electronic identity. In Legal discourses in cyberlaw and trade, ed. 
Sylvia Kierkegaard, 84-98. Malta: IAITL. 

Hosein, Gus. 2006. Privacy as freedom. In Human rights in the global information 
society, ed. Rikke Frank Jorgensen, 121-147. Cambridge: MIT Press. 

Jasper, Margaret C. 2009. Privacy and the Internet: Your expectations and rights 
under the law. 2nd edition. New York: Oceana. 

Kang, Jerry. 1998. Information privacy in cyberspace transactions. Stanford Law 
Review 50 (4): 1193-1294. 

Kaufmann, Christine and Rolf H. Weber. 2010. The role of transparency in finan- 
cial regulation. Journal of International Economic Law [forthcoming]. 

Kleve, Peter and Richard De Mulder. 2007. Privacy protection and the right to 
information: in search of a new symbiosis in the information age. In Cyberlaw 
& security privacy, ed. Sylvia Kierkegaard, 201-212. Beijing: IAITL. 

Kosta, Eleni, Christos Kalloniatis, Lilian Mitrou, and Evangelia Kavakli. 2009. 
Search engines: Gateway to a new “panapticon”? In Trust, privacy and security 
in digital business, ed. Simone Fischer-Hiibner, Costas Lambrinoudakis, and 
Gunther Pernul, 11-20. Berlin/Heidelberg. 

Laudon, Kenneth C. 1996. Markets and privacy. Communications of the ACM 39 
(9): 92-104. 

McDonald, Aleecia M., Robert W. Reeder, Patrick Gage Kelley, and Lorrie Faith 
Cranor. 2009. A comparative study of online privacy policies and formats. In 
Privacy enhancing technologies, ed. Ian Goldberg and Makhail Atallah, 37-55. 
Berlin/Heidelberg. 

Mayer-Schonberger, Viktor. 2006. Beyond copyright: managing information rights 
with DRM. Denver University Law Review 84 (1): 181-198. 

. 2009. Delete. Princeton/Oxford: Princeton University Press. 

Mill, John Stuart. 1869. On Liberty. 12-13, 74-75. London: Longman, Roberts 
& Green. 

Mueller, Milton. 2008. Securing Internet freedom: security, privacy, and global 
governance. Inaugural Address. Technology University of Delft. http://faculty. 
ischooI.syr.edu/ mueller/opzetl.pdf (accessed August 18, 2010). 

Muntermann, Jan and Heiko Rossnagel. 2009. On the effectiveness of privacy 
breach disclosure legislation in Europe: empirical evidence from the US stock 
market. In Identity and privacy in the Internet age, ed. Audun Josang, Torleiv 
Maseng, and Svein Johan Knapskog, 1-14. Berlin/Heidelberg. 

Nissenbaum, Helen. 2004. Privacy as contextual integrity. Washington Law 
Review 79 (1): 119-157. 

Posner, Richard A. 1978. The right of privacy. Georgia Law Review 12 (3): 
393-422. 


How Does Privacy Change in the Age of the Internet? 293 

Raghavan, Barath, Tadayoshi Kohno, Alex C. Snoeren, and David Wetherall. 2009. 
Enlisting ISPs to improve online privacy: IP address mixing by default. In Pri- 
vacy enhancing technologies, ed. Ian Goldberg and Makhail Atallah, 143-163. 
Berlin/Heidelberg: Springer. 

Regan, Priscilla M. 1995. Legislating privacy: Technology, social values and pub- 
lic policy. Chapel Hill/London: University of North Carolina Press 

Reidenberg, Joel R. 2000. Resolving conflicting international data privacy rules in 
cyberspace. Stanford Law Review 52 (5): 1315-1371. 

Richards, Neil M. 2010 The puzzle of Brandeis, privacy, and speech. Vanderbilt 
Law Review 63: 1295-1352. 

Rubinstein, Ira S., Ronald D. Lee, and Paul M. Schwartz. 2008. Data mining and 
Internet profiling: emerging regulatory and technological approaches. The Uni- 
versity of Chicago Law Review 75 (1): 261-285. 

Rule, James B. 2010. Introduction and Conclusion. In Global privacy protection, 
ed. James B. Rule and Graham Greenleaf, 1-14 and 257-275. Cheltenham/ 
Northampton: Edward Elgar. 

Samuelson, Pamela. 2000. Privacy as intellectual property? Stanford Law Review 
52 (4): 1124-1173. 

Schartum, Dag Wiese. 2010. Designing and formulating data protection laws. 
International Journal of Law and Information Technology 18 (1): 1-27. 

Schmid, Viola. 2008. Radio frequency identification law beyond 2007. In The 
Internet of things, ed. Christian Floerkemeier, Marc Langheinrich, Elgar 
Fleisch, Friedemann Mattern, and Sanjay E. Sarma, 196-213. Berlin/Heidel- 
berg: Springer. 

Schwartz, Paul M. 2004. Property, privacy, and personal data. Harvard Law 
Review 117 (7): 2055-2128. 

Solove, Daniel J. 2006. A taxonomy of privacy. University of Pennsylvania Law 
Review 154 (3): 477-560. 

Solove, Daniel J. and Paul M. Schwartz. 2009. Information Privacy Law. 3rd edi- 
tion. Austin: Wolters Kluwer. 

Warren, Samuel D. and Louis D. Brandeis. 1890. The right to privacy. Harvard 
Law Review 4 (5): 193-220. 

Weber, Rolf H. 2002. Regulatory models for the online world. Zurich: 
Schulthess. 

. 2003. Rechtsfragen rund um Suchmaschinen. Zurich: Schulthess. 

. 2009. Shaping Internet governance: Regulatory challenges. Zurich/Berlin: 

Schulthess/Springer. 

. 2010. E-Commerce und Recht. 2nd edition. Zurich: Schulthess. 

Weber, Rolf H. and Romana Weber. 2010. Internet of things — legal perspectives. 
Ziirich/Berlin: Schulthess/Springer. 

Westin, Alan. 1968. Privacy and freedom. London: Bodley Head. 



PART III 
Conclusion 



15 Postface 

Internet and Surveillance 

Kees Boersma 


“Wipe The Slate Clean For 2010, Commit Web 2.0 Suicide”. On December 
31, 2009, a web 2.0 suicide was announced: “Are you tired of living in pub- 
lic, sick of all the privacy theater the social networks are putting on, and 
just want to end it all online? Now you can wipe the slate clean with the 
web 2.0 Suicide Machine” (Schonfeld 2009). 

This message was put on TechCrunch, a Rotterdam-based weblog on 
new technologies (http://moddr.net/), a new media space for artists, hack- 
ers, and filmmakers. The TechCrunchies guarantee that any individual user 
of web 2.0 sites (like Facebook, Twitter, and YouTube), enabled by a simple 
computer program, can wipe out all his/her personal codes, passwords, and 
login codes. The goal is to commit virtual suicide in order to get back to the 
“real” life and to escape from the web, from web-based alienation, virtual 
friendships, and Internet-mediated surveillance. That is the idea. 

At first sight, the proposed web 2.0 suicide seems to be a silent pro- 
test against the increasing influence of the Internet on our private life and 
privacy. At the same time the web 2.0 suicide machine can be seen as a 
destructive call. Like the followers of Ned Ludd, who, in the late eighteenth 
century, destroyed stocking frames in the UK (Jones 2006), the virtual sui- 
cide initiators simply oppose the new technology. Their neo-Luddist solu- 
tion is not to join the positive forces of the new media and to transform 
the dark side of web 2.0 into a bright side by active political action, but 
to completely abandon communication technology itself. Yet, although a 
call for suicide is a quite extreme protest, even if it is virtual, it is not sur- 
prising that it focuses on the impact of the new media on our lives. The 
Internet, no longer a one-way information provision system, is intruding 
on our privacy. Everyone who is in one way or another active in the virtual 
space would agree: the Internet — and especially its new generation web 
2.0 associated with interaction, user-centred design, self-expression, and 
self-monitoring — has an impact on our private life. Web-based information 
about individuals is collected, stored, and by means of profiling translated 
for marketing purposes. For security reasons, Internet data is used in ways 
that potentially threaten civil rights. 
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This book presents political, sociocultural, and economic analyses of 
Internet surveillance. In the introduction to this book, it has been argued 
that computing, and especially the Internet, enables various forms of sur- 
veillance. Researchers, from various backgrounds, in this book pay atten- 
tion to the role of Internet technology, the new media, and the interactive 
web of surveillance. The key question of their studies is: How does the 
Internet transform surveillance? How can research about Internet surveil- 
lance advance the state of knowledge about the surveillance society? And: 
how can its impact be understood, analyzed, and, if possible, influenced 
and democratized? 

Surveillance is a fundamental quality of modern society and an outcome 
of historical processes of inclusion and exclusion (Wagenaar and Boersma 
2008). In pre-modern times, surveillance was about physical watching. 
In the modern age, automation has become the dominant force driving 
surveillance (Beninger 1986). Surveillance has become part of a techni- 
cal infrastructure, in which the many watch the few and the few watch 
the many (Lyon 2007, 157). What makes the Internet special is the fact 
that surveillance becomes mediated by a technology that transforms social 
order by transcending time and space: it makes interaction and networking 
over long distances possible. Surveillance can take place at any time, con- 
tinuously, and from any location. Apparently, new Internet-based technolo- 
gies further define the expanding character of surveillance. Looking for a 
terminology to describe this phenomenon, scholars came up with descrip- 
tions such as dataveillance, panautomaticon, and electronic superpanop- 
ticon (see for example: Poster 1990; Lyon 1994). Yet, given the dynamic 
character of the new media and its development, it is hard to grasp or even 
to define Internet surveillance. 

The new generation of the Internet — which is also termed “social media” 
or “web 2.0” — makes research about the Internet and surveillance even 
more challenging. Some advocates of web 2.0 argue that the current gen- 
eration of the Internet will result in a more interactive, and therefore demo- 
cratic, virtual environment (Shirky 2008; Tapscott and Williams 2006). 
After all, the users of personal blogs and interactive websites are able to 
express themselves; disseminate views against established views; use the 
wisdom of the crowd to answer the most exotic questions; create a dynamic 
and ever-growing web of information systems, such as the Wikipedia ency- 
clopedia; join social movements; become members of virtual, transnational 
communities of any kind; mobilize protest to further propagate political 
ideas; share their experiences about urban life, popular music, and travel- 
ling. These are just a few examples, some of which are mentioned in this 
book, that illustrate the democratic potential of web 2.0. Web 2.0 holds 
the potential to make the Internet more interactive, less static, more poly- 
phonic, and thus more democratic. 

Arguably, the interactive and dynamic character of the new generation of 
the Internet resonates with the liquidity of our modern times (Bauman 2000). 
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On the Internet, the social is negotiable and malleable. Through social media 
representations of the self get a new dimension. Reinforced by the more 
popular views on new media, the idea that web 2.0 can/will contribute to a 
more democratic (virtual) society has taken root in some accounts of media 
change. However, this book shows that the Internet also has a dark side: it is 
used in ways that contribute to increasing surveillance. 


15.1. DIFFERING VIEWS OF THE INTERNET 

Internet Surveillance Studies is a growing subfield of Internet Studies and 
Surveillance Studies. Although it is hard to predict how the Internet will 
look in five or ten years, most scholars and observers agree that it is cer- 
tainly not a temporal phenomenon. Even if one sees the Internet and web 
2.0 as hype, it is one that sets the agenda for further surveillance and con- 
trol (Boersma, Meijer, and Wagenaar 2009). Only by studying the special 
nature of the Internet and of web 2.0, and how it evokes strong and oppos- 
ing reactions, will we be able understand how these technologies impact 
surveillance. Internet Studies is currently shaped by a debate about the 
effects of web 2.0 on society. One can find utopian and dystopian views in 
web 2.0 studies. 

On the one hand we see strong utopian views of web 2.0. In this view, 
the new generation Internet contributes to the well-being of our digital 
selves. The new utopian view of web 2.0 parallels the web 1.0 optimism 
of the 1990s before the dot.com crisis (Negroponte 1995). Internet tech- 
nologies, in this view, contribute to a safer and more transparent world. 
Technicians emphasize the enabling effect of Internet-based techniques on 
surveillance (see for example Raty 2008). Ivan Szekely, in this book, unrav- 
els the rather instrumental views of software developers on these issues. For 
them, a solely technical rationality is the driving force behind the further 
development of the Internet. Social scientists also see promising elements in 
the new media, arguing that it has the potential to contribute to the ideal 
of communicative action (for a critical analysis, see: Murray 2010). It is the 
Internet and the wisdom of the crowd, they argue, that enable interaction, 
creativity, and innovation (Shirky 2008). On another level, it is argued that 
web 2.0 can contribute to safety and resilience in modern society, for exam- 
ple when citizens work together through emergent, online communities in 
situations where formal organizations fail (for example: Comfort 2007 on 
the aftermath of Hurricane Katrina). 

At the other hand, there are strong dystopian views about the Internet, 
web 2.0, and social networking sites. These views are echoing a tradition of 
technological pessimism: the expanding force of technology will result in a 
total institution, in which we are completely encapsulated. Well-known dys- 
topian ideas about our future technological society are expressed in Hux- 
ley’s Brave New World (1932), Orwell’s 1984 (1954), and Kurt Vonnegut’s 
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Player Piano (1999 [1954]). In their own way, each emphasizes the dark 
side of our times: our individual autonomy, privacy, and our right to be 
left alone are at stake. The recently published novel Little Brother by Cory 
Doctorow (2008), in which the new technology plays a major role, builds 
upon this tradition. In this book, young citizens of California use the new 
media to fight increasing surveillance by the US Department of Homeland 
Security and the government of California. 

Less apocalyptical dystopian thinkers argue that the Internet makes 
us — the current generation — less creative, more stupid, and narcissistic 
(Carr 2010; Twenge 2006) — or even violent (Serazio 2010). And there is 
more: the web 2.0 social media like Facebook and YouTube are increas- 
ingly defining our identity: Who are you? Where are you? And: What is in 
your mind? Even when you are not quite active on the Internet, the answers 
to these questions increasingly come from the virtual realm. Web 2.0 is 
mastering the body, mind, and soul. Dystopian views can provoke strong 
actions to oppose the dark side of the technology. The 2010 movie, The 
Social Network, about Facebook is revealing in this respect. It shows that 
given the enormous (economic) potential of web 2.0, this technology will 
promote, enable, and reinforce more surveillance in future times. 

Other than web 2.0 utopias and dystopias, the contributors to this book 
show that it is important to go beyond dystopian and utopian approaches 
and to see the Internet as a field that is shaped by power and conflicting 
interests. In order to overcome the dark side of web 2.0, for example the 
unfettered surveillance, we need to develop a more balanced view (and take 
similar action). In David Lyon’s words: “A careful exploration of the social 
and material realities of cyberspace does induce cynicism about utopian 
visions, but this by no means paints social analysis into dystopian cor- 
ner” (2007, 100). In other words, a study of Internet Surveillance must pay 
attention to the ways the Internet changes society. 


15.2. THE CONSTITUTION, CONDITION, 

AND CONSEQUENCES OF THE INTERNET 

In general the Internet and web 2.0, like any other technology, can be 
understood by an analysis of three dimensions: its constitution, its condi- 
tion, and its consequences (compare Boersma and Kingma 2011; Boersma, 
Kingma and Veenswijk 2007). 

The constitution of the Internet (and web 2.0) refers to the material 
time/space dimension of the new technology. This (material) dimension of 
the Internet greatly defines the way it is used. But although the Internet, 
like any other technology, has scripts — standard technological procedures 
(Akrich 1992) — in the end the Internet only becomes meaningful in the 
actual use of the Internet. It is therefore that it is useful to speak about 
Internet (2.0) in-use (following Orlikowski 2000). 
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The actual use of the Internet and web 2.0 technologies reveal its condi- 
tion : the integration of social domains through the virtual, which makes 
new interactions possible. In the context of this book this means that the 
virtual dimension of the Internet (Shields 2002; Woolgar 2002) not only 
makes new social interaction between individuals possible, it also means 
the introduction of new modes of surveillance. 

Finally, the Internet has far-reaching consequences, both intended and 
unintended for surveillance practices. It is not surprising that it is mainly 
the consequences of the Internet that are hotly disputed. Whereas on the 
one hand the Internet can lead to a more active involvement of citizens in 
society, on the other hand it can lead to an increased panoptic control. 
A social networking site can contribute to participation, interaction, and 
self-expression, but at the same time its content can and will be seen as a 
commodity. Web 2.0 can reveal detailed information about governmental 
bodies to become more transparent, whereas at the same time the informa- 
tion is coloured and distorted. The Internet (2.0) in use can lead to inclu- 
sion and exclusion, to empowerment and coercive power, to shared identity 
and weakened social relationships at the same time (Hier 2008). 

The authors of this book present various dilemmas of the Internet and 
surveillance such as the user/owner problem (David Arditi); the knowl- 
edge problem (and the lack of knowledge among users: Monika Taddicken); 
the privacy problem (Rolf Weber); the inhumanity problem (David Hill 
using the work of Lyotard); and the transparency problem (Kent Wayland, 
Roberto Armengol, and Deborah Johnson) of Internet surveillance. Most 
important, they all show that Internet is a new architecture of panoptic con- 
trol and disciplinary forces that make new surveillance practices possible. 


15.3. TWO PERSPECTIVES ON INTERNET SURVEILLANCE 

Web (2.0) is contested terrain, so much is clear after reading this book. In 
studying the new Internet-based surveillance practices, the authors of this 
book use — roughly speaking — two perspectives or approaches to Internet 
and surveillance that go beyond the one-sided utopian-dystopian debate. 

On the one hand there are approaches that employ a critical political 
economy approach for studying Internet surveillance. Many authors in this 
book find this perspective meaningful. For example, Christian Fuchs, Mark 
Andrejevic, Marisol Sandoval, and Thomas Allmer explicitly build upon 
a Marxist tradition. The focus is on the ownership and the ownership- 
structure of the Internet. Most of the interactive Internet sites are owned by 
private organizations and enterprises with an increasing influence that they 
use in an undemocratic manner. But Google, Facebook, Twitter, YouTube, 
and Blogspot are not only products of private corporations, the content of 
these sites is also a commodity. The individual user’s information, through 
profiling and social sorting (Lyon 2003), is used by private enterprises for 
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capitalist ends. Moreover: the users of web 2.0 who voluntarily put their 
information online, are to be seen — in Marxist terms — as free labour force. 
After all, they are not paid for what they are delivering and are not involved 
in the decision-making processes about the use of the information they pro- 
vide. The political implication arising from this perspective is: how can we 
oppose this web of coercive power and the influence of private enterprises 
on the Internet? How can alternatives be established? 

On the other hand there are approaches that focus on the analysis of 
the social dimension of Internet surveillance. The main idea that can be 
found in such approaches is that users of the Internet employ its poten- 
tial to be creative, interactive, and connected. Being active on the Internet, 
in this view, is about adding information through identity-work. In this 
book, Daniel Trottier and David Lyon use Facebook as a case study to 
explore this phenomenon. In this way they are able to trace the liquid- 
ity of surveillance. The argument is that on the Internet, surveillance has 
lost its static, centralized character. Miyase Christensen and Andre Jansson 
use the idea of networked sociality to analyze transnational social spaces. 
Finally, Anders Albrechtslund argues in this book that interactive forms 
of Internet stand for more democratization and participatory surveillance. 
The question that arises from this perspective is: who is actually actively 
participating in web 2.0 and under what conditions? Can we indeed speak 
about participatory surveillance on the Internet, and how can this concept 
be concisely defined? 


15.4. THE PANOPTICON AND INTERNET SURVEILLANCE 

It is interesting to see that the metaphor of the panopticon is used in both 
perspectives. The panopticon, Bentham’s best-practice concept for prisons, 
which was used by Foucault for describing the genealogy of power, remains 
an important metaphor for systems of surveillance, rules, and disciplinary 
power. However, surveillance scholars use the metaphor of the panopticon 
in different ways, depending on the way surveillance is conceived. Repre- 
sentatives of political economy approaches in this book define surveillance 
as a (by definition) negative process of domination, control, violence, and 
coercive power (in this book: Christian Fuchs, Mark Andrejevic, Marisol 
Sandoval, and Thomas Allmer). They cannot be put in the dystopian cor- 
ner, because they do not argue that there are not positive potentials of the 
Internet, but they reject using the term surveillance for these potentials. 
Rather, they suggest using other terms for positive potentials and reserv- 
ing the notions of surveillance, Internet surveillance, and web 2.0 surveil- 
lance for a critique of coercive power structures. Similar understandings 
of surveillance as a negative concept can be found in the chapters that are 
grounded in critical studies approaches, as for example the ones by David 
Arditi and David Hill. A similar definition of surveillance can also be found 
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in the chapters by Monika Taddicken and Kent Wayland/Roberto Armen- 
gol/Deborah Johnson. The latter make a conceptual distinction between 
surveillance as form of domination and transparency of power structures. 

This view is not shared by everyone in Surveillance Studies and not by 
all authors in this book. Some portray surveillance more broadly (see for 
this tradition: Lyon 2007, 163; Lyon 1994, 19). Surveillance, according to 
them, must be defined dualistically, as a phenomenon and activity that has 
enabling, positive effects (for example the surveillance of patients in hos- 
pitals, self-expression, and emancipation in situations of dictatorship) and 
negative effects. 

To see both the enabling as well as the constraining elements of sur- 
veillance is in line with what Giddens (1984) calls the dialectic of control 
(see also Lyon 2007, 163; Lyon 1994, 77). Giddens’ idea is that control 
and power always result in various forms of counter-power. For example, 
counter-surveillance initiatives on the Internet, like the whistle-blowing site 
WikiLeaks, which reveals state and corporate secrets, show how citizens 
“talk back” and try to hold governments and companies accountable in a 
critical manner. End-users of web 2.0, who try to build, maintain, and own 
non-commercial social networking sites try to oppose the dominant force 
of private enterprises. Kaioo, a non-profit social networking site, is men- 
tioned in this book by Christian Fuchs and Thomas Allmer as an example 
of such counter-forces. Another example, mentioned by Christian Fuchs, 
is the alternative social networking site project Diaspora. Finally David 
Arditi writes about file sharing, an alternative Internet practice. Surveil- 
lance in this more balanced situation has not disappeared from society, but 
the counter-forces contribute to “sublate” (in Hegelian terms “aufheben”: 
to eliminate, to preserve, and to uplift at the same time) surveillance. 

Given the complexity of Internet surveillance, one can ask oneself 
whether or not the panopticon is the best metaphor to describe Internet 
surveillance. In reflecting upon our surveillance society, Haggerty and Eric- 
son (2000) prefer to speak of the surveillant assemblage. They follow the 
theory of Deleuze and Guattari (1987) and argue that it is the multiplic- 
ity of heterogeneous objects that together form a functional entity of sur- 
veillance. Surveillance assemblages consist of discrete flows of forces that 
are temporal, come and go, and that are fluid. Latour introduced the term 
oligopticon — to describe the separate, local places of control, where little is 
seen well (Latour 2005). In their seminal study of the rise of CCTV, Norris 
and Amstrong argue that it is an empirical question to see if/how panop- 
tic potential is linked to other disciplinary techniques so that the result 
is complete control (1999, 6). Critics of Foucault’s critics, however, argue 
that the panopticon should not be understood as a form of technology, but 
that although the technologies of control and surveillance have become 
more decentralized, the social relations of surveillance are still dominated 
by powerful actors, especially companies and state institutions. They main- 
tain that collective actors such as the state and capital are still the most 
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powerful surveillance actors and that a refined version of the notion of the 
panopticon should still be used today. They especially stress that the Fou- 
cauldian tradition in surveillance studies should not be abandoned in order 
to preserve its critical character. 

Most of the authors in this book agree that, on the technological level, 
the Internet represents forms of surveillance that are rather liquid, decen- 
tralized, dynamic, and dispersed. We can speak with Heraclitus: every- 
thing on the Internet flows. We cannot step twice into the same website, 
and moreover, users can decide if, when, and how to contribute to the vir- 
tual world. No single social entity can completely control the Internet and 
its content. Private enterprises are dominant actors in terms of ownership 
of social media sites. There are also end-users who try to establish alterna- 
tive Internet projects because they are critical of negative consequences of 
Internet surveillance. 

It is clear that the new media and information technologies have funda- 
mentally restructured the way panoptic power works and is executed (see 
also Whitaker 1999 on the Internet as cybernetic Panopticon). Although 
the authors of this book differ in the ways that they define Internet surveil- 
lance, all of them agree with the idea that web 2.0 and Internet surveillance 
is shaped by power, conflicts, and contradictions. Social choices, contradic- 
tions, inclusion, and exclusion are important elements of the virtual world 
(Shields 2002). The Internet leads to more surveillance — surveillance of 
various forms. This book shows that it is important to focus on the politi- 
cal implications of Internet surveillance, aspects of power, and everyday 
struggles of end-users. 


15.5. A POLITICAL ANALYSIS OF WEB (2.0) SURVEILLANCE 

A comprehensive analysis of the Internet and surveillance is multidimen- 
sional. The Internet as a technology is neither good nor bad, but can evolve 
into different modes within frameworks of domination at the one hand or 
democratization at the other hand. The chapters in this book show that it 
is important to avoid a techno-centric analysis and to focus on the analysis 
of the power structures underlying Internet surveillance. The Internet has 
politics, to borrow Langdon Winner’s expression about artifacts having 
politics (1999 [1986]). The main questions about Internet surveillance, as 
the chapters in this book show, concern power, domination and democrati- 
zation (Clegg, Coupasson, and Phillips 2006, chapter 13). When the Inter- 
net is dominated by hierarchical control and domination, the outcome will 
be more manipulation and repression and what Habermas (1981) terms the 
colonization of the lifeworld. 

There are also potentials of the Internet to support development in soci- 
ety towards a more democratic life-world. This does not mean that we 
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should embrace opportunistic cyberlibertarianism as if complete liberty is 
possible on the Internet. It means that it is important to advance broad par- 
ticipation, deliberation, and participatory decision-making in society and 
to find ways that the Internet can support such developments. A political 
analysis recognizes that the Internet confronts us not just with questions 
of how to act, but also with questions about ourselves, about citizenship, 
and about the way we perceive the society we live in (Winner 1996). A 
democratic life-world can contribute to a more critical awareness about 
the intended and unintended consequences of the Internet in the context 
of surveillance. The authors in this book agree that this is an important 
political task. 

Google today defines to a great deal the answers we get for an online 
search, which is why we need a critical understanding of its underlying ide- 
ology. More and more elements of our digital selves are used by bodies that 
are hard to control. That is why it is important to advance counter-forces 
that question these developments. The state is intervening in our virtual 
lives in various ways, and social movements oppose possible abuse of state 
power. Corporate enterprises are the dominant owners of social media. At 
the same time one finds expressions of alternatives on the Internet. The 
Internet is a contested space. Users have the moral right to be informed 
about and to politically question the forces that lead to increasing surveil- 
lance. They also have the right to be protected against the abusive power 
of surveillance. 

Our lives are being watched more than ever before. But the technology, 
the Internet, will never completely determine our lives. This book shows 
that the Internet has brought new elements to our surveillance society. The 
Internet is adding a virtual dimension to surveillance that opens up pos- 
sibilities for surveillance and counter-power that were unknown before. 
This book also shows that an analysis of the condition and constitution of 
Internet surveillance (what kind of surveillance is possible, enabled, and by 
whom) is not enough. We have to consider its consequences: the willingness 
to examine dominant patterns of Internet surveillance. 

Critical awareness is key here. The process of democratization that fol- 
lows is not a guarantee for absolute freedom as such, but a pre-condition 
for the (self) protection of citizens (i.e., the electronic information of citi- 
zens mediated by the Internet) against arbitrariness, exploitation and the 
tyranny of state institutions and private corporations. The authors of this 
book argue that citizens and users need to be protected from the abuse 
of power. 

Democratization of the Internet means awareness, participation, the cre- 
ation of safe spaces, and stimulating diversity and opposing views. This 
requires a more active and critical role of consumers and civil society. Public 
awareness and informed scepticism about Internet surveillance is needed. 
This book shows the importance of this debate. 
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